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I'nocapiii

Busnayenusa

AOOHEHT-Ha1aBa4 nociayr Ta/abo AOGOHEHT-11IeHTU(IKATOP.

AOOHEHT-
HaJaBay MOCITyT

IOpunnuna ocoba-pe3uaeHT npuBaTHOro abo myOJIIYHOTO
paBa, sika Ma€ ykianaeHy 3 Harjionaibaum 6aHkom YKpainu
(mam — Hamionaneuuit 6ank) [1yOniuny nponosuiito HBY
Ha YKJIaJeHHs JaoroBopy npueaHanHs g0 Cucremu BankID
HBY, 3arBepikena pimennsm Pagu Cucremu BankID HBY
Big 26.05.2021 npotokoa Ne B/57-0012/41146, 31 3minamu
(mami — JloroBip mpueTHAHHS ) Ta OTPUMYE TTEPCOHAIIBHI JTaHi
kopuctyBada Cucremu BankID HBY (mani — xopuctyBau)
3acobamu Cuctemu BankID HBY i1 Hamae mociayru mpomy
KOPHUCTYBady Ha TEPUTOPil YKpaiHu.

AOOHEHT-
11eHTudikaTop

bank Ykpainu (mami — bauk), sikuii € A6onentom Cucremu
BanklID HBY Ta O06e3mocepenHb0 BHKOHYE (DYHKIIIT
imeHTudikarii, OaratodakTopHoi aBTeHTU(IKAIli Ta
Bepudikalii kiieHTiB (baHky), K1 € KOpUCTyBayaMHu.

AOOHEHTCHKUI
By30J1 CucrteMu
BankID HBY
(mami —
a00OHEHTCHKHUHU
BY30J1)

Kommiekc nporpamMHO-TeXHIYHUX 3ac00iB, yCTAHOBICHUN Yy
AOoHeHTa Ta mNpU3HAYEHUM i 3a0e3MeUeHHs OOMiHY
iHpopMmartiero Mk AboneHtamu yepe3 Cucremy BankID
HBY.

ABTOpH3aIIis

[Tporec HamaHHS KOPUCTYBady IIpaB Ha BUKOHAHHS TICBHUX
I ab0 MOCTYIy J0 PECYpCIB, a TAKOXK IMPOIIEC MEPEBIPKU
(TiATBEPHKEHHS) TIpaB 111 9ac CpoOr BUKOHAHHS X JTIi.

bararodakTopHa
aBTCHTHU(IKAIIIS

Ile enmexkTpoHHa mpoleaypa, MO A€ 3MOTY MiATBEPIUTH
€JICKTPOHHY AMCTaHIIWHY iMeHTH(IKAIiI0 KOPUCTyBada i3
BUKOPHUCTAHHSAM HE MEHIIIEe TBOX (PaKTOpiB aBTeHTHU(IKAIIIT,
KOJKEH 3 SIKMX Ma€ HAJIKATH JI0 PI3HUX KaTEropii, a came —
3HaHHS, BOJIOAIHHS, TPUTAMAHHICTb.

[aTepHET-0aHKIHT
(B T.4. MOOLITEHUH

Texnomnoris JTUCTAHIIHHOTO OaHKIBCHKOTO
oOCIyroByBaHHs, siKa HaJa€ JOCTYNl JO paxyHKIB Ta
MOJIMBOCTI 3/IICHEHHSI 0AaHKIBCHKHX OTepalliid, T0CTymHa

OaHKIHT) KOpHCTYBauy 3a jgomomoror Opaysepa (Chrome, Mozilla,
(mami — IB) Safari, Opera, Edge) ta/abo MOGIIBHOTO 3aCTOCYHKY OaHKY
3 OyIb-SIKOTO IPHUCTPOIO, KK Ma€ BUXia B [HTEpHET.
EnexkTponHna : : .
poH IIpomec posmizHaBanHg (i3uIHOI 0co0M AOOHEHTOM-
JTUCTaHITIHA .

11eHTUdiKaIis

HaJaBaueM TMOCIAYr 13 MIATBEP/UKEHHSAM  YCHIIIHOI
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(mami — OaratodaktopHoi aBTeHTH(IKaIli KopucTtyBaua CucreMu
inentudikaiis) | BanklD HBY AGoHeHTOM-11eHTH(DIKATOPOM.
CepTudikar BIAKPUTOTO KJII0Ya, BUAAHUN KBaJi(hiKOBAaHUM
KBaniikoBanuii | HajaBayeM JOBIPYUX MOCTYT, MEPENIK SIKUX JOCTYIMHHHA Ha
9 ceptudikar BeOcaiiti  LleHTpampHOrO  3acBiAUYIOYOrO  OpraHy
mudpyBanHs | MinictepctBa  mudpoBoi  Tpanchopmarii  Ykpainu
https://www.czo.gov.ua/ca-registry.
R BianosinHo 1o 3akony YKpa:l:HI/I «IIpo GJIeIiTp(?HHi I[OBip‘Ivi
S — MOCTyTH» — YNOCKOHANEHUH eNeKTPOHHUH Minmice, SKui
10 N — CTBOPIOETHCS 3 BUKOPHCTAHHAM 3aco0y KBaJI.l(i).lKOBaHOFO
KEIT) €NIEKTPOHHOTO MiANUCY i 0a3yeThcsi Ha KBalli(hiKOBaHOMY
cepTudiKaTi BIAKPUTOrO KIIOYA.
Bignosigno 1o 3akony Ykpainu «IIpo enekTpoHH1 q0Bipyl
KBanidikoBana | mociyru» — YyAOCKOHAJEHA €JIEKTPOHHA IieuaTka, sKa
11 €JIEKTPOHHA CTBOPIOETHCSI 3 BUKOPUCTAHHSIM 3aco0y KBasli(hiKOBaHOT
reyaTka €JIEKTPOHHOI NEeYaTKu 1 0a3zyeTbcs Ha KBaJi(hiKOBAaHOMY
cepTudikati eJIEKTPOHHOI EYATKHU.
Beb6caiiT (BeOnoprai), MoOUIBPHUN 3aCTOCYHOK AOOHEHTa-
12 | Tlopran mociayr | HajgaBaya IOCIYT, Ha SIKOMY IHILIIOETHCS EJIEKTPOHHUM
3aMUT HA €IEKTPOHHY JUCTAHIIAHY 1AeHTH(IKAIIIIO.
[enTpanbumit
By30s1 Cucremu
13 BankID HBY | Kommiekc nporpaMHO-TEXHIYHHUX 3aco6iB,. o 3abe3mnevye
(mami — B3a€EMO/I110 A0OHEHTCHKUX BY3J1iB AOOHEHTIB.
[enTpanbumit
BY30J1)
HamionanpHa  cuctemMa  €IEKTPOHHOI  JIUCTAHINIAHOI
imeHTudikaiii, ska BHUKOHye GyHKIII OOJIKOBOI 1
3a0e3nedye  3MIMCHEHHS  €JEKTPOHHOI  JUCTAHIIAHOT
imeHTudikamii  Gi3MYHUX 0cCi0 NUIIXOM IepeaaBaHHS
14 Cucrema MEPCOHAIBHUX JaHUX KOpUCTyBayiB Bl AOOHEHTa-
BanklD HBY | ineHTudikatopa mo AOOHEHTa-HajaBaya IOCIYT, Yepes3
€IUHUN BY30J, AKMM BucTynae LleHTpambHMil By301, a
TaKOX 3IIACHIOE OOJIIK KUIBKOCTI Ta OO0CATY HaJaHUX
AOOHEHTaM TOCIYr 3  E€JNeKTPOHHOI  JIUCTaHIIHHOI
1meHTrdikarii.
BiakpuTnii mpoTokos aBTOpH3aIlii, IKUi 1a€ 3MOTY TPETIii
15 OAuth 2.0 CTOPOHI OTpUMATH OOMEXKEHUN JOCTYN 0 3aXHUIIECHUX

pecypciB KopucTyBada 0e3 HEOOXITHOCTI TiepenaBaTH ii
(TpeTiii CTOPOHI) JIOTIH Ta MapoJib.
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1. 3arajgbHa yacTuHA

1.1. Ilpu3navyeHHsI JOKYMeHTAa

Onuc QyHKIIIOHAIBHUX BUMOT Ta MPOIIECY B3a€MO/11 a0OHEHTCHKUX BY3IIiB, a
came AOoOHEHTa-HajaBaya mociayr ta AOoHeHTa-iieHTHdikaTopa 13 LleHTpanbHuM
BY3JIOM.

1.2. ini cTBOpeHHs cUCTEMU

Jlnisa 3a0e3neueHHs HaliiHOT Ta 3py4HO]1 11eHTU(IKAIl] KOPUCTYBAUIB HUISIXOM
OOMIHY €JICKTPOHHUMH 3allUTaMH Ha €JIEKTPOHHY AMCTAHIINHY 17eHTU(IKAII0 Ta
€JIEKTPOHHUMH MIATBEPIKEHHAMH E€JIEKTPOHHOI JMCTAHILINHOL 1AeHTU(IKAIll, 10
MICTATh TEPCOHAJbHI JlaHI KOpUCTyBaya, MDK aOOHEHTCHKMMH BYy3JaMu 3
BUKOpUCTaHHAM LleHTpanbHOro By37a, SIKWid BUKOHYE (DYHKIIIIO MapIIpyTH3aTOPA.

1.3. Konuenuisi pyHKUiOHYBaHHSI CHCTEMH

OynkmionyBanHsa Cuctemu BankID HBY — 11e B3aeMoist TphOX CKIIaIOBUX
YaCTHH.

1. AGoHeHTChKMI By301 AOOHEHTa-HagaBavya MOCIyT;

2. lentpanbHuii By301;

3. AOGoHeHTChKHI By30s1 AGOHEHTa-11eHTudikaTopa.

1. AGoHeHTChKHUII BY30J1 AOOHEHTa-HAJaBa4a MOCJAYI — 1€ KOMILIEKC
MPOrpaMHO-TEXHIYHUX 3aco0iB, Ha SKOMY pO3MIIIEH] MPOTpaMHI MPOLEIypH
€JICKTPOHHOTO 3anuTy/mepenadi gaHux 1o LlenTpanbHoro Bysna Ha 6a31 IPOTOKOITY
OAuth 2.0.

EnexTpoHHMI 3a1UT HA €1EKTPOHHY JUCTAHUIAHY 11€HTU(DIKALIO THILIFOETHCS
Ha mopTtani mociyr AOOHEHTa-HajaBaya MOCIYr, Ha SKOMY pPO3MIIIEeHHI (opmH
HaJIaHHS TOCTYT y eJleKTpoHHOMY Bursiai. [lix wac aBTopwu3arii abo 3aMOBJICHHS
MOCJIYyTM Ha MOpTaii mociayr AOOHEHTa-Ha/JaBada MOCIYT KOPUCTyBady JOCTYITHA
MO>KJIMBICTh aBTOpH3allii abo imeHtudikaiii 3 Bukopuctanusm Cuctemu BankID
HBY y Burnsai kHomku Ha sikid 300paxkeno jorotun Cuctemu BankID HBY
(https://bank.gov.ua/admin_uploads/article/Logo_BankID.zip) Ta ska moxxe MaTn
nignuc “Inentudikamis/Bepudikariis 3 Bukopuctanasm Cucremu BankID HBY™.

[Tpuxnan:

bank

“Inentudikamis/Bepudikaris 3 Bukopuctanasm Cucremu BankID HBY”


https://bank.gov.ua/admin_uploads/article/Logo_BankID.zip
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[Ticnst HatuckanHs kHomnkH 3 jJorotunoM Cuctemu BankID HBY kopucryBau
13 a0OHEHTCHhKOro By3sia AOOHEHTa-HajaBaya Mociayr Oyjae nepeajpecoBaHUi Ha
a0OHEHTCHKHUH BY30J1 AGOHEHTa-1IeHTH(IKaTOpa OJHUM 13 CITIOCOOIB:

- yepe3 BeOcTopinky LlentpansHoro By3na (https://id.bank.gov.ua/?sidBi), Ha
K1 KOPUCTYBa4 MOBUHEH 00paTth baHK, KJI1€EHTOM SKOTO BiH €;

- yepe3 mpsiMe MOCHIJIAaHHS 70 KOHKpeTHoro banky, skmo mepenik baHkis
Bi0OpakaeThCs HA mopTat mociayr AGOHeHTa-HagaBava nociyr. [Ipukinan HaBeieHo
ym2.1.1.

AOOHEHT-Ha/IaBad MOCIYT TPU BUKOPUCTaHHI HAa CBOEMY TOpPTali TOCITYT
Croco0y MPSIMOTO TIOCWJIAHHS 3000B’sI3aHUN BimOOpa3uTH mepernik baHkiB y Tii
MOCTIZOBHOCTI, SK 3a3HA4eHO B Tepeniky AOOHEHTIB-1IeHTH(IKaTOpIiB 3a
nocunanasaM  (https://id.bank.gov.ua/api/banks, xmrou "order") Ta 3abe3neunTH
MO>KJIMBICTh KOpUCTYyBauy BUIbHOro BHOOpY banky. Jlorotunu ta/abo Ha3BU BCiX
bankiB Ha mopTan nociayr AGOHEHTa-HajaBaya Mociayr MOBUHHI OyTH PO3MIIIEH] B
€IMHOMY CTHUJI1, @ CaMe 3 IMIPOTOPIIIHHUMHU PO3MIpaMH Ta OJJHAKOBUMHU HIpUPTaAMU IS
3a0e3MeYeHHsI PIBHOL[IHHOTO B13yaJIbHOTO 1X CIPUNHATTS KOPUCTYBAUEM.

Ha nmoptam nocinyr AGoHeHTa-HajjaBaya MoCIyr KOPUCTYBad MOBUHEH OyTH
O3HAWOMJICHMM 3 TIOBHUM IMIE€PEIIKOM TMEPCOHAIBHUX JAaHHUX, SKI OyIyTh
3alUTyBATHCS PO HBOTO 1 HAIaTH 3oy Ha 00POOKY MePCOHATBPHUX JTaHUX HMUIIXOM
MPOCTABJICHHS BIAMOBIIHOI TO3HAYKH B SBHOMY BHUTIIAMl. Takok, KOpPUCTyBau
MOBUHEH OyTH 03HAHOMIIEHHI 3 pO3MIPOM ILJIaTH 32 IEPEIaBAHHS Ta OTPUMAHHSI HOTO
1AeHTU(IKAIITHUX TaHUX Ta HAJaTH CBOIO 3rOJy, SIKIIO TAKy IUIATY Ma€ CIUIaTUTH
KOPHCTYBAaH.

2. llenTpajabHUii BY30J1 — 11€ KOMIUIEKC TPOrPaMHO-TEXHIYHUX 3ac00iB, Ha
SAKOMY po3MillieHa BeOCTOpiHKa 3 mepenikoM bankiB (AGOHEHTIB-17eHTU(IKATOPIB)
JUISL TIONANIBIIOTO BUOOpPY KOPUCTYBa4eM Ta MPOrpaMHi TpoLeaypu OOMIHY
iH(popmarliiero Mi>k aOOHEHTCHbKUMU By3llaMu AOGOHEHTIB Ha 0a3i nmpoTtokoiny OAuth
2.0.

[Ticns BuOOpy baHKy KopucTyBau mepeagpecoBYEThCS 10 aOOHEHTCHKOTO
By3na AOOHEHTa-ieHTu(dIKaTopa, Ha SKOMY KOPUCTyBad, K KJi€eHT banky,
IPOXOAUTh MpoueAypy OararopakTopHoi aBTEeHTHU(IKalli (HANPUKIAL, BBOIUTH
JIOTiH Ta maposb aoctymy 1o Ib ta xox miarBepmkeHHs 3 SMS-nioBinoMIieHHs, sSKe
OyJo HanpaBiieHO AOOHEHTOM-1AEHTHU(PIKATOPOM Ha HOTO (DIHAHCOBHIA HOMED).

[Ticns YCHIIIHOTO MPOXOUKEHHA  NPOLEAYpHU O6aratopakTopHOi
aBTeHTU(DIKaIli, KOPUCTYBad TMEpPEaqPECOBYEThCA JUIsl OTPUMAHHS IMOCIYTHM Ha
noptan nociyr AOOHEHTa-HajaBaya IMOCIYyr, a MDK LleHTpaibHUM By3JOM,
aOOHEHTCHKUM BY3IIOM AOOHEHTa-HaJaBada MOCIYyr Ta aOOHEHTCHKUM BY3JIOM
AOoHeHTa-iteHTHdiKaTopa BiIOYBAETHCS aBTOMATUYHA B3AEMOJIS  MUISTXOM
OTpUMaHHs/miepenavi komy aBtopm3anii (authorization_code), komy noctymy
(access_token) Ta mepcoHaIbHKUX JaHUX KOPHUCTYyBaya.

3. AGoHeHTCHKMIT BYy30J1 AGoHeHTa-iteHTHdikaTopa (Ib abo iHmwmit cepsic
0aHKy) — I1€ KOMIUIEKC MMPOTPaMHO-TEXHIYHUX 3aC001B, HA CTOPOHI SKOT0 TTOBUHHA


https://id.bank.gov.ua/?sidBi
https://id.bank.gov.ua/api/banks
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Oytu peamizoBaHa (opma OaratodakTopHOoi aBTeHTH(IKAIli KOpPHUCTyBaua,
nporpamHi mporeaypu oOmiHy iHdopmariieto Ha 0a3i mporokory OAuth 2.0,
aBTOMaTH4yHOro (opMmyBaHHsA Koay aBTopu3anii (authorization_code), xomy
noctymny (access_token), mepeBipku ceprudikata AOOHEHTa-HagaBaya IOCIYT,
dbopMyBaHHS €JIEKTPOHHOT aHKETH, HAKJIaJICHHS Ha Hel KBaJli(hiKOBAHOT €JIEKTPOHHOT
neyaTky bauky, mudpyBaHHS €IEKTPOHHOI aHKETH Ta IEPECTIPSIMYBaHHS ITiITACAHOT
1 3amupoBaHoi aHKETH 10 AOOHEHTa-HaaBada mociyr yepes LlenTpanpHuil By30.I.

KopuctyBau  mepeiimoBmM Ha  aOOHEHTChKMI  By301  AOOHEHTa-
i1eHTrdikaTopa Ma€e IporTH mporenypy 0aratoakTopHOi aBTEHTH (KA.

AOGoHeHTChKHUI BY3071 AOOHEHTa-ieHTUu(dikaTopa, Ha SKOMY KOPHCTyBad
IPOXOJUTH Mpolenypy OaratoakTopHOi aBTEHTH(}IKalli Ta MOTOKY€E MPOIEC
nepeaadi MepCOHABHUX JaHWX, TOBHMHEH MICTUTH Ha3By banky (AOGoHeHTa-
1meHTrdikaTopa), Ha3By HOro TOProBebHOT MApPKU Ta KOHTAKTHUM TeaedoH rapsyoi
JiHIT 3 MOXIIMBICTIO 3IIMCHEHHS TIEpPeXoJly KOpHCTyBayda Oe3locepeHbo Ha
BEOCTOPIHKY 3 KOHTAaKTHOIO 1H(opmarliero BianoBigHoro banky abo dopmoro
3BOPOTHOTO 3B SI3KY.

AOGoHeHT-11eHTudikatop 3000B’si3aHMI  3MIMCHIOBaTH  OaratodakTopHY
aBTEHTU(DIKAIII0 KOPUCTYBaua, 3a KOKHUM EJIECKTPOHHHM 3alUTOM Ha €JIEKTPOHHY
JUCTAaHUIAHY 1IeHTU(]IKALII0 10 MOMEHTY (opMyBaHHS Ta Mepenadyl Koay
aBTopu3allii (authorization_code).

VY pa3si ycnimHoi 6araroakTopHOi aBTeHTU(]IKaIlli KOPUCTYBad aBTOMAaTUYHO
nepeagpecoByeThcss uepe3 LleHTpanbHMil By30J1 Ha mopTan mnociyr AOOHEHTa-
HajJaBadya TOCIHYr Ui TPOJOBXKEHHS TMPOIEIypd OTPUMAaHHS  MOCIYTH.
AOoHeHTChKMM  By30J1 AOOHEHTa-iAeHTu(dIKaTopa 3AINCHIOE B3aEMOAI0 3
[{eHTpanbHUM BY3JI0M 3T1IHO 3 LI€I0 CIEHHU(IKALIELO.

Y  pa3i  HeycmimHoi  OaratodakTtopHoi  aBTeHTU(iKamii  AOGOHEHT-
imeHTudikaTop  3000B’si3aHUN  1HQOpPMYBaTH  KOpUCTyBaya Ha  BJIACHOMY
a0OHEHTCHKOMY BY311 1010 KOHKPETHO1 NPUYNHU B1JIMOBU B
aBTopu3arii/ineHTudikamii (IpUKIag TOBIJIOMICHHS IPO MPUYMHHA BIJIMOBH.
«IlepeBuilieHO MaKCUMaJbHY KUIBKICTh CIpPOO BBEJCHHS IapOJII0», TOIIO), HE
NepecnpsiMOBYBaTH HEABTOPU30BAaHMX KIIEHTIB 10 lleHTpambHOro By3na Ta
iHpopMyBaTH KiieHTa Tipo monanbmni mii (Hampukian: «He Boamocs 3aBepiivTH
inenTudikanito. [ToBTopiTh cripoOy abo 3BepHITHCS 10 baHky»).
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2. TexHiuHa apXiTeKTypa cUCTeMHU

B3aemomis IlenTtpanbHOTO By3/mMa 3 aOOHEHTCHKMMHU By3JaMu AOOHEHTIB
(Puc. 1) BinOyBaeThcs Ha 06a3i mpotokonry OAuth 2.0 3rigHO 3 BiANOBITHOO
cnerugikaIie (ommy0utikoBaHa 3a MTOCWJTAHHSIM
https://datatracker.ietf.org/doc/html/rfc6749). PexomeHmOBaHO BHUKOPHUCTOBYBATH
roToBi pimeHHs 3 BeOcaity https://oauth.net/2/ — posmin “Code and Services”,
BapiaHTH MiJ yCi MOMyJISIpHI MIaTGOPMH Ta MOBH MPOTPaMyBaHHS.

baratodaktopHa aBTeHTH(]IiKaIlil KOpHCTyBada BiAOyBa€ThCcs 3aco0amMu
aboHeHTChbKOrO By3na AOoHeHTa-ineHTH(]ikaTopa. Ha mepconanbHi gaHi
KOpHCTYyBaya, 110 NEPeIaloThCs, HAKIAAaeThesl KBali(ikoBaHa €JIeKTPOHHA MevyaTKa
banky 1 mmdpyroThCsl BIAMOBIIHO 10 BUMOT 3a3Ha4YCHUX Y II. 3.3.

Jlorika podotu Cuctemu BankID HBY noGynoBana Ha opraHi3aiii 3B€pHEHb
BiJl a0OHEHTCHKOro By3i1a AOOHEHTa-HaJaBaya IOCIyr A0 aO0OHEHTCHKOrO By3ja
AOoHeHTa-iIeHTU]IKaTOpa Yepe3 €IUHUMN IUI03, SKUM BHCTymae lleHTpanbHuit
By30J1. Yci aOOHEHTChKI By31M AOOHEHTIB B3a€MOJIIOTH BUKIIOYHO dYepe3
L{enTpanpHuil By30II.

7 .
IT; 6 \ S

. . porpamHe 3a0e3NnedeHHs .

https "féquest LEHTPAJIHLHOTO By3JIa peati3ye

OAdith 2.0 BeOCTOPiHKY BUOOpPY OaHKIB Ta

TIPOTPaMHi MPOIIETypH

\\\ \\‘
https ‘“request
OAuth 2.0"~._

ApXiTeKTypa Ta TeXHI9H1 ApxiTekTypa Ta  TeXHi4Hi

XapaKTEepUCTHKH By3J1a HE inhopMaIiHHOro 0OMiHY MiX | xapaxtepmcrikm  Bysma  He
MaroTh MPUHIUIIOBOTO a0OHEHTCHKUMH By3/IaMH Ha MaroTh MPUHIIUIIOBOTO 3HAYCHHS
3HaYEHHS UL (YHKIIOHYyBaHHS 6asi mporokoiry OAuth 2.0 s ¢yHkuioHyBaHHs CHcTeMH
Cucremu BankID HBY. BankID HBY.

Jlnst peamizaitii B3aemMoii i3 Jnst  peamizamii  B3aemomii i3
LEHTPAIEHIM BY3JIOM CHCTEMHU LEHTPAIGHAM BY3JIOM CHCTEMH
BankID HBY noBunHa Gyt BankID HBY y Ib noBunHa 6ytn
peaizoBaHa KIi€HTChKa peaiizoBaHa CepBepHa YacTHHA
vactuHa nporokony OAuth 2.0 nporokoiry OAuth 2.0

ABTOMaTM30BaHa NporpamHa B3aemogis Cuctemum BankID HBY.

Puc. 1. Texnonoeiuna cxema ¢hyukyionysanns Cucmemu BankiD HEY

ABTtopu3ariis 3rigHo 31 ctangaproMm OAuth 2.0 BUKOHY€ETBCS Y JiBa €TaIIH:

HepIIMi eTarn — OTPUMaHHS Koy aBTopu3ariii (authorization_code);

Apyruil eTan — OTPUMAaHHS KoMy A0CTymy (access_token) Ha migcraBi KoLy
aBTopm3ariii (authorization_code).


https://datatracker.ietf.org/doc/html/rfc6749
https://oauth.net/2/
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2.1. B3aeMojisi a00HEHTCHKOI0 BY3J1a
AOoHeHTa-HaJgaBavya nocayr 3 lleHTpajJabHUM BY3J10M

[Tpu miakmouenHi 1o Cuctemu BankID HBY AGonent-HagaBau nmociayr Hajae
napamerp callback_url — anmpeca, Ha sKy Oyae nepeHaNpaBIATUCH 3aIUAT
KOpHCTyBaJa Ta B sKiii Oyje HamaBaTHCh Koja aBTopm3aiii (authorization_code), y
BUMAAKy ycmimHoi OararodakTtopHoi aBTeHTHU(ikamii B OaHKy. Y BIANOBIIL
anMminictpatop Cucremu BankID HBY nanae client_id Ta client_secret.

IMapamerp ‘ 101117

client_id, VYHikanpHi i1eHTH(DIKATOPU a00OHEHTCHKOTO BY3JIa.
client_secret

callback _url | Anpeca aboneHTChKOr0 By3jia AOOHEHTa-HagaBada IMOCIYT, Ha
aKy Oyle BHUKOHAHO 3amUT 3  KOJIOM  aBTOpHU3allii
(authorization_code) Ta 3M1iliCHEeHA nepeajpecaris
KOpHUCTyBaua Opay3epoMm ad0 1HIIMMH 3aco0amu Juisi poOOTH 3
Be6 (6payzepom/Webview) micisg ycminrHoi 0aratodakTopHOi
aBTeHTU(]IKaLlli Ha CTOPOH1 OAHKY.

Anpeca aDOHEHTCHKOTO By3Jia IOBUHHA MICTUTH JJOMEH MOPTAITY
nociyr mporo AOGOHEHTa-HaaBava MOCTYT, KW 3a3HAUYCHUHN Y
pimenHi Pagu Cucremu BankID HBY (sikmno iH1ie He BkazaHe B
pimenHi Pagu Cucremu BankID HBY).

2.1.1. 3anuT AGOHeHTa-HAIaBa4ya MOCJIYT
no LHenTpanbHoro By3/a merogoM GET na orpumanns
koay apropu3aiii (authorization code) (mepuimii eram)

3anuT GopMyeThCs MiJ Yac Nepeajapecanii KOpUcTyBada MICHsl HATUCKAHHS
KHOIIKM Ha siKiid 300paxkeno jorotun Cuctemu BankID HBY Ta sika moxe matu
nianuc “Inentudikamis/Bepudikaris 3 BukopuctanasaM Cucremu BankID HBY™ Ha
nopTaii nocayr AOOHEeHTa-Ha aBava MmoCyT.

3amuT MOBHHEH MICTUTH 00O0B’S3KOBI MapaMeTPH:

https://id.bank.gov.ua/vl/bank/oauth2/authorize
?response_type=code
&client_id=client_id
&state=state
&dataset=11

Ta, 3a MOTpeOH, TOAATKOBI MapaMeTpH:
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&bank_id=name-id

&lang=en

&originator_id=12345678
&originator_url=https://example.gov.ua

[Ipuknan cTpykTypu 3amuTy BiJ aOOHEHTCHKOTO By3ja AOOHEHTa-Ha/JaBaya
nociayr 1o LlenrpanbHoro By3na:

curl -X GET "https://id.bank.gov.ua/vl/bank/oauth2/authorize?
response_type=code&
client_id=client_id&
state=state&
dataset=11"

Bignogiap LlenTpanbpHOrO By3a:

HTTP/1.1 200 OK

ITepexin Ha BeOcTOpiHKy lleHTpanbHOTO By37a, Ha SIKIM AOCTYNMHHMN THEpenik
baHkiB (a00HEHTCHKHX BY3J1iB AOOHEHTIB-1ICHTH()IKATOPIB), IO I IKITFOYCHI JI0
Cuctemu BankID HBY.

ITapameTp ‘ Onuc

response_type | 3HaueHHs TOBUHHO OyTH “code”.

client_id Inentudikatop abOOHEHTCHKOTO By3lla OTPUMAHUN  TpH
nigmoueHHi (. 2.1.).

state VuikanpHu#l  imeHTU(diKaTOp  cecli.  JloBiIbHE  3HAYCHHS
napameTpa, TeHepyeTbcss 3 OOKy aOOHEHTCHKOTO By3ja
AOoHeHTa-Ha/1aBaya Mmociyr 1 Oy/ie MOBEPHYTO B 3aMHTI 3 KOJOM
aBTopm3ariii (authorization_code). He Ginbiie 50 3HaKiB.

dataset HoMmep craHmapTu3oBaHOTO HA0Opy JaHUX, SIKUM BIJNOBiAa€E
TOMY TIEPEITIKY KITFOUiB, SIK1 HEOOXITHO 3aIMTaTH a00OHECHTCHKOMY
By3,1ly AOOHEHTa-Ha/laBaya nmociayr y AGoHeHTa-1IeHTu(ikaTopa
Ta Ha sIKui AOOHEHT-HaJaBay IMOCIYT Ma€ BIIMOBIAHUN TO3BLI
Pagu Cucremu BankID.

[lepenik cTangapTU30BaHUX HAOOPIB JIaHMX BKazaHo y 1. 2.3.3.

bank_id InenTudikarop aOOHEHTCHKOTO By3J1a AOoHeHTa-
11eHTudikaTopa.

[Tapamerp 00O0B’sI3KOBMI Yy BHUMOAAKy SKIIO AOOHEHT-
imeHTudikatop oOupaeTbes 0e3mocepeIHbO Ha MOPTal MOCTYT
AOoHeHTa-HalaBaya MOCJIyr. 3HaueHHsS Mae OyTh oOpaHo 13




11

Kioya «id» (metanbHuii onuc y 1. 2.4.).
B iHmmx Bumaakax meu napameTp HeoOOB’ I3KOBHUH.

originator_id | YHikampHUH ineHTH(IKAIHHANA HOMEp FOPHIUYHOI OCOOM B
€auHOMY JEp)KaBHOMY PEECTPl MIANPHEMCTB Ta OpTaHi3aIlii
Vxpainu (kox €EAPTIOY), sika inimiroe 3anut Ha iHpopmariro. He
oinbie 8 mdp.

BukopucToByeThCsl BUKIIOUHO s “‘[HTerpoBaHa cucremMa
enexkTponHoi inenTudikamii — ID.GOV.UA”.

originator_url | Aapeca mopTally TNOCAYr IOPHAAYHOI OCOOHM Bif SIKOTO
1HIIIFOETHCI 3aIUT Ha 1H(opMalrito (HampuKiam,
https://mvs.gov.ua).

BukopucToBy€eTbCsi BUKIIOUHO s “IHTerpoBaHa cucrema
enekTpoHHo1 igeHTudikamii — ID.GOV.UA”.

lang MoBHU TOKa3HUK.

Moske MaTu 3Ha4YCHHS “‘en’” — aHTJIOMOBHUM TEKCT.

[TapameTp HEOOOB’sI3KOBUM, BUKOPHUCTOBYETHCS a0OHEHTCHKUM
By3JIoM AOOHEHTa-HajaBaya TMOCAYr Yy BHUMIAAKY SIKIIO
KOpPHUCTyBau oOHpae Oe3rmocepelHb0 Ha MOro MmopTaii MOCITyT
AHTJIOMOBHUI BeOiHTEpderic 3 METOIO MOAANBIIOTO
CIOpsIMYyBaHHSI I[bOTO KOPHCTyBaua Ha aHIJIOMOBHY BEpCIIO
dbopmu aBTOpH3aIlii HA CTOPOHI AGOHEHTa-1IeHTU(IKATOPA.
Axio 3 60ky aOOHEHTCHKOTrO By3i1a AOoHeHTa-1eHTu(iIKaTopa
HEMae MIATPUMKH MOBHUX Bepcid, ¢Gopma aBTopu3anii
KOpHCTyBa4ya, TI0 3aMOBYYBAaHHIO, MaTHUME  BHKJIIOYHO
YKpalHOMOBHUU TEKCT.

VY pasi ycnimHoi 6aratodakTopHoi aBTeHTU(]IKAIlT KOpUCTyBaya AOOHEHTOM-
inenTudikaropom, AOOHEHT-11eHTU(DIKATOP BUKOHYE TMepeaapecallito KopuctyBayda 3
aboHeHTchbKoro By3na A0 LlentpansHoro By3na, a LleHTpanbHuii By30J1 y CBOIO Yepry,
BUKOHY€ Tepeapecalliro 3anuTy KOpUCTyBaya 10 aOOHEHTCHKOTO By3sia AOOHEHTa-
HajaBaya IMociyr i3 kojoMm aBTopm3arii (authorization_code) na 3apeectpoBaHmit
napametp callback_url.

[Mpuknan crpykrypu 3anuty (mepeagpecaiiii) 3 KOJAOM aBTOPH3AIlil
(authorization_code) 1o aboHEeHTCHKOTO By3i1a AOOHEHTa-HajaBava moCIyT:

curl -X GET "https://portal.example.com.ua/v1/bank/oauth2/callback/code?
code=authorization_code&
state=state"


https://mvs.gov.ua/
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IMapamerp \ Onuc ‘

code Kon aBTOpHU3aIlii (authorization_code) — yHikanbpHU#I
ineHTudikaTop, Skt popMyeThcsi Ha cTopoHi LleHTpanbHOrO
BYy3J1a.

Yac nii koxy 90 cexyna. He Gimpie 50 3HaKiB.

state 3HadeHHs TapaMmeTpa, sKe TmepenaB aOOHEHTCHKUH BY30J
AOoHeHTa-HamaBaya mociyr y mepmomy GET 3amuti g0
L{eHTpampHOrO By3a.

MoskuBi MOMHIIKHA

k110 Ha JaHOMY €Tarll BAHUKAIOTh IIOMMJIKH, TO MOJKJIMBI JIB1 CUTYAIIii:

- aboHeHTChKHMH  By301  AOOHEHTa-HajgaBada IOCIYyr HE  BJAJIOCH
imeHTudiKyBaTH, 30KpemMa, aOOHEHTCHKUU BY30J HE 3apEECTPOBAHHUM HA CTOPOHI
[{eHTpanpHOTO By311a, 800 HEKOPEKTHO MEepeaHo mapaMeTp Ta/abo Horo 3HAaYCHHS B
3anuTi, a00 B3a€EMOJII0 3 UM AOOHEHTCHKUM BY3JIOM MPU3YMUHEHO. Y TaKOMY
BUIIAKy OMUC MOMUJIKHU Oyze BimoOpaxeHo Ha BeOcTopinii LlenTpanbHoro By3ina;

- KOpHCTyBaya He BAaliocs aBTeHTU(IKyBaTH Ha CcTOpoHI AOOHEHTa-
imeHTudikaTopa. Y TakoMy BHUMAAKy MNpUYMHA TIOMUJIKA Ma€ BiIoOpaxkaTHCS
KOpHCTyBady Ha CTOpoHI AOGOHEeHTa-11eHTH(IKaTopA.

2.1.2. 3anut AGOHeHTAa-HAJaBa4Ya MOCJIYT
1o ILleHTpajsbHOIrO By3J/ia HA OTPUMAHHA
Koxay nocrymy (access_token) meromom POST (apyruii eram)

[Ticns otpumanHs komy aBTopm3ariii (authorization_code) aGoneHTChKHIA
By30J1 AOOHCHTa-HaIaBa4a MOCIYr MOBHHEH BHKOHATH 3allMT HA OTPUMAHHSA KOIY
noctymy (access_token).

[Ipuknan cTpyKTypH 3amuTy BiJl aOOHEHTCHKOTO By3ja AOOHEHTa-HajaBaya
nociyr 10 [{eHTpanbHOTo By3/1a Ha KOJI JOCTYIIY:

curl -X POST "https://id.bank.gov.ua/v1l/bank/oauth2/token"
-H "Content-Type: application/x-www-form-urlencoded"
-d "grant_type=authorization_code&
client_id=client_id&
client_secret=client_secret&
code=authorization_code"

ITapameTrp

grant_type 3HaveHHs MOBUHHO OyTH “authorization code”.
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client_id, Inentudikatopun aboHEHTCHKOTO By3da AOOHEHTa-HaJaBaya
client_secret | mocmyr, siki Oynu OTpUMaHi MpH miKIr04YeHHi (. 2.1.).

code 3HaueHHs Koy aBTopH3allii (authorization code), orpumanoro
Bi LleHTpaipHOTO By3Ja Ha monepeaHboMy kpoi (m. 2.1.1.).

VY BianmoBinas LleHTpanbHuil By301 Hajgae kKo qoctymny B Tii (body) 3amuty y
Json-dopmarti. CtpykTypa Bignmosiai [{enTpanbpHOTO By3a:

HTTP/1.1 200 OK
Content-Type: application/json

{

"token_type": "bearer",

"access_token": "access_token",
"expires_in": 180

}

IMapamerp Onuc

token_type 3HaueHHs MOBUHHO OyTH “bearer”.

access_token | 3umauenns koay aoctymy. He Oinbiie 50 3HaKiB.

expires_in TepMin il koxy nocTymy (3HaYEHHS B CEKYHaX ), MaTUME
snaueHHs 180.

Mo:xIMBi NIOMHJIKH
VY pa3i BUHHKHEHHS TOMUJIOK TpPH OOPOOJEHHI 3alMHUTy PEKOMEHAYEThCS
opieHTyBatHcs Ha criicok koaiB crany HTTP. Takox y Tim (body) Bignosini y Json-
dbopmari MOXyTh TN€pelaBaTHCS NapaMeTpd 13 3HAYEHHSAMH [OMUIIKH, LIO
CIIPUYHMHMIIA BiIMOBY.
[Tpuxnan Tina (body) BignoBimi 3 MOMUIKORO:

{
"error": "invalid_grant",
"error_description": "Invalid authorizathion code",
"code": "2d6f2318cb06cc2¢97d948deb9799d608f1d5¢97"
¥

ITapamerp

error OnuH 13 BU3HAYCHUX KOMAIB MOMUJIKH 3TiAHO crerudikarii
OAuth 2.0 (https://tools.ietf.org/html/rfc6749#section-5.2).
3okpema:



https://tools.ietf.org/html/rfc6749#section-5.2
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invalid_client —y 3aIuTi HEKOPEKTHO BKa3aHi
imenTudikatopu aOOHEHTCHKOro By3ia AOOHEHTa-Haj aBaya
nocayr (client_id/client_secret);

invalid_request —y 3amuTi HeMae 0OOOB’S3KOBHX 3HAYCHBb
0JTHOTO 200 JIEK1IbKOX IapaMeTpiB;

invalid_grant — HekopekTHHI KOJI aBTOpH3aIlii
(authorization_code) a6o TtepmiH nii Koay aBTOpH3aIlii
3aBEPIIUABCS.

error_description

TexcToBHIl ONTUC MOMUIIKH, JeTami3allis A1 pO3pOOHUKIB.

code

3Ha4yeHHs KOy aBTopu3aiiii (authorization_code) npu sikomy
BUHHMKJIA TOMUJIKA.

2.2. Bzaemojisi a00HeHTCHKOT0 By3J1a AGoHeHTa-ifeHTHdiKaTOpa

3 lleHTpanbLHUM BY3J10M

[Tpu mipkmrouenHi g0 Cucremu BankID HBY AGonent-inentudikarop Hamgae
BeOaapecu login_url, token_api_url Ta data_api_url. ¥ Bignosias aaMiHicTpaTop
Cucremu BankID HBY nanae client_id ta client_secret.

IMapamerp ‘

client _id,
client_secret

Onuc

VHikanbH1 1IeHTH(IKATOPU aOOHEHTCHKOTO By3J1a.

login_url

Bebanpeca aboHeHTCHKOTO By3i1a, Ha SIKy Oyjie TiepeaipecoBaHO
KOpHCTyBava Jis TOJANBIIOTO TMPOXOKEHHS KOPHCTyBadeM
OaratodaktopHoi aBTeHTU(]iKalii B cucteMi AOOHEHTa-
11eHTUd1KaTOpa.

Anminictparopamu Cuctemu BanklD HBY BebGampeca Oyne
JIOTIOBHEHA TapaMeTpaMH Ta 3HAYEHHSMHU 3TiJHO HAJAAHOTO Yy
n. 2.2.1. npukiany cTpykTypu 3anuty Bin LleHTpansHOTO By3ia
710 a0OHEHTCHKOTO By3Jia AGOHEHTa-11eHTudikaropa.

token_api_url

Bebanpeca aOOHEHTCHKOTO BYy3Jia, Ha SIKY 3/11MCHIOBATUMETHCS
3aIUT JJI OTPUMaHHS KOy TocTymy (access token).

data_api_url

Bebanpeca aOOHEHTCHKOTO BYy3Jia, Ha SIKY 3/11MCHIOBATUMETHCS
3aMuT JJIs1 OTPUMAHHS MEPCOHAIBHUX JaHUX KOPUCTyBaya.
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2.2.1. 3anuT 10 a0OHEHTCHKOI0 BY3J1a
AOoHeHTa-ineHTH(IKaTOpa MeToaoM GET
i oTpumanHs Koay aBTOpH3amii (authorization_code) (mepuumii eram)

3anut Gopmyethes LlenTpanbHUM BY37I0M Mij 4ac nmepeaapecaliii KopuctyBada
BiJ LleHTpanbHOro By3na 10 aDOHEHTCHKOTro By3i1a AOOHEHTa-1AeHTU(IKaTOpa.
3anuT MOBUHEH MICTUTH 00OB’SI3KOB1 MapaMeTpHu:

https://id.bank.gov.ua/vl/bank/oauth2/authorize
?response_type=code
&client_id=client_id
&state=state
&dataset=11

Ta, 3a MOTPeOH, JOJATKOBI MaApaMeTpH:

&lang=en

[lpuknan ctpykrypu 3amuty Bin LleHTpanpHOrO By3na A0 aOOHEHTCHKOTO
By3J7a AOOHeHTa-1IeHTHdikaTopa:

curl -X GET "https://bank.example.com.ua/v1/bank/oauth2/authorize?
response_type=code&
client_id=client_id&
state=state&
dataset=11"

Bignosinbs AGoHeHTa-11eHTHDIKAaTOpA:

HTTP/1.1 200 OK
ITepexin Ha BeOCTOPiHKY a0OHEHTCHKOTO By3i1a AOOHEHTa-1ieHTH(iKaTopa 1JIs
noaabInoi 6aratodakTopHoi aBTeHTH]IKaIi KoprucTtyBada B Ib banky.

ITapamerp ‘ Onuc ‘

response_type | 3nHaueHHsI TOBUHHO OyTH “code”.

client_id InenTugikaTop aOOHEHTCHKOIO By3jia OTPUMAaHUI TIpU
niaKmoueHHi (. 2.2.).

state VuikaneHuil imeHtugikatop cecii. I['eHepyerbcsi 3 OOKy
[lenTpansHOro By3Jla 1 Mae OyTH MOBEPHYTHUH aOOHEHTCHKUM
BY3JIOM Y 3aIMTi 3 KojoM aBTopu3aiiii (authorization_code). He
ourple 50 3HaKiB.

dataset HoMmep cranmaptu3oBaHoro HabOpy AaHUX, KU BIJNOBIIAE
TOMy  TIepeliky  KIIO4YiB, sKI  HEOOXiAHO  3aluTaTH
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a0OHEHTCBKOMY  BYy3lly  AOOHEHTa-HajgaBaya TIOCIyT Yy
AOoHeHTa-i1eHTUIKaTOpa Ta Ha sAKUKA AOOHEHT-HajaBa4y
ocayr Mae BianoBigaui 103811 Pagu Cucremu BankID.
[Tepenik cTangapTU30BaHUX HAOOPIB JIaHMX BKa3aHo y 1. 2.3.3.

lang MoBHHI TOKa3HUK.

Moxe Matu 3Ha4eHHS “‘en” — aHTJIOMOBHUHM TEKCT.

[TapameTp HEOOOB’A3KOBUI, BUKOPUCTOBYETHCSI AOOHEHTCHKUM
By3JIOM AOOHEHTa-HajaBadya TMOCIYT Yy BHUIAAKY SKIIO
KOPUCTyBad oOupae Oe3mocepeH0 Ha HOro mopTaji MOCIyT
AHTJIOMOBHUI BeOiHTEpdEeiic 3 METOIO MOAAJBIIIOTO
COpsIMyBaHHSI LIbOIO KOpPUCTyBaya Ha aHIJIOMOBHY BEpCIIO
dbopmu aBTOpH3aIlii HA CTOPOHI AGOHEHTa-1IeHTU(IKATOPA.
ko 3 60Ky aO0OHEHTCHKOTO By3i1a AOOHEHTa-1/IeHTU(diKaTopa
HEMae MIATPUMKM MOBHHUX Bepcii, ¢dopma aBTOpHU3alii
KOpPUCTyBaya, [0 3aMOBUYYBaHHIO, MaTUME€ BHUKIIOYHO
YKpalHOMOBHUU TEKCT.

VY pa3i ycnimHoi 6ararodakTopHoi aBTeHTU(DiKaILli KOpucTyBayua AOOHEHTOM-
11eHTU(IKaTOpOM a0OHEHTChKUWM By301 AOOHEHTa-iAeHTH(IKaTOpa 3A1MCHIOE
nepeajapecanilo kopucryBadya 10 lLleHTpambHOro By3ia 13 KOAOM aBTOpHU3allil
(authorization_code) na Be6ampecy callback_url.

[Tpuknaa cTpyKTypH 3amuTy 3 KojaoM aBTopu3aiii (authorization_code) Bix
abOHEHTChKOTro By3ia AboHeHTa-1eHTrdiKaTopa a0 LlenTpanpHOro By3na:

curl -X GET "https://id.bank.gov.ua/v1/bank/oauth2/callback/code?
code=authorization_code&
state=state"

ITapameTp Onuc

callback _url | Bebaapeca LlenTpanpHOro By3iaa —
https://id.bank.gov.ua/v1/bank/oauth2/callback/code na siky
a0OHEHTChKUH By301 AOOHEHTa-1eHTU(IKaTOpa MiCist

ycHiHoi 0aratodakTopHoi aBTeHTU]iKalli 3A1iICHIOBaTUME
nepeajpecaliiro KOpucTyBaua i3 KoJIOM aBTopu3ariii
(authorization_code).

code Kon aBTOpH3AIIii (authorization_code) — yHikanbHUit
imeHTudikaTop, sSKuid GOpPMYeETbCS Ha CTOPOHI  BYy3Ja
AoOoneHnTta-inentudikatopa. Yac mii xomy 90 cexkyna. He
O1biie 50 3HaKiB.



https://id.bank.gov.ua/v1/bank/oauth2/callback/code
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state byne BkazaHo 3HaueHHS napaMeTpy, sike nepenas LienTpanbHuit
By30J y nepmomMmy GET 3amnurTi.

Mo:k1uBi NOMHJIKH
SIko Ha JaHOMy eTami KOpUCTyBadya HE BAANOCS aBTEHTU(IKYBaTH Ha
ctopoHi AOoHeHTa-ineHTu(diKaTopa abo cTanacs sIKkach 1HINA IOMUJIKA, TO TPUYHNHA
MOMMJIKH Ma€ Bi1oOpaskaTHCS KOPUCTyBauy Ha CTOpOHI AOGOHeHTa-ineHTudikaTopa i
y TaKOMY pasi rmepeajgpecoByBaTH KopucTyBaua 10 LlenTpanbsHoro By3na He mOTpiOHO.

2.2.2. 3anut lleHTpajbHOTrO BY3J1a /10
a00HEHTCHKOr0 By3/1a AOOHeHTa-ineHTH(iKaTOpa HA OTPUMAHHS
Koxay nocrymy (access_token) meromom POST (apyruii eram)

[Ticns otpumanHs komy aBropu3aiiii (authorization_code) IlenTpanbHuii
BY30J1 BUKOHYE 3aIlUT Ha OTPUMaHHs Koy noctyiy (access_token).

[Tpuknan cTpyktypu 3anuty Bia LleHTpanbHOTo By3ia 0 aOOHEHTCHKOTO
By3Jla AGOHEHTa-1/IeHTU(diKaTopa:

curl -X POST "https://bank.example.com.ua/v1l/bank/oauth2/token"
-H "Content-Type: application/x-www-form-urlencoded"
-d "grant_type=authorization_code&
client_id=client_id&
client_secret=client_secret&
code=authorization_code"

IMapamerp Onuc

grant_type 3HadyeHHs MOBUHHO OyTu “authorization code”.

client_id, InenTudikatopm  aOOHEHTCHKOTO By3JIa OTPUMaHi  TNpHU
client_secret | miaxmouensi (. 2.2.).
code 3HavyeHHs Koy aBTopm3ailii (authorization code), orpumanoro
Bill AOOHEHTa-iIeHTH(IKaTopa Ha TOMNEPEeIHBOMY KpOIIi
(m.2.2.1.).

VY BiAnmoBias a0OHEHTCHKUU BY3071 AOOHEHTa-ieHTHU(dIKATOpa HAIa€e KO
noctymy B tim (body) 3anuty y Json-gopmari.

[lpuknan  CTpykTypu  BiAmoBiai  aOOHEHTCHKOro  By3ida  AOOHEHTa-
1meHTr(IKaTOpa HA 3alUT KOy NOCTymy Bia LleHTpansHOTO By3na:

HTTP/1.1 200 OK
Content-Type: application/json

{
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"token_type": "bearer",

"access_token":

"expires_in": 180

1

IHapameTtp

access_token",

Onuc

token_type 3HaueHHs MOBUHHO OyTH “bearer”.

access_token | 3nauenns koay noctyimy. He 6inbine 50 3HaKiB.

expires_in Tepwmin nii koxy noctyiy (3Ha4eHHsS B cCeKyHax). [loBuHeH
matu 3HaueHHs 180.

MoKJIUBI MOMUJIKH

Y pa3i BHUHUKHEHHS TIOMWJIOK OOpOOJEHHS 3alHUTy PEKOMEHAYETHCS
opieHtyBaTHCs Ha cricok koaiB ctany HTTP. Takox y Timi (body) Bignosinai y Json-

dopmati mOTPiIGHO

nepefaBaTé  MapamMeTpud 13 3HAYEHHSIMH TOMHIKH, IO

CIPUYUHUIIH BiJIMOBY.
[Tpuxnan Tina (body) BigmoBimi 3 MOMUIKOKO:

{

"error": "invalid_grant",
"error_description": "Invalid authorizathion code",
"code™: "2d6f2318chb06cc2c97d948deb9799d608f1d5¢97"

¥
IHapamerp

error

Onuc

OnuH 13 BU3HAYEHUX KOJMIB TOMHJIKU 3TITHO crerudikarii
OAuth 2.0 (https://tools.ietf.org/html/rfc6749#section-5.2).
3okpema:

invalid_client —y 3aMuTi HEKOPEKTHO BKa3aHi
11eHTUhIKATOPU a0OHEHTCHKOTO BYy3JIa
(client_id/client_secret);

invalid_request — y 3anuTi Hemae 000B’I3KOBHX OJIHOTO a00
JEKUTbKOX TTapaMeTpiB;

invalid_grant — HekopekTHu# KO aBTOpH3AIlii
(authorization_code) aGo TepmiH nii Koxy aBTOpU3aLii
3aBEepIINBCS,

Server_error — iHia moMuika npu oOpoOiil 3amuTy Ha KOJ
JOCTYITY.

error_description

TexcToBHI ONTUC MOMUIIKH, JeTali3allis s po3pOOHUKIB.



https://tools.ietf.org/html/rfc6749#section-5.2
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code 3naueHHs Kkoxy aBropm3arii (authorization_code), npu
SKOMY BUHHUKJIA TOMUJIKA.

2.3. IIpouenypa oTpuMaHHS JaHUX KOPUCTyBaya

Jlns oTpuMmaHHS JaHUX KOpPHUCTyBaya aOOHEHTCHKHM By301 AOOHEHTa-
HaJaBada IOCIYTr 3JiHCHIOE 3amuT Ha jgaHi g0 LleHTpameHoro By3ma (m. 2.3.1.).
[lenTpanpHUil By30J 31ilicHIOE 3anmuT Ha BebOampecy (data api_url m. 2.2))
aO0oHEHTChKOTrO By3ima AOoHeHTa-imeHTH(ikaTopa (m.2.3.2.). HamganHs maHWAX
KOpUCTyBa4da BiJIOyBaeThCS HA TMIACTaBl Koay Joctymy (access_token) ta
kBaridikoBaHoro ceprudikary mudppyBanHs (Cert).

Kox noctyny nepenaerbes B 3aronoBky (headers) 3anuTy Ha qaHi y BUTJISIL

Authorization: "Bearer access_token"

Ceprudikar mudpyBanHs AOOHEHTa-HajaBaya MOCIYT MEPENAEThCS B TLII
sammuty (body) y 3HavenHi karoga "cert”.

3nauvenna/Kiawou Onuc

access_token OTtpumane 3Ha4YeHHs Koxy poctymy (. 2.1.2. Tam. 2.2.2.).

cert Kitou y 3HaueHHI $KOTO TiepenaeTbcs KBasi(iKoBaHUMN
ceprudikar mudpyBanHa AOOHEHTa-HajaBaya TOCHYT.
[Tepenaerncs y hopmati DER 3akonoBanoro B BASE64.

2.3.1. 3anut Ha nami
BiJl a00HEHTCHKOI0 BY3/1a AOOHEHTA-HAaBa4a MOCIyT

[Tepenik HEOOXiTHMX KIIOYIB (JaHWX) 1O KOPUCTYBayy (opmyeTbes
[leHTpaIbHUM BY3JIOM, Yy BIJIIOBIIHOCTI M0 3HaueHHS napamerpa dataset, mpu
orpumanHi mepmoro GET-3amuty (m.2.1.1.). Omke, aOOHEHTCHKUH BY301
AOoHeHTa-Ha/laBaya MOCIYyT MOBUHEH MepeJaTH B Tl 3alUTy HAa JlaHl TUIbKU
ceprudikar mudpyBaHHsI.

[Ipuknan 3anuTy Ha AaHi:

curl -X POST https://id.bank.gov.ua/vl/bank/resource/client
-H "Content-Type: application/json™ -H "Authorization: Bearer access_token"
-d '{ "cert":"Encode to base64 format" }'
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2.3.2. 3anuTt Ha aaHi
10 a00HEHTCHKOr0 By3/1a AOOHeHTa-ineHTHdikaTopa

3anuT Ha JaHl BiJl aOOHEHTCHKOTO By3jla AOOHEHTa-HajaBaya Mmociyr Oyje
JOTIOBHEHO [leHTpaibHUM BY3JIOM MEPENiKOM KIIOYiB, K1 BIAMOBIIAI0TE 0OpaHOMY
HOMEpPY HaOOpy JaHUX BIAMOBIIHO 0 HOMEPY CTaHAapTU30BaHOr0 Habopy (dataset),
mo Oyino Bkazano B GET-3amuTi (m. 2.1.1.), xirouamu i 3HadeHHsMu memberld,
sidBi Ta Oyme HanpaBiieHO /10 a00OHEHTCHKOTO By3ja AOOHEHTa-ineHTH(IKaTOpA.

Tepmin ouikyBanHs BiAnoBial lleHTpansHUM By3nmOoM Big AOOHEHTa-
imeHTudikaTopa Ha 3anMUT JaHUX cTaHoBUTUME 120 cekyH.

[Tpukmnan 3anuTy Ha AaHi 10 AOOHEeHTa-1AeHTH]iKaTOopa!

curl -X POST https://example.bank.com.ua/v1/bank/data
-H "Content-Type: application/json" -H "Authorization: Bearer access_token"
-d '{"type": "physical”,
"cert": "Encode to base64 format",
"sidBi": "some-session-guid",
"memberld": "0212345678",
“fields": [
"firstName", "middleName", "lastName",
"phone”, "inn", "clld", "clldText", "birthDay", "sex"

]

’addresses”: [
{"type": "factual", "fields":[

"country", "state", "area",

13

’documents": [
{"type": "passport", "fields":[

"typeName", "series", "number",

"Issue", "datelssue", "issueCountrylso2"

13
]

city", "street", "houseNo", "flatNo"

]

y



2.3.3. EjnexkTpoHHa aHKeTa (3 MepelikoM Ta ONKCOM JIONMYCTUMHX KJIIOYiB) Ta CTAHAAPTH30BAHI HA0OpH JaHMX

EnexTponHa ankera

CranpapTusoBaHi HadopH JaHHUX

(mapametp dataset)

3navyenns **

Korou Onnuc 11112 (13|21 22|23 31|32 (41|42 51|61 |71
(dpopmaTt Ta BUMOTH)
cert* dopmar ceptudikary DER, KBaniikoBanuii ceprudikat
3aKOJ/IOBAHO 32 CTaHAAPTOM muppyBaHHsL.
BASE6G4.
memberid XXXXXXXXNN — ze: VYHikaipHU# ineHTHdIKATOD
XXXXXXXX - a0OHEHTCHKOTO By3/1a AOOHEHTA B
ineHTHdikaTop abonenra (kog | Cucremi BankID HBVY.
€JIPTIOY); NN —
HOPSAKOBHIT HOMEp
aboHEHTChKOro By3ia. Kirou TexHiuaui O0JIOK KJIIOY1B
Ta 3HAYECHHS OJAI0ThCS
LleHTpaJIbHUM BY3JIOM.
sidBi Knrou Ta 3HaYeHHsI Inenrudikarop cecii.
Joparotees LleHTpansHuM
BY3JIOM.
type physical 3uauenHs ineHTudikamii ocoou. Ha
JTAaHWH Yac MPUMae TUTbKU OHE
3nauenust — physical
fields | Macus 3 naHumMu o 0cooi = |=s |=» |= & |&o |& |8& |&u |= |& |& |&
lastName™* [pizBume = . = . . . . . . . . . .
firstName* IMm’sa . . . . . . . . . . . . .
middleName* V pasi BimcyTHOCTI 110 ITo GaTpKOBI = |=s |=» |= & |& |& |8s |& |u |& |& |&
0aTbKOBI Y IOKYMEHTax
KOpHCTyBaya, HEOOXiTHO
nepeaaBaTi 3HAuYCHHS
«n/an*FE,
MoO>KIHBI 3HAYCHHS:
'mo 6aTpkoBi' abo 'n/a’.
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EnexTponHa ankera

CranpapTusoBaHi HadopH JaHHUX
(mapametp dataset)

3HavyeHns **

Karou Omnuc 11112 (13|21 |22 |23 |31 |32 |41|42 51|61 |71
(¢popMat Ta BUMOrH)
phone* 3BOXXXXXXXXX —ae X Homep (n) koHTaKTHOTO TenedoHy . = | . . . .
MOX€ MPUIMATH TiJIbKH
1dpoBe 3HAUCHHSI.
inn* 3anmoBHIOETHCS BIAMOBIIHO 10 | Peectpariiinuii Homep 00iKOBOT . . . . . . . . .
BUMOT 3aKOHOJIABCTBA KapTKH [JIaTHUKA TT0/IaTKIB, HOMEP
VYkpainu. (Ta 3a HasIBHOCTI - cepito) macmopra
SIKIo y KopucTyBada TrpOMajsTHIHA YKpPaiHH, B IKOMY
Hepe3uCHTa/pEe3NICHTa MPOCTABIICHO BIAMITKY PO
Ykpaiau BiICyTHiH BiMOBY Bill IPUHHATTS
peecTpamiitauii Homep peecTpaliifHoro Homepa 00JIiKOBOi
00JI1iKOBOT KAPTKH IIIATHUKA KapTKH IUIaTHUKA TTOATKIB, Y1
MOJATKIB, HEOOX1THO HOMEp IAcropTa i3 3aIuCcoM PO
nepeaBaTé 3HaYeHHs 'N/a’. BIZIMOBY BiJI IIPUHHSTTS
MoXJIHBI 3HAUSHHSI: peecTpauiiiHoro Homepa 00JiKOBOT
KXXXXXXXXX'—kox, e KapTKH [UTATHUKA [TOJIATKIB B
X MO€ MpUMMaTH JIMIIE €JIeKTPOHHOMY O€3KOHTaKTHOMY
UQpPOBe 3HAYCHHS; HOCIT (17151 Hepe3UIeHTIB
'NNXXXXXX" - macnopr, 3aITOBHIOETHCS 32 HASBHOCTI).
ne NN — cepist, XXXXXX —
dpoBe 3HAUCHHS HOMEPY
nacrhopra;
XXXXXXXXX' -
HoMmep id kapTku, e X MOXKe
MpuiiMaTy Juiie udpose
3HAYCHHS,
abo 'n/a’.
clid VYuikanbHu# igeHTH}IKaTOp 000U .
(xmienTa) B 0aHKy. Y BHIAAKY
SIKIIO OaHK HE Ma€ TaKOTO
ineHTudikaTopa, MOXKIMBO BKa3aTH
3HAUCHHS KJII0Ya inn abo cepito i
HOMeEp IacropTa.
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EnexTponHa ankera

CranpapTusoBaHi HadopH JaHHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(¢popMat Ta BUMOrH)

Onuc

11

12

13

21

22

23

31

32

4

42

51

61

71

clldText

“Indopmaris HamaHa 3
BUKOpHUCTaHHAM CHcTeMHI
BankID HBY dd.mm.yyyy
hh.mm”

CraTHyHHIA TEKCT 3 iH(pOpMAIIi€l0
Npo HaJaHi 1aHi AGOHEHTOM-
ineHTH(hIKaTOPOM 100 0CO0H,
JiaTa i yac HaJIaHHs

birthDay*

dd.mm.yyyy

Jlata HapoKeHHs

birthPlace*

SIKII0 JOKYMEHT 0co0u He
nepenbadae HaIBHOCTI
BiOMocTeit Impo micte
HapOJKEHHs1, HEOOX1THO
nepenaBaTy 3HaUeHHs N/a’.
Mo>IMBi 3HAYEHHS:

'miciie HapopkeHHst' abo 'n/a’.

Micrie HapoIXKeHHS (32 HAasBHOCTI)

nationality

MosxnuBi 3Hagenns: "UA'/
'UKR' (titepHuit ko kpainu
3a ctagapToM ISO_3166-1
(alfa-2/alfa-3) abo
'Vkpaina'/'Ukraine'.

I'pomansucTBO

sex*

Mo>kIuBi 3HAYEHHS:
JaTUHCHKA JliTepa M —
yojoBiua abo F — xxiHoua

Cratnp

email*

Skmo y xopuctyBada
BIZICYTHS afjpeca eIeKTPOHHOI
MOIITH, HEOOX1THO
nepeiaBaTé 3HaYeHHs 'N/a’.
MOKJIUBI 3HAYCHHS:

'azpeca eJIeKTPOHHOT TOIITH'
abo 'n/a’.

Ajpeca eIeKTpOHHOI HOIITH (3a
HasSBHOCTI)

socStatus

Hampukman: “ctyneHt”,
“neHcionep”’, “TUMYacoBO
6e3pobiTHMI”,
“Impauouui”,

“HeperyJsipHa 3alHSTICTD .

CormiansHuM CTaTyC
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EnexTponHa ankera

CranpapTusoBaHi HadopH JaHHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(¢popMat Ta BUMOrH)

Onuc

11

12

13

21

22

23

31

32

4

42

51

61

71

workPlace

Micue po6oTu.

(3amOBHIOETHCS VIS COLIIaTIBHOTO
CTaTyCy «Iparodui» ado
«HeperyJisipHa 3aiHATICTHY)

position

ITocanma

(3aImOBHIOETHCS IS COLIATLHOTO
CTaTyCy «IPAIIOI0YHiD) ado
«HEpeTyJIIpHA 3aHATICTHY)

flagPEPs

MO3KIIHMBI 3HAYEHHS:
1 - Tak, 0 — Hi.

OsHaka, Yi BU3Ha4YeHa 0coba
MOBIpEHOI0 AOOHEHTOM-
ineHTH(}IKaTOPOM TaKOIO0, 110
HaJIeKHUTh 110 Kateropii PEPs
(y6utiuHO 3HAYYII 0COOH, YUICHU
cim’i, moB’si3aHi)

flagPersonTerror

Mo>KIJIUBI 3HAYEHHS:
1 - Tak, 0 — Hi.

O3Haka, yu BU3HA4YeHa 0co0a
MOBIpEHOI0 AOOHEHTOM-
IICHTU(IKATOPOM TaKOIO, IO
BKITIOUEHA JIO TEPETIiKy 0cio,
OB’ A3aHUX 31 3MIMCHEHHIM
TEPOPUCTHYHOI JiSITHHOCTI 200
OO SIKUX 3aCTOCOBAHO
MIXKHAPOIHI CaHKIT

flagRestriction

Mo>knBI 3HAYEHHS:
1 —Tak, 0 — Hi.

O3Haka, yu BU3HAUYeHa 0coda
MOBipeHOI0 AGOHEHTOM-
iIeHTU(IKaTOPOM TaKOI0, 10
BKJTIOUEHA JI0 TIepeTiKy 0oci0, 1mo/10
SIKAX 3aCTOCOBAHI MEPCOHAIBHI,
cremniajgbHl EKOHOMIYHI Ta 1HIII
00MeXXyBaIIbHI 3aX01U (CaHKIIIT),
cankiii PHEOY

flagTopLevelRisk

MO3K/IHBI 3HAYEHHS:
1 - rtak, 0 — Hi.

O3Haka, 4 IPUCBOEHO 0c001
MOBipeHOI0 AOOHEHTOM-
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EnexTponHa ankera

CranpapTusoBaHi HadopH JaHHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(¢popMat Ta BUMOrH)

Onuc

11

12

13

21

22

23

31

32

4

42

51

61

71

ineHTH(}IKaTOpOM (HETIPUHHSITHO)
BUCOKUIT piBeHb pu3uky [IBK/OT

uaResident

MOKITHBI 3HAYECHHS:
1 - rtak, 0 — Hi.

O3Haka, Yi BU3HA4YeHa ocoba
MOBipeHOI0 AOOHEHTOM-
IICHTU(DIKATOPOM TAKOIO, IO €
pe3uIeHTOM YKpaiHu

phoneNumberChange

dd.mm.yyyy

JlaTa BCTaHOBJICHHS a00 JaTa 3MiHH
(hinancoBoro HOMepY TeneoHy B
cucreMax AGOHEHTa-
iTeHTUdiKaTOpa

identificationDate

dd.mm.yyyy

Jlata npoxokeHHs ineHTrdikamii
0c00010 a00 J1aTa OCTAHHLOI'O
yTouHeHHs iHpopMmariii npo Hel

addresses MacuB THIIB ajpec Ta aJpecHUX JaHUX 0CO0U . . = | = |
type* MoO>XIUBI 3HAYCHHS: Tun axpecu NPOXXUBaHHS: . . = | |
factual, factual — ¢paxTuuna agpeca
juridical. MpOXKUBaHHsI (Micie nepeOyBaHHS);
juridical — agpeca peecrparii
(Miciie NpoXKMBaHHS).
fields MacuB aapecHUX JaHUX 0CO0H . . = |= |=

country*

MosxnuBi 3Hauenns: 'UA'/
'UKR' (mitepHuit kon kpaiHu
3a craggapTom [SO 3166-1
(alfa-2/alfa-3) abo
'Vkpaina'/'UKraine'.

Kpaina nposxuBanHsi/peectparii

index

XXXXX'— ne X moxe
NpUAMATH TUTEKH H(pOBE
3HAYCHHS

IMowmroBuii IHIEKC

state*

Skmmio agpeca KoprcTyBaya He
nependadae HasIBHOCTI

O0iacth
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EnexTponHa ankera

CranpapTusoBaHi HadopH JaHHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(¢popMat Ta BUMOrH)

Onuc

11

12

13

21

22

23

31

32

4

42

51

61

71

00JacTi, HeoOXiaHO
nepenaBaTy 3HaUeHHs N/a'.
MOKIHBI 3HAYEHHS:
'masBa obnacTi' abo 'n/a’.

area*

Skmio agpeca KOpHCTyBaya He
nepeadavae HassBHOCTI
paifoHy, He0OXiTHO
nepenaBaTy 3Ha4YeHHs N/a’.
MoOXJITHBI 3HAYCHHS:

'Ha3Ba paiiony' abo 'n/a’.

Paiion

city*

Ha3pa nacemenoro ITYHKTY

street*

SIKIo ajpeca KOPUCTyBava He
nependavae HasIBHOCTI THILY
BYJUIN (HAIPUKIAM: BYJIHIS,
y3Bi3, IPOCTIEKT i T/) Ta ii
Ha3BH, HEOOXiTHO TIepeIaBaTH
3HayeHHs 'n/a’. MoxiauBi
3HAYCHHS: 'TUII BYJIHII Ta ii
Has3Ba' abo 'n/a’.

Tun Bynuii (HanpuKIaa: BYJIHILS,
y3Bi3, MPOCIIEKT i T11) Ta ii Ha3Ba

houseNo*

Skio axpeca KOpUCTYBava He
nepenbadae HaIBHOCTI
HOMeEpY OyIUHKY, HEOOX1THO
nepeiaBaTé 3HaYeHHs 'N/a’.
Mo>kITUBI 3HAYEHHS:

'HoMep OyauHKY' a6o 'n/a’.

Howmep OymuHKy (i 32 HAsTBHOCTI
miTepa OyIUHKY Ta/abo HOMEp
KOpITyCy/00Ky/CeKITiT)

flatNo*

Skio aapeca kopuctyBaua He
nependadae HasIBHOCTI
HOMEpY KBapTHPH, HEOOXiTHO
nepenaBaTy 3HaYeHHs N/a’.
MoskHBi 3HAYCHHS:

'Homep KBapTupH' abo 'n/a’.

Howmep xBapTupu (i 3a HassBHOCTI
JiTepa KBapTHPH)

documents

MacuB THIIB J0KYMEHTIB Ta PeKBI3NTH JOKYMEHTIB, 110 IOCBiI4YYIOTh 0CO0Y
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EnexTponHa ankera

CranpapTusoBaHi HadopH JaHHUX
(mapametp dataset)

3HavyeHns **

Karou Onnuc 11112 (13|21 22|23 31|32 |41|42 51|61 |71
(¢popMat Ta BUMOrH)
type* MoXJIiBi 3HaUCHHS: Tun 1oKyMeHTy: . . . . = | .
passport, passport — macriopT rpoMaJsiHuHa
idpassport, Vkpainu;
zpassport, idpassport — id-kaptka;
ident. Zpassport — macnopt I BUI3y 3a
KOPJIOH;
ident — iHIwMi OKyMEHT, 10
MOCBiqIy€e 0co0y Ta BiAMIOBITHO O
3aKOHOJIaBCTBA Y KPaiHU MOXKE
OyTH BUKOPHUCTaHHUI Ha TEPUTOPIT
VYkpaiau nns ykiaaaeHHs
MPaBOYMHIB.
fields | MacuB peKBi3uTiB TOKYMEHTIB, 1110 MOCBiTYYIOTH 0CO0Y . . . . = = |
typeName HasBa nokymenry . . . . = = |
series* SIkmo ToKyMeHT ocoOu He Cepist ToKyMeHTa (U THITY . . . . . . .
nependavae HasIBHOCTI cepii idpassport — He 3aMOBHIOETHCS, TS
JIOKYMEHTY, HEOOX1IHO 0ci0 - Hepe3HuIeHTIB 3aIOBHIOETHCS
nepeaBaTé 3HaYeHHs 'N/a’. 3a HasBHOCTI cepii B ix
MoXJIHBI 3HAUESHHSI: JIOKyMEHTaX)
'cepist’ abo 'n/a’.
number* Homep nokymenra . . . . = | = .
issue* SIKMM OpraHoM BHJIaHO JIOKyMEHT . . = = |
datelssue* dd.mm.yyyy Jlata Bujadi JOKyMEHTY . . = |= |

dateExpiration*

SIK110 TOKyMEHT ocobu He
nepeadavae HaIBHOCTI JaTH
3aKiHUEHHS CTPOKY Jii,
HEoOXi1JTHO mepeaaBaTH
3HaueHHs Nfa’.

Mo>nHBi 3HaYEHHS:

'dd.mm.yyyy' a6o 'n/a’

[ara 3akiHueHHs CTpOKy il (Juis
THITy passport - He 3aIIOBHIOETHCS)
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CranpapTusoBaHi HadopH JaHHUX

Eaexrponna ankera (mapamerp dataset)

%%
Koy 3navenns Onuc 1112 |13 |21 |22 23|31 (32|41 42|51 (61|71
(¢popMat Ta BUMOrH)

recordEDDR 3anoBHIOETHCS BIATIOBITHO 10 | YHIKaJIbHUI HOMEp 3aIucy B . . = |- .
BUMOT 3aKOHOJIABCTBA €1MHOMY JepKaBHOMY
Ykpainu: JneMorpagidHOMy peectpi (st
KXXXXXXX-XXXXX"' — THUITy passport He 3all0OBHIOETHCS,
Koa, ne X MOXe MpuiMaTH JUIs THIIB zpassport Ta ident -
auie nudpose 3HAYCHHS. 3aIIOBHIOETHCS 38 HaBHOCTI
iHdQopMmaIii y JOKyMEHTax 0cOOH)
issueCountrylso2 Mooxnugi 3nauenns: 'UA'/ Kpaina Bumadi mokymeHTa . . = | .
'UKR' (sritepHuii Ko KpaiHu
3a ctargaptoM ISO_3166-1
(alfa-2/alfa-3) abo
'Vkpaina'/'UKraine'.

* — 000B’A3KO0BI KJItOU1 JIJIs1 3a1I0BHEHHA AOOHEHTOM-11€HTHU(PIKATOPOM.
** — BCl1 3HAUCHHS KJIIOYiB MalOTh CUMBOJIbHUH THII.
**

* —y Cuctemi BankID HBY ckopoueHHs 'n/a' BAKOPUCTOBYEThCS B 3HAUCHHI HE 3aCTOCOBYEThCA (aHTJI. not applicable).




2.3.4. Bumoru mo/10 nepeaadi AooHeHToM-iieHTUIKATOPOM
NMEePCOHAJbHUX JAHUX KOPUCTYBaya, K KiIieHTa banky

Jani xienTa, nepenani yepe3 LlenTpansHuil By30:1 y BiAnoBifal Big AGOHEHTa-
imeHTrdIKaTOpa BBAKAIOTHCS TAKHMH, 10 BiJIMTOBIIAaI0Th BUMOTaM i€l crienudikarii
y BUTIQJKy BUKOHAHHS HACTYITHUX BUMOT.

AGoneHT-11eHTU]iKaTOp 3000B’A3aHUI TIepenaTy AaHl KIIIE€HTA 3a KIII0YaMH,
1o no3HadeHi B Enekrponniit ankeTi (1. 2.3.3.), sk 000B’SI3KOBI JI0 3alIOBHCHHS Ta
MICTSTBCS B €JICKTPOHHOMY 3aIUTi Ha iAeHTU(DIKaIit0 AOOHEHTa-HalaBaya MOCyT.

k1o faHi Kiii€HTa 32 000B’I3KOBUMH KJTFOYaM BiJICYTHI B HOTO JIOKYMEHTaX,
TO AOOHEHT-1IeHTHU(IKATOp 3000B’sA3aHUN TepedaTH 3HAYEHHS «n/a» y CBOIU
BIIMOBII (3aCTOCOBYETHCS J0 KIIOUIB B 3HAYCHHSAX SKUX JO3BOJICHO TEepeaaBaTh
«n/a»). Y pa3i HCBUKOHAHHS IUX YMOB AOOHCHTOM-iIeHTH(]IKATOPOM, EICKTPOHHE
M1ITBEPPKCHHS €JIEKTPOHHOI TUCTAHIIIMHOI 1IeHTH(DIKaLIIT BBAKAETHCS TAKUM, 110 HE
BIIMOBIJa€ BUMoOraM Iii€i cnerudikaiii 1 Moxke OyTH ockapkeHe AOOHEHTOM-
HaJaBaueM [OCIAYr Ta BHU3HAHE TakUM, W0 He Mmiisrae Ttapudikamii 3a
MI>)Ka0OHEHTCHbKUMU Tapu(paMu.

AOoHeHTY-11eHTU(IKaTOpy 3a00POHSIEThCS TepeaaBaTH JaHl THUX KIIIEHTIB,
o0 sKkux y AGoHeHTa-11eHTudikaTopa € miacTaBu Jjisl 3A1MCHEHHS 3aXO0/l1B 11010
akTyami3auii ix pgaHuxX. AOOHEHT-11eHTU(]iKaTop 3000B’S3aHMI 3A1MCHIOBATH
MpoIEAYPY aKTyasi3allli JaHUX MPOo KIIEHTIB y TOPSIKY Ta CTPOKH, sIKI BCTAHOBJICH1
3aKOHOJIJABCTBOM 3 IMHTaHb (DIHAHCOBOTO MOHITOPUHTY. Y pasi HeoOX1THOCTI
3MIMCHEHHS aKTyami3amii naHux, AOOHEHT-iAeHTH(IKaTop Mae NpoiHGopMyBaTH
KOpPHCTyBaua IIOAO TaKOi HEOOXITHOCTI BIAMOBIAHUM ITOBIJIOMJICHHSM IIiJT Yac
3MIICHEHHS MporeAypHu OararodakTopHoi aBTeHTUDIKAIli. Y pa3i HEBUKOHAHHS IT1€1
yMOBU AOOHEHTOM-17IeHTU(HIKATOPOM, EJIEKTPOHHE MMIATBEPHKEHHS EJIEKTPOHHOT
JTUCTaHIINHOT 1iAeHTHU(dIKAINT BBAXKAETHCSA TAaKHM, 110 HE BIJIMOBIJIAE BUMOTAM ITi€l
cnenudikamnii 1 Moxke OyTH ockap:keHe AOOHEHTOM-Ha/laBauyeM IOCIYyT Ta BU3HAHE
TaKUM, 110 He Mmiasrae Taprudikanii 3a M>KaOOHEHTCHbKUMU TapuQamu.

JlaH1 KJli€eHTa 3a KJII0YaMH, SIK1 He Mo3HaveHi B 1 crenudikaiiii ssk 000B’sI3KOB1
JI0  3alOBHEHHS, HE MIATal0Th O00OB’SI3KOBIM  mepenadi  AOOHEHTOM-
11€HTU(IKATOPOM Ta HE € IPEAMETOM OCKAPKEHHS.

Axkmo y ckiaag  obpaHoro AOOHEHTOM-HajJaBayeM TOCIyr HOMeEpi
cTaHAapTu3oBaHoro Habopy € im0y "documents", AOOHEHT-1AeHTH(IKATOP
3000B’s13aHUI TIEPEIaTH JaHl 10 KITIEHTY JIUIIE 3a aKTyaIbHUM(H) TOKYMEHTOM(aMHu )
Ta HE MEHIIE HDK 3a OJHUM 13 JIOKYMEHTIB: MACIOPT TPOMAJSHUHA YKpaiHH
("passport™), id-kapTka ("idpassport"), macropT mIst BHi3ay 3a kKopaoH ("zpassport™),
IHITUH JTOKYMEHT, 110 MOCBITYY€ 0CO0y Ta BIAMOBIIHO J0 3aKOHOJABCTBA Y KpaiHU
MOXe OyTH BHKOPUCTAHWM Ha TEpUTOpPii YKpaiHW I YKIAJIeHHS TPaBOYMHIB
("ident"). Indopmariiss Hamana AOGOHEHTOM-1eHTU(IKATOPOM Y BIAMOBIIHOCTI 10
[IUX BUMOT, BBAXKAETHCS TAKOO, 1110 HaJlaHa B TIOBHOMY 00C$31 BIJIMOBIAHO 10 BUMOT
ui€i cneundikanii. AOOHEHTY-11eHTU(IKaTOpy 3a00POHIETHCS MepeaBaTH IaHl TUX
KJIIEHTIB, sIKI OyJaM HUM 1leHTU(]IKOBaHI Ta Bepu(DIKOBaHI Ha MIACTaBl JIUIIE
CBI1JIOIITBA MPO HAPOKEHHS. SKIIO BiAMOBIAL aOOHEHTa-17IeHTHU(iKaTOpa 3a KIIF0YeM
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"documents" MiCTUTh OAHOYACHO JaHI1 32 AKTyaJIbHUM JIOKYMEHTOM Ta HEAKTYaJIbHUM
JIOKyMEHTOM, a00 MICTUTh JIMIIE JaHl CBIJOLTBA IMPO HAPOJKEHHS, TO Take
CJICKTPOHHE MIATBEP/KEHHS €JIeKTPOHHOI JUCTAHIINHOT 11eHTH(IKAIlll BBAYKAETHCS
TaKuM, 110 HE BIJATOBiJa€ BUMoram Iii€i crenudikaiii 1 Moxke OyTH OCKapKeHe
AOOHEHTOM-Ha/laBayeM TOCIIYT Ta BU3HAHE TaKHUM, I110 He Mijyisarae tTapudikariii 3a
M1KaOOHEHTCHKUMH Tapudamu.

AOGoHeHTY-iIleHTU(DIKATOpYy 3a00pOHSETHCSA TIepeaaBaTH JaHI 3a 3alUTOM
AOoHEeHTa-Ha/1aBava MOCIyT Ha OTPUMAaHHS JaHUX KII€HTA 32 JOKYMEHTOM 3 MaCHUBY
THUIIB JOKYMEHTIB Ta PEKBI3HTIB, [0 IOCBIIYYIOTH 0cO0Y (Ko "documents") sIKIo
Ha JICHb HAJXOJDKEHHS TAaKOTO 3aMUTy y IHOTO JOKYMEHTA 3aKiHYMBCS TEPMIH ii,
ToOTO mara (TepMmiH 1ii), sika Oyae 3a3HaueHa AOOHEHTOM-1IEHTHU(IKATOPOM Yy
3HaueHHI Kkimtoda "dateExpiration" He Moxe OyTH MeHIIO0 (ORI paHHBOIO), HIXK Ta,
B Ky HAAINIIOB EJIEeKTPOHHUN 3amuT Bl AOOHEHTa-HajaBaya MOCHyr (He
3aCTOCOBYETHCS JI0 THUNY JIoKyMeHTa '"passport"). HeBukoHaHHs 11l€i yMOBH
AOGOHEHTOM-1JIEHTU(PIKATOPOM € TIOPYIICHHSIM BUMOT 11i€i crienudikartii.

AOGoHeHTY-1/IeHTU(DIKATOpY 3a00pOHSETHCSA TEpelaBaTH JlaHI 3a 3alUTOM
AOoHeHTa-Ha/1aBava IOCIyT Ha OTPUMaHHS JTaHUX KJI1€HTAa-MaIoJITHBOI 0COOH (JTITH,
K1 HE JoCATIIH 14 poKiB).

V pasi 3anuty AOOHEHTa-HajaBaya MoCIyT Ha OTPUMAaHHS JAHUX KIIIE€HTA!

- 32 JIOKYMEHTOM MacmopT rpomajsHuHa Ykpainu ("passport") Ko
"dateExpiration" 3anoBHIO€TECS AOOHEHTOM-1IEHTU(DIKATOPOM 3HAUYECHHSM «N/ay;

- Yy BUINAJKY KOJM Yy JOKYMEHTaxX KII€HTa BIICYTHS cepisi JAOKYMEHTa, TO
3HAYEHHSA KJto4a "series" 3anOBHIOEThCS AOOHEHTOM-1IEHTU(]PIKATOPOM «n/ax.

SAxkmo y ckimam  obpaHoro AOOHEHTOM-HaJaBayeM TMOCIyr  HOMeEpi
CTaHAapTU30BaHOro Habopy € kirod "addresses" (sxkuil MICTUTBH 1H(MOPMALIO PO
dakTuuHy aapecy (Miciie mepedyBaHHs) Ta aapecy peecTpariil (Micie IpoKUBaHHS)),
00OB’SI3KOBUM JIO0 Tepenadl € aBa TunU aapec. Skmo y BianmoBigi AOoHeHTa-
imeHTudikaTopa HagaHo 1HGOPMAIIO JUINE 3a OJHUM THUIIOM aJpecH, TO Taka
1H(DOopMaIlis € HaJJaHOIO HE B IOBHOMY 00Cs131 Ta MOXKe OyTH ockapkeHa AOGOHEHTOM-
HaJaBadyeM IIOCIYI Ta BH3HAHA TaKO, IO He IMmarae Ttapudikamii 3a
MDKaOOHEHTCHKUMU TapudaMu.

3nauenHs kimouiB “‘workPlace” Ta “position” 3amOBHIOIOTHCS aOOHEHTOM-
1ICHTU(IKATOPOM BHKIIFOYHO HA 3amHUT OaHKiB, 3apeecTpoBanux y Cuctemi BankID
HBYVY y craryci AGOHEHTIB-HaiaBaviB NOCIYT Ta MOXYTh OyTH BUKOPUCTaH1 TAKUMHU
AOoHeHTaMu-HaJaBaYaMH MOCTYT BUKIIIOYHO JIJIsl HafaHHs (IHAHCOBUX MOCTYT 0€3
npaBa nepeiaBaHHs X TPETIM 0co0aM.

AOoHEHT 3000B'si3aHMil 30epiraTv €JIEKTPOHHI 3alUTH HAa EJIEKTPOHHY
JUCTAaHUIAHY 1AEHTU(IKAIII0O KOpUCTyBada Ta €JIEKTPOHHI MiJTBEPIHKCHHS
CJIEKTPOHHO1 JUCTAHINNHOI 1MeHTu(iIKaIii KopucTyBadya (HOMep Ha0Opy MaHUX Ta
3HAYCHHA BCiX KIMtouiB EnexTponHoi anketH 1m. 2.3.1.) B €JI€KTPOHHOMY BUTJISA/II HE
MeHmie 5 (IM’ATH) POKIB MICIAS TPUMUHEHHS JUIOBUX BIJIHOCHMH 3 KIIEHTOM a0o
3aBepIIICHHS Pa30BOi (pIHAHCOBOI omepallii 6e3 BCTAHOBIICHHS JIJIOBUX BIJHOCHH 3
KIIIEHTOM, 010 IKOTO AGOHEHTOM OyJI0 HaAiCIaHO/OTPUMAHO €IEKTPOHHUHN 3amuT
Ha EJIEKTPOHHY AWCTAHIlINHY ineHTudikamiro abo HajgaHe/OTpUMaHE EIEeKTPOHHE
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MIJTBEP/KCHHS €JIeKTPOHHOI JUCTAHIIAHOI 1aeHTUudIKalii, IS MOMIMBOCTI
BUPILIEHHS CIOPIB MK AOOHEHTaMH 3 MUTaHb HEBIAMNOBIAHOCTI YCIHIIITHUX
€JICKTPOHHUX MIATBEPIKEHb €JIEKTPOHHOT AUCTAHIIINHOT 17IeHTH(IKAIlIT BUMOTaM Ii€i
cnenuikarii.

2.3.5. BignoBiab 3 JaHUMHN KOpUCTYyBaya

AOGoHeHT-1ieHTu(iKaTOp 3000B’sA3aHUN TEPEBIPUTH YW BIANOBIAAE KOJ
€IPIIOY, nHaganmii y cepTudikari 3amuTyBadya TOMY, L0 3a3HAUYCHUH Yy KIIIOYI
memberld (nepmri 8-tudp). Y BUmaaKy HEBiAMOBIAHOCTI BiflaBaTH MOMUJIKY Ha
3aITAT 3 OMKMCOM NMPUYHHHK (3HA4YeHHS oMuiIky “invalid_edrpou” — netanbpHime y
MPUKIIATaX MOXKITUBUAX TIOMUJIOK).

[lepconanbhi maHi AGOHEHT-ineHTH(hIKaTOp POpMy€e B CTaHAAPTI KOIYBaHHS
UTF-8 y ¢popmarti JSON-006’€KkTy, HAIPUKIA:

{

"type": "physical”,

"inn": "112233445566",

"sex": "M",

"email": "geraschenko@gmail.com”,

"birthDay": "20.01.1953",

“firstName": "IIETPO",

"lastName": "TEPAILIEHKO",

"middleName": "IBAHOBHWY",

"phone™: "380961234511",

"clld": "6299E05EC5D568733C14CCEF9C975DD3",

"clldText": "Indopmarist Hamana 3 Bukopuctanasam Cucremu BankID HBY
25.12.2017 19:40",

n.n

"socStatus": "mencionep",
“flagPEPs": "0",
"“flagPersonTerror™: "1",
"flagRestriction™: "0",
"flagTopLevelRisk": "1",
"uaResident™: "1",
"addresses": [{
"type": "factual”,
“country™: "UA",
"state": "BOJIMHCBKA",
"city": "Kisepri",
"street": "HezanexHocTti",
"houseNo": "62",
“flatNo": "12"
H,

"documents™:[{
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"type": "passport”,

"typeName": "macnopt",

"series”: "AA",

"number"; "222333",

"issue": "Kisepuiscbkum PO YMB/I",
"datelssue™: "15.03.1999",
"dateExpiration™: "25.09.2005"

3]

Bxazaamit  Json-00’€kT miANUCYEThCS  KBali(piKOBAHOIO  €JIEKTPOHHOIO
neyaTkoro AOOHEeHTa-1AeHTU(IKaTopa 1 MU(PYETHCS 3a AITOPUTMOM BU3HAYEHUM Y
JACTY TOCT 28147-2009. IlludpyBanHs MiANHUCAHUX TMEPCOHAIBHUX JTAHUX
BiJIOYBA€ETHCS 3TAHO 3 BUMOTramu J10 (opMaTiB KpUNTOTpadiuHUX TMOBIIOMIICHB,
BU3HAYCHUX HakazoM AMiHicTparii JlepkaBHOT Ciy»OH CHeIiaabHOrO 3B’ S3Ky Ta
3axucty 1HQopmamii VYkpainum Bix 27.10.2020 Ne 687 (mami — Bumorm)
https://zakon.rada.gov.ua/laws/show/z1272-20#n8.  V3romkeHHs  KIO4YiB 34
3aMOBUYYBAHHSM 3J1HCHIOETCS 3 BUKOPHCTAHHSM CTaTMYHOTO MeXaHi3My. SIKIIo
napaMeTpu KpuntorpadiuHoro ajJropuTMy CTaTUYHOI KJIFOYOBOI Mapy BiANpPaBHUKA
HE €KBIBAJICHTHI NapamMeTpaM KpUITOrpadiyHOTO aJrOPUTMYy CTaTUYHOI KIIFOUOBOI
napu oJiep>KyBaua, TOBUHEH 3/I1MCHIOBATUCS MEPEXI]T 0 3aCTOCYBAaHHS TUHAMIYHOTO
MEXaHI3My Y3TOJKEHHsI KIIOUIB. 3acO0M KpUNTOTpadiuHOTO 3aXHCTy 1H(pOpMarii
BIJIIPAaBHUKA Ta OAEp>KyBaya MOBMHHI MIATPUMYBATU KPUOTOrpadiyHil aaropuTMH,
BU3HaueHI Bumoramu.

[linnucanuii Ta 3amm@poBaHuii 00’€KT (GopMyeTbes y BUTISAAI UU(PPOBOTO
KOHBepTa 3riH0 3 BuMoramu 1 mepemaerbes y BiAMOBIAL JSON-00’€KTa B 3HAYCHHI1
kitoua ""customerCrypto”.

[Tpuknam BiMOBIII:

HTTP/1.1 200 OK
Content-Type: application/json
{

"state": "ok",

"cert™:
"MIIGUDCCBfigAWIBAgIUW2PYg3XZIBgEAAAALJOAALKVAAAWDQYL
KoYKAQEBAQEDAQEwgcMxFJAUBgNVBAOM (part of the base64 example)",

"customerCrypto":
"MIldhwYJKoZlhveNAQcDolldeDCCHXQCAQIxggHtoYIB6QIBA6BOoUww
DwYLKoYKAgEBAQEDAQEFAAMSAAQ2rSxwhb/DU/XDVLIFRCrT5QwWOKUR
JXRILPgnVBktnOUTXnadYQRUNV1IXT2BRRFY (part of the base64 example)"

}



https://zakon.rada.gov.ua/laws/show/z1272-20#n8
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Kurou Omnuc
cert KamidikoBanuit  ceptudikar mmdpyBaHHs AOoHeHTa-
imeHTrdiKaTopa (IPOTOKOJ PO3MOILTY).
[Tepenaernes y hopmati DER 3akomoBanoro B BASE64.
customerCrypto | Hudposuit koHBEPT, IO MICTUTH 3aIU(PPOBaHI MEPCOHATBHI

JaHl KOpHCTyBaya, Ha $KI HAKIaJCHO KBali(iKoBaHY
€JEKTPOHHY Ne4YaTKy baHky.

[Tepenaerses y popmarti DER 3akomoBanoro BASE64.

OtpumaHa BiANOBiAb BiJl aDOHEHTCHKOrO By3lla AOOHEHTa-iIeHTU(diKaTopa
JIOTIOBHIOEThCSL L[eHTpanbHuM By3j0M Kirouamu/3HadeHHsMu memberld, sidBi i
HiepeHanpaBisieThCsl aDOHEHTCHKOMY BY3Jy AOOHEHTa-Ha aBava MmociyT.

MoKJIUBI TOMUJIKH

Y pa3i BUHUKHEHHS TIOMUJIOK OOpOOJCHHS 3alHUTy pPEKOMEHAYETHCS
opieHTyBatucsa Ha cnucok kojiB crany HTTP. Skmo cran 3anuty nopisaioe 200, To
HEOOX1THO TEePEeBIPATH TLIO 3aMuTy (JOTIYHA MOMUIIKA), B 1HIIIOMY BHITAIKy — 1€
TEXHIYHA TOMHJIKA. [TapaMeTpu 31 3HAYCHHSIMH ITOMIIIKH IepeaaroThes B TuTi (body)
3amuTy y JSon-opmari.

[Ipukinas mOMUAIIKY:

{

"error": "invalid_must_key",
"error_description": "Ha >aJib, y Hac HeMa€ BCiX HEOOX1IHUX JTaHHUX I[bOTO
KIieHTa. BigcyTHsa pakTudHa agpeca npokuBaHHS.",

"code": "CL0O03"

}

Kiarou

error

Onuc

[Tommtkw, 110 BHU3HAYAIOTHCS AGoHeHTamMu-
ineHTudikaTopamu:

invalid_request —y 3amuTi Ha OTPUMaHHS MEPCOHATBLHUX
JaHUX HeMae 000B’SI3KOBHUX 3HAYEHb OJTHOTO a00 JEKIITbKOX
napameTpiB a00 HEKOPEKTHO 3a3HAYCHI KITIOUl,

invalid_token — HekopekTHHIT Ko JocTymy (access token)
a00 TepMiH Jii KOy IOCTYIy 3aBEpPIIUBCS;

invalid_cert — npo6yiemu i Jac 00pOOJICHHS
KBaJTi(hikoBaHOTO cepTUdIKaTy, 30KpeMa HEKOpEeKTHUH abo
HelicHUM cepTtudikar, 1mo OyB HajgaHUN aOOHEHTCHKUM

By3JI0M AOOHEHTa-HajaBaya nociyr;
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invalid_must_key —y AoGoneHTa-inenTu(ikaropa BiACYTHs
iH(opMallis mpo KopucTyBaya 3a 000B’SI3KOBUM(M) KIIFOUEM
(kTr0uaMm);

invalid_acsk — BunuKIa MOMMIIKa MPH B3aeMoJIii AOOHEHTa-
ineHTu(dikaTopa 3 CEpBEPOM aAKPEIUTOBAHOTO IICHTPY
cepTudikalii KJIroviB,

invalid_server — inma momuiika mpu 00poOIIi GaHKOM 3amHTy
Ha J1aHi;

invalid_edrpou —xox  €JIPTIOY  orpuMyBaua  JaHHX
(orpumano 13 ceptudikaTy 3amUTy Ha JaHi) HE BIAMOBIAAE
VHIKQJIbHOMY  1IeHTH(IKATOpy  aOOHEHTCHKOTO  By3Ja
AOoOHeHTa-HaiaBava Mmociayr (3HaueHHs kiroua memberld).

[Tomunkw, mo BU3Ha4YarOThCs LleHTpanbHUM BY3JI0M:
invalid_request — HeKOpEeKTHHMIA 3alUT Ha JIaHi;

invalid_token — BiicyTHiii a00 HEBIpHO 3a3HAYCHHH KOJI
noctymy (access_token) abo TtepMmiH mii KOmy JOCTYITY
3aBEPILUBCS;

repeat_request —By3nom  AOOHEHTa-HajaBaya  MOCIYT
3/11IICHEHO NOBTOPHUM 3allUT HA OTPUMAHHS MEPCOHAIBHHUX
JaHUX;

request_timeout — repmin BIITOBI1 AOoHeHTa-
imeHTrdIKaTOpa Ha 3aMUT JaHUX 3aBEPIIUBCS;
invalid_response —y BignoBiai AOoHeHTa-i1eHTH(IKaTopa
Ha 3alUT TMEePCOHAIBHUX JaHUX HEKOPEKTHO 3a3HauYCHUU
napameTp (KJIrod error ado error_description) momuiku ado
HeMmae Tina (body) ado Tiso BianmoBial He y JSON-hopmarti,
invalid_server —momunka mnpu  00poOIi  HEHTPATBHUM
BY3JIOM 3aIIUTy Ha JIaHI.

error_description

TekcToBHI ONTUC TOMMJIKH AEPHKABHOIO MOBOIO.

Hanpuxnan:

«Ha xanp, y Hac Hemae BCIX HEOOXITHUX IaHUX I[bOTO
KIIIEHTA: **mepermik™®*y,

«BiacyTHi 000B’I3KOBUI KITHOU/KITIOU1: **mepenik™*y;
«Ceprudikar HeTIHCHUIY;

«CepTudikar He HaIEKUTh AOOHEHTY»;

«Binnosias Bix OCSP cepBepa He OTpUMaHO. **Ha3Ba IEHTPY
cepTudikaii**y;
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«Bunukna nomwika npu B3aeMozii 6anky 3 OCSP cepepom
aKpeIMTOBAHOTO ILIEHTPY cepTudikalii KiIo4iB. **Ha3zBa
HEHTPY cepTUdIKALIT™* *);

«Bunukia mommika mpu B3aemojii 6anky 3 TSP cepBepom
aKpeIMTOBAHOTO ILIEHTPY cepTudikalii KiIo4iB. **Ha3Ba
HEHTPY cepTUdIKAIIi™**,

«Ilomunka mpu mepeipmi komy €JIPIIOY 3anmtyBaua.
[Tomunka: xoxg €JIPIIOY 3amuryBaua HE BIAMOBITAE KOMY
a0OHEHTCHKOTO By3j7a AOOHEHTa-HaaBavya mociIyr.

code [leBHe 3HayeHHs, SKE MOXeE JONOMOITH AOOHEHTY-
imeHTuiKaTOpy /I aHaTi3y NPUIMHUA TOMIJIKH.

2.4. JlonaTkoBa TexHiuHa iHdopmanis

Y tecroBomy cepenonuili Cuctemu BankID HBY https://testid.bank.gov.ua
(Ha mepioj TeCTyBaHHS HEOOXITHO BUKOPUCTOBYBATH CaMe 1€ JOMEHHE iM s, Y TOMY
yucai B 3amuTi 3 KojgoM  aBropmsaiii (authorization_code)) B3aemois
[leaTpaapHOro By3jJa 13 a0OHEHTCHKUMH BYy3JaMH AOOHEHTIB 31MCHIOETHCS
BUKJIIOYHO 3 BHUKOPHUCTAHHSAM YHIKAIbHUX 17AeHTU(]IKATOPIB, HajaHUX AOOHEHTY
amgMiaictpatopoM Cuctemu BankID HBY ns recTtyBanHS.

VY npomuciaoBomy cepenonuiili Cucremu BankID HBY https://id.bank.gov.ua
B3aeMomiss lleHTpanpbHOrO By371a 13 aOOHEHTCHKUMHM By3jiamMu AOOHEHTIB
3IACHIOETHCS BUKIIIOYHO 3 BUKOPHUCTaHHSIM MapameTpiB, siKi BKaszaHl y JloroBopi
NPUENTHAHHS Ta YHIKAJIbHUX 1IEHTU(]IKATOPIB, HAJAHUX aIMiHICTpatopoM CucTeMu

BankID HBY.

[lepenik gocTynmHUX aOOHEHTCHKUX BY3JIIB AOOHEHTIB-1eHTU(IKATOPIB
Cuctemu BankID HBY y Json-dopmarti https://id.bank.gov.ua/api/banks
[Tpuknan 3a omHUM 13 AOOHEHTIB-1IEHTH(IKATOPIB:
{

"id": "examplebank",

"name"; "bank",

"workable": true,

"memberld": "1234567891",

"logoUrI": "assets/images/banks/examplebank.png™,
"order": 15

id Ha3pa aboHeHTChKOTO By3jia AOOHEHTa-iIeHTH]IKAaTOpA.
Moske MICTHTH JIITepH JIaTuHUlll, udpu Ta aedic. 3HaUCHHS
BUKOPHCTOBYETHCS JIUIIIE TOJIi, KOJIM TIepeapecaltis



https://testid.bank.gov.ua/
https://id.bank.gov.ua/
https://id.bank.gov.ua/api/banks
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KOpPHUCTYBaua BiI0yBa€eThCA yepe3 MpsiMe MOCUIIaHHS, a He
yepe3 BeOcTopiHky LlenTpansHoro By3na.

name Koporka  HazBa  aOOHEHTChKOro  By3ia  AOOHEHTa-
inentudikatopa B Cucremi BankID HBY. Ha3pa mosxe micTuTH
JTepy KUPWINL, JTATUHUI, IUPPU Ta CTICHIaTbH 3HAKH.

workable O3Hnaka po0oTH aOOHEHTCHKOTO By3Jia. 3HaueHHs boolean:
true — aOOHEHTCHKUIT BY30JI TIPAIIIOE;
false — poGoTy aOOHEHTCHKOTO By3J1a IPH3YITHHEHO.

memberld VYHikanbHUN 11eHTU(DIKaTOp a0OHEHTCHKOTO By3ia B CucTemi
BankID HBY. Cknanmaetses 3 mudp:

nepuii 8 — kox €JIPITIOY;
OCTaHHI 2 — MOPSAIKOBUN HOMEP aOOHEHTCHKOTO BY3JIa.

logoUrl BigHocHe mnocuiiaHHA Ha JIOTOTUI aOOHEHTCHKOTO BYy3Ja
AOoHeHTa-1IeHTU(IKaTOpa PO3MIIIEHOTO Ha  BEOCTOPIHII
LlenTpanbHOrO By31a.

order [TopsinkoBuii HOMEp abOOHEHTCHKOTO By3la AOOHEHTa-
imeHTudikaTopa Ha BeOcTopiHul LlenTpansHOro By3na.

[Tepenik A6onentiB Cucremu BankID HBY y Json-dbopmari:

- 3aranpHH nepenik — https://id.bank.gov.ua/vl/api/abonents;

- mno 3HaueHHo €J[PIIOY A6onenta, nanpukian, no €JIPIIOY 37508596 —
https://id.bank.gov.ua/v1/api/abonents/?edrpou=37508596;

- 110 3HA4YeHHIO Kiroua “memberld”, nanpuknaz, “memberld” 3750859601 —
https://id.bank.gov.ua/v1/api/abonents/3750859601.

[Tpuknan 3a omHUM 13 AOOHEHTIB:

{

"name": "Ycranoa Ykpainu",
"edrpou": "12345678",
"connectDate": "01.12.2016",
"type": 0,
“categoryCode": "05",
"categoryName": "Jlep>xaBHa ycTaHoBa",
"units": [{
"type": 0,
"name"': "KommiekcHa iHpopmariiitHa cuctema',
"host": " https://kkk.gov.ua",
"memberld": "1234567891"

3]
¥


https://id.bank.gov.ua/v1/api/abonents
https://id.bank.gov.ua/v1/api/abonents/?edrpou=37508596
https://id.bank.gov.ua/v1/api/abonents/3750859601
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Koarou Onuc

name Hasa AbGonenta B Cucremi BankID HBY. Moxe mictutu
JTepy KUPWINL, JTATUHUII, IU(PHU Ta CrieliadbHl 3HAKH.
edrpou Kox €JIPIIOY.

connectDate Jlata migkmrouenas A6onenTa 1o Cuctemu BankID HBY.

type Craryc Abonenta B Cuctemi BankID HBVY:

0 — AGoHeHT-HajaBay MOCIYT;

1 — AGoneHt-iaeHTU]IKATOP;

2 — AGoneHT-11eHTudikaTop Ta AOOHEHT-Ha1aBay MOCIYT.

categoryCode | Kox xareropii A6onenta. Cknanaetbes 3 nudp. Hasa xomy
kareropii B categoryName.

categoryName | Ha3a kateropii A6oHeHnTta. CkiIafaeTbes 3 JIITep KUPUIUILLL.

disabledType | Pobory abGonenta B Cucremi BankID HBY TumuacoBo
3YIUHEHO Yy CTaTycl:

0 — AGoHeHTa-Ha1aBava MOCHYT;
1 — AGonenTa-ineHTUdikatopa;
2 — AbGoneHra-inenTudikatopa Ta AOOHEHTa-HaJaBava

MOCIIYT.
units AbonenTchki By3nu AboHenTa B Cucremi BankID HBY.
units.type Tumn abOHEHTCHKOTO By3y1a AOOHEHTa!
0 — aGoHeHTChKMU By30J1 y crarycl AOOHEHTa-HajaBaya
MOCITYT;
1 — aboneHTchkuit  By301 y  cratyci  AOOHeHTa-
11eHTrdIKaTopa.
units.Name Kopotka Ha3Ba aboHEeHTChKOro By3ia AOoHeHTa B Cucrtemi
BankID HBYV.

units.memberld | YHikanbuuii ineHTH(IKATOpP A0OOHEHTCHKOTO By3/1a AOGOHEHTA B
Cucrtemi BankID HBY. CxnagaeTsces 13 3HaKiB!

nepmii 8 — kox €JIPTIOY;
OCTaHHI 2 — MOPSIAKOBUH HOMEp aOOHEHTCHKOTO By3Ja
AOGoHeHTa.

I[ndopmariiss  gns AGoneHTiB-imeHTHdIKATOPIB, SKI0 AOOHEHT Oyje
BUKOPUCTOBYBAaTH OararoakTopHy aBTEHTH(}IKAIII0 KII€HTa 3a JIOMOMOTOI0
MOOUIBHOTO 3aCTOCYHKY OaHKy, TO i KOPEeKTHOI ineHTudikamii B MOOiITLHOMY
3actocyHky “JII51” [lep>xkaBHoro mignpuemctsa “J{151”, HeoOX1HO BUKOPUCTOBYBATH
HaJIallTyBaHHS BIJIIIOBITHO hi o) crienmdikarii
https://id.bank.gov.ua/assets/docs/specification_redirect_Diia-2.pdf.



https://id.bank.gov.ua/assets/docs/specification_redirect_Diia-2.pdf
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3. 3axucr indopmanii B Cucremi BankID HBY

3.1. 3arajibHi MOJIOKEeHHSA

[lepenaBanus iHpopMmarii Mix Adonentamu Cucremu BankID HBY noBunna
31MCHIOBATHCSA 13 3a0€3MeUeHHAIM KOH(I1IEHIIIMHOCTI Ta KOHTPOJIIO IT1IICHOCTI.

AOoHeHTChKI By31u AOoHEHTIB Ta lleHTpanpHui By307 3a0€3MEUYYIOThH
ineHTHdiKamito Ta OararodakTopHy aBTeHTH(IKaIiI0 y CBOiX iH(pOpMaIlIiHO-
TEJICKOMYHIKAIIIMHUX CHUCTEMaxX 13 BUKOPHUCTAHHAM KPHUNTOrPadidHOIO IPOTOKOIY
TLS (Transport Layer Security), BUMOTH JI0 SIKOTO HaBEJEHO HIDKYE.

VY aboHeHTChKUX BYy3mB AOOHEHTIB, lleHTpambHOTO By37a 3IHCHIOETHCS
peecTpallist MOiN MUITXOM BEACHHS )KypHATY ayIuTy.

KypHanu ayauty moBuHHI OyTH B TEKCTOBOMY (opmaTi 3 KOJYBaHHSM, IO
HNIATPUMYIOTh CUMBOJIA KUPHITULIL.

XKypHan aynuty aOOHEHTCHKOTO By3sia AOOHEHTa-HajjaBaya NOCIyT MOBUHEH
MICTHTH BIIOMOCTI TIpO (paKT:

- BIAMPABIICHHS €JIEKTPOHHOTO 3amuTy Ha iaeHtudikamito LlenTpansHOMY
BY3Jly, OTPUMaHHS €JIEKTPOHHOTO MiATBEpI>KeHHA 1neHTudikaiii Big LlenTpaabHOro
By3Jla, pe3yibTaT PO3MM(PYBAHHS E€JIEKTPOHHOTO MIATBEP/KEHHS 1AeHTHUdIKAIIII,
pe3yapTaT  MepeBIpKUM  KBaM(PIKOBAHOTO  €JIEKTPOHHOTO  IMIANHCY/TIEYaTKH,
HaKJIaZIeHOro AOOHEHTOM-1IEHTU(PIKATOPOM;

- 3BepHeHHs kopuctyBaya Cucremu BankID HBY, pesynbrar onpaioBaHHs
3BepHeHHs kopuctyBaya Cucremu BankID HBY, dakT BignpaBieHHs eIeKTPOHHOTO
MiTBepKeHH iAeHTudikaii [{lenTpansHOMy By3iy;

- MMPOXO/KEHHSI €JIEKTPOHHOIO 3amuTy Ha iAeHThdikamito Bl AOOHEHTa-
HajaBaya nociayr uepe3 LleHtpansHuil By3osn A0 AOoHeHTa-iieHTU(]iKaTopa Ta
MPOXO/KEHHS E€JEKTPOHHOIO MIATBEpIKEHHs 1aeHTudikamii Bl AOOHEHTa-
inenTudikaTopa yepe3 LlenTpanbuuii By3071 10 AGOHEHTa-Ha1aBaya MOCIHyT.

AOGoHEHTH, aaMiHICTpaTOpy aOOHEHTCHKUX BY3IB, aaMiHicTpaTopu Cucremu
BankID HBY maroTh mpaBo camMoCTiiiHO BU3HAYATH JOJATKOBI MO/II1, 110 (hIKCYIOThCS
y BIJMOBIHUX KypHAJaX ayJIuTy.

VYci 3amucu B )KypHaJIax ayAuTy MOBHHHI MICTUTH OTHC MOJIT, JaTy 1 9ac MoIii.

XKypHanu ayauTy MOBHHHI MaTH 3aXHUCT BiJI HECAHKI[IOHOBAHOTO JOCTYILY,
Moaudikailii, 3HUIIEHHS (pyiiHyBaHHs) Ta 30epiratucs He mMeHIe 90 KaneHIapHuX
JTHIB.

3.2. Bumoru 10 BukopucTanHs Kpunrorpadgiuaoro nporoxkosiay TLS
Ta BIANMOBIAHMX CePTU(IKATIB BIAKPUTHX KJIIOYiB

AOGoHeHTChKI By31u AOOHEHTIB Ta LleHTpanbHU BY30J AJiE BCTAHOBJICHHS
Oe3neyHoro 3’e€AHaHHS MK 00010 Ta 3 KopuctyBayamu Cuctemu BankID HBY
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MMOBUHHI BUKOPUCTOBYBATH Kpuntorpadiunuii mporokos TLS He Hukue Bepcii 1.2, a
TaKO’ BIJMOBIIHI OCOOMCTI KJIFOU1 Ta cepTH(IKATH BIIKPUTHUX KITFOUIB.

VY nporokoni TLS nomyckatotbest pi3Hi kpuntorpadiuyHi Habopu.

Kpunrorpadiunuii HaGip y3roKy€eTbcsi MK KJIIEHTOM Ta CEPBEPOM IIiJ] Yac
BCTAHOBJICHHsI 3’€qHaHHs. KieHT mepemae cepBepy CHHCOK TiATPUMYBAHHUX
kpunrorpadigaux HabOpiB, a cepBep 00Mpae OJMH 13 HUX IS 3aXUCTY 1H(POpMaITii.

CepBepy HE TMOBHHHI 3aCTOCOBYBAaTH Kpumnrorpadiduni HaOopu, sKi HE
BUKOPUCTOBYIOTh TH(pPyBaHHS a00 Ko sl mu(pyBaHHS BHKOPHUCTOBYETHCS
anroput™ RC4 (y poni EncryptionAlg BcranoBneno NULL a6o RC4).

st mmdpyBanHs iHGOpMAIi MOBUHHI BHKOPHUCTOBYBATHCS CHUMETPHUYHI
KpuntorpadiuHi AJITOPUTMH 3 JOBKUHOIO KJII0Ua HE MEHII sIK 128 Oit.

He pekoMeHyeThCs 3aCTOCOBYBAaTH KpUnTorpadiuni HabopH, sIKi i1 OOMIHY
KJIFOYaMHU BUKOPUCTOBYIOTh ctatuuHuii RSA. JloBxkuHa BigkpuToro kimoda RSA
noBuHHa Oyt He MeHmow Hik 2048 06iT. 3a00opoHEHO 3aCTOCOBYBATH
KpunrorpadiuHi HabopH, K1 BUKOPUCTOBYIOTh MOMEPETHBO Y3TO/HKEHUH 3araibHUMI
cexkpetHuit kiou (PSK).

J1Jist y3roJIKEHHSI CEaHCOBHX KJIIOYiB BUKOPUCTOBYIOThCS mpoTokonn DHE ta
ECDHE. J[loxwunHa BimkpuTOoro kiwoua s nporokony DH mnoBunnHa OyTu He
MeHmow Hik 2048 Oir. JloxkuHa BiakpuToro kmtoua s npotokony ECDHE
MOBUHHA OYTU HE MEHIIIOIO HIXK 256 OIT.

PekomeHyeThCS BUKOPUCTOBYBATH Taki Kpunrorpadiuni Habopu:
TLS_DHE_RSA WITH_AES_128 GCM_SHA256;
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256;

TLS_DHE_RSA WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384.

AOOHEHTaM PEKOMEHAYEThCS BHKOPUCTOBYBATU CEPTU(IKATH BIIKPUTHUX
KirouiB posmmupenoi nepeBipku (Extended Validation Certificates, qami — EV SSL
ceprudikar) y popmari X.509 Bepcii 3 ane ne nmxae OV (Organization Validation).

PexomeHmy€eThCS BUKOPUCTOBYBATH Opay3epH MPOBIIHUX PO3POOHUKIB (TaKHX
sk Apple, Google Inc., Microsoft Corporation, Mozilla Foundation, Opera Software
ASA) ta otpumyBatu EV SSL-ceprudikatu Bia meHTpiB ceprudikaiii KItOUiB
(certificate authority/CA), noBipeHuX JJ1s1 BIAMOBIAHUX Opay3epiB.

EV SSL-ceprudixkar He mnoBuneH matu Ttun Wildcard. VYV posmupenHi
“JlomatkoBi aani mignucyBaua” (“'subjectAlternativeName") EV SSL ceprudikara e
nonyckaetbcsi Bukopuctanus URL, sikuit BimpizHseTbes Big URL, 3a3HadueHoro B
“pexBizuTi miamucysaya” ("commonName") nons “Ilignucysau” (*'subject™).
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3.3. Bumoru 10 3a0e3ne4eHnHsi KoH}igeHuiiiHOCTI Ta
KOHTPOJIIO HIJIICHOCTI eJIEKTPOHHOI AHKETH

AOoHeHT-1IeHTH(IKATOP TIepe/1 epeaBaHHAM €JICKTPOHHOTO MiATBEPKCHHS
iIeHTrdiKaIii 3 iHpopMalliero npo KopucTyBaya 3 Bukopuctanusam Cucremu BanklD
HBY nocnigoBHO BUKOHYE TaKi omepartii:

- HaKJIaJla€ Ha EJIEKTPOHHE MiATBEpKEHHS 1AeHTU]iKamli KBamigikoBaHy
CJICKTPOHHY TIEYaTKY;

-mupye MigOUCaHe EJIEKTPOHHE MIATBEp/DKCHHA  ineHTugikamii 3
BUKOPHUCTaHHAM KBamidikoBaHOro ceptudikata mudpyBaHas Toro AOOHEHTa-
HaJiaBaya MOCIYT, SIKOMY NIepeIa€ eNeKTPOHHY aHKETY.

KsamidikoBanuii ceptudikat mmdpyBaHHS, SKHH OTPUMaHUN Yy OYIb-SIKOTO
AIICK (KHEAII) Ykpainu, mae 0ytu Buganuii Ha €J[PIIOY ycrtaHoBH, 3 KOO
yKJageHo qoroBip npueaHanus 10 Cuctemu BankID HBY.

AOGOHEHT-1IeHTU(]IKATOp Ma€ MPaBO 3aMICTh KBalli(PiKOBAHOT EJIECKTPOHHOI
MeYaTKU HaKJIaJaTH Ha €JIEKTPOHHE MiATBEpKEHH 1eHTHdiKkarii kBampiKoBaHUN
CJIEKTPOHHUN  MIANKC  yHNOBHOBOXEHOI  ocobu  AOoHeHTa-ieHTudiKaTopa
(xBamiikoBaHui ceprudikar y TakoMy BUMAAKY IMOBUHEH OyTH BUJIaHUN (DI3UUHIN
oco0i-npeacTaBHUKY AOOHEHTa-11eHTU(IKaTOpa 13 BHECECHHSAM BIJIMOBITHUX JAHUX Y
noyis ceprtudikara, 30kpema, koay €JIPIIOY nporo AOoHeHTa-imeHTH(]IKATOPA).
AOoHEHT-1IeHTU(]IKaTOp HAKJIaJa€e Ha €JISKTPOHHE MIATBEPKCHHS 1AeHTH(IKAIIT
CBOIO KBai(hiKOBaHY €JICKTPOHHY MEYaTKy (KBaIi(piKOBAHWUU €ICKTPOHHUMN MiAIHUC
— KEII, 3akon  VYkpainm  «lIpo  enexkTpoHHI  JOBIpYl  HOCIYTH»
https://zakon.rada.gov.ua/laws/show/2155-19#Text) BignoBimHo 1m0 BuMoOr «IIpo
BCTAHOBJIEHHSI BUMOT JI0 TEXHIYHHUX 3aC001B, MPOLIECIB iX CTBOPEHHS, BUKOPUCTAHHS
Ta (DYHKIIOHYBaHHS Yy CKJIaJl 1H(OpMAIiHHO-TEIIEKOMYHIKAI[IHHUX CUCTEM MiJ 4Yac
HaJaHHS KBaTi(hIKOBAaHUX E€JIEKTPOHHUX JOBIPUUX MOCIYT», 3aTBEPIPKEHUX HAKa30M
MinictepcTBa nudpoBoi Tpanchopmailii Ykpainu Ta AJMIHICTPALI€O JEPKABHOT
CIIyO0M creriaabHoro 3B’ s13Ky Ta 3axucty iHpopmMartii Big 30.09.2020 Ne140/614 Ta
Buwmor.

[udpyBanus/po3mmdpyBaHHs €IEKTPOHHOTO MMiITBEPHKEHHS 11eHTUdIKAIT
B1I0YBa€ThCS 3TiAHO 3 aIrOPUTMAMH Ta IIpaBUJIaMHM, SKI BU3Ha4YeHI Bumoramu 1o
dbopmartiB KpunTorpapiyHUX MOBITOMIIEHb.

VY3romkeHHs KIO4IB IMH(PPYBaHHS 3a 3aMOBUYBAaHHSM 3JIACHIOETHCS 3
BUKOPUCTAHHSAM CTaTUYHOTO MeXaHi3My. SIKII0 MmapamMeTpu KPHUITOrpadidyHOTO
QITOPUTMY CTaTHYHOI KJIIOYOBOI Mapu BIANpPAaBHUKA HE €KBIBAJIEHTHI IapaMeTpam
KpUNITOTPa(diuHOTO aJTOPUTMY CTATHYHOI KJIOYOBOI MapH oJepKyBada, MOBHHCH
3MIMCHIOBATUCS TMEPEXiJl 0 3aCTOCYBaHHS TWHAMIYHOTO MEXaHI3MY Y3TOJKCHHS
KITIOUIiB.



https://zakon.rada.gov.ua/laws/show/2155-19#Text

