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I'nocapiit

Busnauenus

FOpunnyna ocoba-pe3uieHT mpuBaTHOTO ab0 MyOIIYHOTO
npaBa, ska Mae ykiuaaeHwid 3 HarioHanpHUM OaHKOM
VYkpainu (gani — HarionanbHuii 6aHK) AOTOBIp NMpUETHAHHS
10 Cucremu BankID HBY (nami — Jlorosip nmpreaHanss), Ta
Harmonansauii OaHK.

AOOHEHT-
HaJaBa4 MOCIyT

Ao6onent Cuctemu BanklD HBY, sikuii 3 1i BUKOprUCTaHHIM
OoTpUMYy€ Bin abOHEHTa-iAeHTH]IKaTopa JaHl KOpUCTyBayda
Cucremun BanklD HBY (mami — kopucTyBad) 3 METOIO
HAaJIaHHSI TOMY ITOCIIYT.

AOOHEHT-
HaJaBay MoCIyTr
31 cOeiaJIbHUM

KOpunnyna ocoba 3 Aep:kaBHOIO (HOPMOIO BIACHOCTI, SIKA €
AGoHeHTOM Ta s 3a0e3MedYeHHsT BHUKOHAHHS CBOIX
byHKIIH, nependadeHuX  3aKOHOJABCTBOM  YKpaiHH,
orpuMye Bif AOOHEHTa-1eHTU(hIKATOpa 3 BUKOPUCTAHHIM
Cuctemu BanklD HBY nani xopuctyBaua Ta mepenae ix

CTaTyCcoM KOHTpareHty AOOHEHTa-HajJaBaya MOCIYT 31 CHelialbHUM
cTaTycoM Juis Oe3MOCEepeAHhOr0 HaJlaHHS HHUM IOCIYTH
IIbOMY KOPHCTYBady.
bank VYkpainu (mani — baek), skuii € AOOHEHTOM Ta
AOOHEHT- O6esnocepenHb0  BUKOHYe  (GyHKIID  igeHTHdiKaIii,
inenTudikatop | 6aratodakTopHOi aBTeHTHdIKAIT Ta Bepudikailli KIIEHTIB
(baHky), siKi € KOPUCTYBa4YaMH.
AOGOHEHTChKUI
By301 Cucremu | Komrmiekc nmporpaMHO-TEXHIYHUX 3aC001B, YCTAHOBJICHUH Y
BankID HBY | AGoneHnTa Ta mnpu3HayeHUM i 3a0e3MedeHHS OOMIHY
(mami — iHpopMmartiero Mk AGoHeHTamu uepe3 Cuctemy BankID
abonentcokuit | HBY.
BY30J1)
[Tpouec HaaHHS KOpPUCTYBauy MpaB Ha BUKOHAHHS MEBHUX
ABTOpH3aIis T a00 MOCTYITYy 0 PECYpCiB, a TAKOXK MPOIIEC MEePEBIPKU
(MiATBEpAKEHHS) MpaB Mij Yac COpoOr BUKOHAHHS IIUX Aii.
Lle enekTpoHHa mpoueAypa, U0 Ja€ 3MOTY BCTAHOBUTH Ta
OIATBEPAUTH  0COO0y  KOpUCTyBaya,  3JiMCHEHa 13
bararodakTopHa | BUKOpUCTaHHSAM HE MEHIIE JBOX (aKTOPiB aBTEHTHU(IKAIIIT,
aBTEHTU(DIKaIlIS | KOXKEH 13 IKUX Ma€ HAJIekKaTH JI0 PI3HUX KaTeropiit (hakTopis
aBTeHTU(IKalli, a caMe — 3HaHHA, BOJOJIHHA,
PUTAMAHHICTb.
TexcToBuii (haiis, B AKOMY pEECTPYIOTHCS MOALT (3aUTH) Ta
BIIOMOCTI (y BUIJISAAI JaTH, 4Yacy, MITKH MOJIi Ta OMUCY
Kypuan ayautry | moaii) mpo (akT MPOXOKEHHS E€JIEKTPOHHOIO 3aluTy Ha

€JIEKTPOHHY AMCTAHLINHY 11eHTU(IKalio Bi AOGOHEHTa —
HajaBaua  mociayr/AOOHEHTa-HajgaBaya  MOCHYr 31
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creriagpHUM cTaTycoM uepe3 LleHTpanpHHIT By30J [0
AbGoHeHTa—imeHTUIKaTOpa Ta Mpo (AKT MPOXOHKEHHS
€JIEKTPOHHOTO MiATBEP/KEHHS €IEKTPOHHOI AUCTAHITIIHOL

[aTepHeT-6aHKIHT
(B T.4. MOOLITbHHUIA

imenTudikamii  Big  AOoHEHTa-imeHTH(iKaTopa depes
LleHTpanpbHUT  BY30] mo AOoHeHTa — HajgaBada
nociayr/AOOHEHTa-HalaBaya IOCAYr 31  CHelialbHUM
CTaTyCOM.

TexnHoJor1s JTUCTAHIIIIHOTO 0OaHKIBCHKOTO

o0CnyroByBaHHs, sKa HaJa€ AOCTyI JO pPaxXyHKIB Ta
MOXJIMBOCTI 3/IIMICHEHHS OaHKIBCHKUX OIEpalliii, TO0CTyIHa

9 OaHKIHT) KOpHCTyBady 3a jornomororw Opaysepa (Chrome, Mozilla,
(mam — Ib) Safari, Opera, Edge) Ta/ab0 miati>kHOTro 3aCTOCYHKY OaHKY
3 OyIb-SIKOTO IPUCTPOIO, IKUI1 Ma€e BUX1J B [HTEpHET.
EnextponHa [Ipouiec BimmaneHOro posmi3HaBaHHS (PI3UYHOT 0COOU
JAHMCTaHIIiHA | AOOHCHTOM-HaJaBauyeM MOCIyr/KOHTPareHTOM a0OHEHTa-
10 iI[eHTI/I(b.iKaHiH Hajasaya  MOCTyr .3i cneuiaangM _CTaTycom 13
(mam — HiATBEP/DKEHHSM YCHIIIHOI aBTEHTHU(IKalli KOpHUCTyBayda
imeHTudikaiis) | AGOHEHTOM-1IeHTU(PIKATOPOM.
Enextponnuii | EnekTpoHHuil  3BIT, dopmyeTbcss  AOOHEHTaMU Ta
11 3BIT )KypHaity | LleHTpanbHUM  By3J0M Yy  BJIacHUX 1H(pOpMaLIMHUX
ayIuTy CHUCTEMaXx.
CeprudikaT BIIKpUTOTO KJIt04a JjIsl UG pyBaHHs, BUIAHUN
Comfme? KBaTi(hiKOBAaHUM HazaBaieM I[OBip‘{j/I)? MOCJIYT, TIEPENTIK
. AKMX  JOCTynmHuUM  Ha  BeOcaiti  LleHTpanpHOro
12 ceprupixar 3acBlAUylOUOro  oprany  MinictepctBa  1U(pPOBOI
muppyBaHHS N :
tpanchopmarii  Ykpainum  https://www.czo.gov.ua/ca-
registry.
Bignosinno 1o 3akony VYkpainu «lIpo enekTpoHHY
KpaniikoBanuit | ineHTUdIKAIlII0O Ta €JIEKTPOHHI JIOBIpYl TMOCIYTH» —
€JIEKTPOHHU N YIOCKOHAJIEHUH €JIEKTPOHHUM MIANKC, IO CTBOPIOETHCS 3
13 | mianuc (mani- | BUKOPUCTAHHAM 3ac00y KBalli(piKOBAHOTO €IEKTPOHHOTO
KEII) niagnucy 1 0a3yeTbCsi Ha KBallipikOBaHOMY cepTHQIKATi
€JIEKTPOHHOTO M1IHCY.
BigmoBimno no0 3akonHy VYkpainu «IIpo enekTpoHHy
ol se 1IeHTUGIKAIII0 Ta EJNEKTPOHHI JOBIpYl MOCITYTH» —
yIIOCKOHAJIEHA €JEeKTPOHHAa IIeYaTKa, 10 CTBOPIOETHCS 3
14 CJICKTPOTHA BUKOPUCTAaHHSAM 3aco0y KBami(iKOBaHOI €JIEKTPOHHOL
fetaTia neyaTku 1 0a3yeTbcs Ha KBali(piKOBAaHOMY cepTHdIKaTi
€JIEKTPOHHOI IEYaTKH.
TexcroBa mnoO3HauKa eTamy e€JIEKTPOHHOIO 3aluTy Ha
€JIEKTPOHHY JUCTAHIINHY 11eHTU(IKAII0, BU3HAYEHA Y
15 Mirtka momii Jomatky 3 3 igeHTudikaropamm cecii, mpu3HAYCHA IS

KOpeJsIlil 3amuciB y JKypHaJIaxX ayauTy aOOHEHTCHKUX
By37iB AOOHEHTIB Ta [[eHTpanbpHOTO By31Ia.



https://www.czo.gov.ua/ca-registry
https://www.czo.gov.ua/ca-registry
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BimomicTe/iHpopmariss mpo  Aif0, IO  IHIMIIOETHCA
KOpHCTyBaueM/a00HEHTCHKUM By3noM/LlenTpansHum
BY3JIOM Ha KOXXHOMY 13 eTamiB iJeHTUudIKaIii BIJI

16 [Monis CNICKTPOHHOTO  3alATY HA  CNCKTPOHHY JTUCTAHIIHY
11eHTU(IKAIII0 10 OTPUMAaHHS Ta po3KGpyBaHHS JaHUX,
bikcyerbcsi AOoHeHTamMu Ta lleHTpadpbHUM BY3JOM B
KypHajax aygauTy.
Beo6caiiT (BeOmoprtair), MOOUTPHUN 3aCTOCYHOK (J10JaTOK),
17 [loptan mocnyr | MIATDKHUKA — 3aCTOCYHOK, Ha  SKOMY  KOPHCTyBaueM
HILIIOETHCS €JICKTPOHHUM 3alUT Ha 1IeHTU]IKAIIIIO.
[lenTpanbumit
By30.1 Cucremu
BankID HBY KomMrieke nmporpaMHO-TEXHIYHUX 3ac001B, 110 3a0e3meuye
18 (mami — B3a€MO/I110 A00OHEHTCHKHUX BY3JIIB.
enTpanbuuit
BY30.1)
HamionanpHa  cucTeMa  €JI€KTPOHHOI  JUCTAHIIIHHOT
inentudikamii  HamionaneHoro ©OaHKy, fka 3a0e3nedye
Cucrema 3n1CHeHHs 1AeHThdiKamii Ta Bepudikamii (pi3uyHuX ocio
19 BanklD HBY | mmsixom mepenaBaHHsS JaHUX KOPHCTyBadiB AOOHEHTOM-
ineHTudikatopoMm AOOHEHTY-HanaBauy mociyr/AOOHEHTY-
HaJaBayy MOCIYT 31 CIIEHIAIbHUM CTAaTyCOM.
Biakputuii mpoTOKOJ aBTOpHU3allii, SKUH J1a€ 3MOTY TpPETid
OAuth 2.0 CTOpOH'i OTpUMATU OOMEKECHHI JIOCTYN /10 3aXUIICHAX
20 pecypciB KopucTyBaya 0e3 HEOOXITHOCTI TepenaBaTH i

(TpeTiii CTOPOHI) JIOTIH Ta MaPOJib.
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1. 3araabHa yacTuHa

1.1. Ipu3HaYeHHS JOKYMEHTA

Omnuc ¢pyHKIIOHATFHUX BUMOT Ta MPOIIECY B3aEMO/IiT a0OHEHTCHKUX BY3IIB, a
came AOOHeHTa-HajaBaya Mociayr/AOOHEHTa-HaJaBaya TOCTYT 31 CIeliadbHUM
crarycoMm Ta AGoHeHTa-11eHTHdikaropa 13 LleHTparbHuM By3/I0M.

1.2. Ilizti cTBOpEeHHs CUCTEMH

Jlist 3a6e3reueHHs HaiiHOT Ta 3pYYHOI 1ICHTU(IKAII] KOPUCTYBaY1B ILISIXOM
OOMIHY €JEKTPOHHMMH 3aluTaMd Ha 1JeHTUQIKAII0 Ta eJIECKTPOHHUMHU
MIITBEPPKSHHAMU 171eHTU]IKAITi1, III0 MICTITh 3au@poBaHi JaH1 KOPUCTyBaya, MixK
a0OHEHTCHKUMHU By3JamMu 4vepe3 lLleHTpanbHUN By301, SKUH BUKOHYE (PYHKIIIIO
MapHipyTH3aTopa.

1.3. Konnenuisi pyHKIioHyBaHHS CUCTEMH

OynkiionyBanHsa Cuctemu BankID HBY — 1ie B3aeMoisi TphOX CKJIaIOBUX
YaCTHH:

1. AGoHeHTChKUI By30J1 AOOHEHTa-HajaBaua mociayr/AOOHEHTa-HajaaBaya
MOCJIYT 31 CHEliaIbHUM CTaTyCoM;

2. llenTpanbHUii By30T;

3. AOoHeHTChKHH By30s1 AOOHEHTa-11eHTH]IKaTOpa.

1. AOGoHeHTCHKHMiIi BY30J AOGOHeHTa-HaJaBaya MOCJyr/AGoOHeHTa-
HAa/laBaya MNoCJayr 3i cnemiaJibHUM CTATYyCOM — 1€ KOMIUIEKC MPOTPaMHO-
TEXHIYHUX 3ac00iB, Ha SKOMY PO3MIIIEHI MPOrpamMHi MPOIEAYPU EICKTPOHHOTO
3anuTy/miepenadi nanux 1o LlentpanbHoro By3na Ha 6a3i nporokoay OAuth 2.0.

EnexTponnwmii 3anut Ha 1IEHTU(IKAIIIO 1HIITIOETHCS KOPUCTYBAaYeM Ha MOPTATI
noctyr AGOHEHTa-Ha1aBaya Mmociayr ado KOHTpareHTa AGOHEHTa-Ha1aBayda MmociyT 31
CHeliajJbHUM CTaTycoM (Jajii — MopTall MOCIYT), Ha SIKOMY pO3MilleHHI (hopMH
HAJaHHA TIOCTYT y eleKTpoHHoMYy Burisiai. [lim ac aBTopm3aiiii abo 3aMOBJICHHS
MOCITYTH Ha MOPTaji MOCIYr KOPUCTYyBady MOCTYyITHA MOKJIMBICTH aBTOpu3ailii abo
igeHTrdikaiii 3 BukopuctanuaMm Cucremu BankID HBY y Burnsiai kHomnku Ha sIKii
300paxeHo oauH 13 sorotuniB Cucremu BankID HBY Ta sxa moxe matu migmuc
“Cucrtema BankID HBY”.

IIpuknan:

bank

“Cucrema BankID HBY”



3a00pOoHSIETHCS OyIb-IKUM YHMHOM 3MIHIOBATH CaMi JIOTOTUITH Ta KOJIHOPOBI
ramu norotumiB (https://bank.gov.ua/admin_uploads/article/Logo_BanklD.zip).

[Ticns naTuckanHs kHONKY 3 Torotuniom Cucrtemu BankID HBY kopucrtysad 3
nopTany Mociyr Oyae mepeaapecoBaHMi Ha aOOHEHTCHKUN By301 AOOHEHTa-
imeHTudikaTopa OJJHUM 13 CLIOCOOIB:

- yepe3 BeOcTopinky Llenrpansaoro By3ia (https://id.bank.gov.ua/?sidBi), Ha
K1/ KOPUCTYBa4 MOBUHEH 00paTth baHK, KJI1€EHTOM SKOTO BiH €;

- yepe3 MmpsiMe MOCUJIaHHS 0 KOHKpeTHoro banky, sikmio nepenik bankis
BiJI0OpaXkaeThcsl HA mopTaii nocnyr. [lpuknan naBepeno y m. 2.1.1.

[Ipy BUKOpPHCTAHHI HA CBOEMY TOPTAJIl TOCIYT CIOCOOY MPSIMOTO IMOCHUJIAHHS
HEOOX1THO Bi0Opa3uTH mepenik baHkiB y Ti MOCHIIOBHOCTI, SIK 3a3HA4Y€HO B
NEPENTKy AOGOHEHTIB-11€HTU(IKATOPIB 3a MIOCUJIaHHSAM
(https://id.bank.gov.ua/api/banks, xmrou "order") Ta 3a0e3mECYUTH MOKIUBICTH
KOpUCTyBauy BUIbHOTO BHOOpY banky. IlocminoBHicTh baHKIB BH3HAayaeThCcsl Ha
M1JICTaBl JaHUX CTaTUCTUYHOI 3BITHOCTI, sika HasiBHa B HarioHansHOMY OaHKy, Mpo
3arajbHy KUIBKICTh KIIE€HTIB-(I3MYHUX OCIO, II0 MalTh PaxyHKH B OaHKy BIJ
O1IBIIIOTO 3HAYEHHS 10 MEHIIIOTO.

Jlorotunu Ta/abo Ha3BM BciX baHKIB Ha mOpTaii MOCIYT TMOBHUHHI OyTH
PO3MillleHI B €IMHOMY CTHWJI1, a caMe 3 MPOMOPLIMHUMH PO3MIpaMHu Ta OJTHAKOBUMU
mpudTtamMu I 3a0€3medYeHHs]  PIBHOILIHHOTO — BI3YalbHOTO 11X  CHPUHHATTS
KopucTyBaueMm. Ha mopramni mociyr KOpUCTyBau MOBHHEH OyTH O3HAMOMIICHUH 3
MOBHUM TIEPEIIIKOM JaHUX, SIKI OyyTh 3alIUTYBATHCS MPO HHOTO 1 HAJIaTH 3r0/ly Ha
00poOKy MOro JaHMX MUISXOM MPOCTABJICHHS BIAMOBIIHOI MO3HAYKH B SIBHOMY
BUTJISA/II BIATIOBITHO 10 3akoHy Ykpainu “IIpo 3axucT nmepcoHaabHUX JaHUX .

O3zHailoMJIeHHsT HEOOXIHO peani3yBaTh Nepe] BUKOHAHHSIM €JEKTPOHHOIO
3aMUTY Ha 1A€HTU(IKALII0 OAHUM 13 CIOCOOIB:

- PO3MICTHTH TIEpENiK JaHMX, SKi 3aNUTyBaTUMYThes uepe3 Cuctemy BanklD
HBY;

- PO3MICTUTH MOCUJIaHHS (TINEPHOCUIaHHs) Ha JOKYMEHT, SIKU PO3MIlCHUI
Ha MOPTaJi MOCIYT Ta B IKOMY BKa3aHO MEPENIK JaHUX, SIKI 3aUTYBATUMYThCS Yepe3
Cuctemy BanklD HBY st o3HailOMJIEHHST KOPUCTYBAYEM.

Takox, KOpuUCTyBa4 10 MOMEHTY OTpPUMAaHHS TIOCIYyTH TIOBUHEH OyTH
O3HAHOMJICHHI 3 PO3MIPOM IUIATH 3a TIEpelaBaHHs Ta/abo OTpUMaHHS HOTO TaHHUX Ta
HaJIaTH CBOIO 3TOJY, SIKIO TAKy IJIATy BCTAHOBJICHO ISl OTJIATH KOPUCTYBAYEM.

2. llenTpanbHuii By30J — 11€ KOMILJIEKC TPOTPaMHO-TEXHIYHUX 3ac00iB, Ha
SAKOMY po3MillieHa BeOCTOpiHKa 3 TepenikoM baHkiB (AOGOHEHTIB-1eHTU(IKATOPIB)
JUIS TIOJIaJBIIOTO BUOOPY KOPUCTYBadeM Ta NpOrpaMHI MPOLEAypd OOMIHY
iH(opMaltiero Mi>k a0OHEHTCHbKUMHU By3iamMu AOOHEHTIB Ha 0a3i mpotokoiny OAuth
2.0.

[Ticns BuOopy baHkKy KopuCTyBau TiepealpecoByeTbcs Ha Bebampecy
a0OHEHTCHKOTO By3Jia AOOHEHTa-1JIeHTU(IKaTOpa, Ha SKOMY KOPUCTYBa, K KIIEHT
banky, npoxoauth mnpoueaypy OararodakTopHoi aBTeHTUdIKAIi (HAPUKIA,


https://bank.gov.ua/admin_uploads/article/Logo_BankID.zip
https://id.bank.gov.ua/?sidBi
https://id.bank.gov.ua/api/banks
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BBOAWTH JIOTIH Ta mapoib naoctymy 1o Ib ta xoxm migrBepmxkeHHs 3 SMS-
MOBIIOMJICHHA, $iIke Oyno HampaBieHO AOOHEHTOM-1IEHTH(IKaTOpOM Ha HOTO
¢binaHCOBHIT HOMED).

[licns  ycmimHOrO  MPOXOKEHHS — Mmpolenypu  OaratopakTopHOI
aBTEHTH(]IKaIlli, KOPUCTyBau NEPEaaPECOBYEThCA i OTPUMAHHS TIOCIYTH Ha
HOpTajl MocHyr, a Mk LleHTpanbHUM By370M, aOOHEHTCHKUM BY3JIoM AOOHEHTa-
HajaBaya 1ociyr/AOOHEHTa—HaJaBaya IMOCIHYr 31 CHEIiaJbHUM CTaTycoM Ta
a0OHEHTCHKMM BY3710M AOOHEeHTa-1IecHTH(IKaTOpa BiOYBAa€TbCS aBTOMAaTHYHA
B3a€MOJIIS IUIIXOM OTPUMaHHs/Tepeaadi koay aBropu3arii (authorization_code),
KoIy Aoctyiy (access_token) ta manux xopucryBaya.

3. ADoHeHTCchKUI BY30J1 AGoHeHTa-inenTu(ikaropa (Ib abo iHmmii cepsic
0aHKy) — 11€ KOMILJIEKC IMTPOTPAMHO-TEXHIYHHUX 3aC001B, HA CTOPOHI SIKOTO MOBUHHA
Oytu peanizoBaHa Qopma OaraToakTopHOi aBTEHTU(IKaLli KOPHCTyBaua,
nporpamHi mnpoueaypu ooOwmiHy iHpopmaimiero Ha 06a3i nporokonry OAuth 2.0,
aBTOMaTHYHOTO (OpMYyBaHHs Koxy aBropu3ainii (authorization_code), komy
noctymy  (access_token), mepeBipkm  cepTHdikara  AOOHEHTa-HajJaBadya
nociyr/AOOHEeHTa—HaJaBaya IMOCIyr 31 CHEellaJbHUM CcTaTtycoM, (OopMyBaHHS
CJICKTPOHHOT aHKETH, HAKJIQJEeHHS Ha Hei KBaTi(iKOBAHOI €JIEKTPOHHOI IMEYaTKH
banky, mm@pyBaHHS EJIEKTPOHHOI AaHKETH Ta MepPeCcHpsMyBaHHS MMIANMUCAHOI 1
3ammdpoBaHOi  aHKETH 10 aOOHEHTChKOro  By3ida  AOOHEHTa-HajaBaua
nociyr/AGOHEeHTa—HaaBaya moCJyT 31 CremiaibHuM cTaTycoM uepes3 Llentpanbuuit
BY30JL.

KopucryBau, sikoro Oyino mnepeagpecoBaHO Ha Bebaapecy aOOHEHTCHKOTO
By3na AOOHEHTa-iIeHTH(IKaTopa Mae TMPOUTH Tpoleaypy OararodakTopHOl
aBreHTU(ikanli. Ha 1poMy aOOHEHTCBKOMY BY3Jl KOPUCTYBad MPOXOAUTH
nporeaypy OaratodakTopHoi aBTeHTU(IKaAIli Ta MOroJKye MOpolec Mepenayi
NEPCOHANIbHUX JaHUX, IOBUHEH MICTUTH Ha3By banky (AOoHeHTa-11eHTH(iKaTopa),
Ha3By HOro TOProBeNbHOI MapKd Ta KOHTAaKTHUM TeiedoH rapsyoi JiHii 3
MOXJIMBICTIO 31ACHEHHS MIEPEX0y KOPUCTyBaua OE3MOCepeIHhO Ha BEOCTOPIHKY 3
KOHTaKTHOO 1H(hOpMalli€ro BiIMOBiAHOTO banky abo popMoOr0 3BOPOTHOTO 3B’ SI3KY.

AGoHeHT-11eHTUdikaTop 3000B’si3aHU  3JIMCHIOBATH  OaratohakTopHY
aBTEHTU(DIKAIII0 KOPHCTyBaua, 3a KOXXHHM CICKTPOHHUM  3allUTOM Ha
imeHTudikamito A0 MOMeHTy ¢GOpMyBaHHS Ta Tiepenadi KOAy aBTOpH3allii
(authorization_code).

SAxmo  AOGoHeHT-imeHTH(diIKaTOp  Tpu  iAeHTUdIKaIli  KopucTyBada
BUKOpHrcTOBYE Tineprnocwiands (Deep link), sike mepeHanpapise KOpHCTyBada Ji0
IUTATIKHOTO 3aCTOCYHKY baHKy, TO 9ac il Takoro rineprnocujiaHHs HE MOBHUHEH
nepeBuIyBaTd 3 XBWIMHM. [licas 3akiHUeHHS BHM3HAYEHOTO CTPOKY i
rinepriocunanns (Deep link) BoHo Mae crati He aKTUBHUM i1 KOPUCTyBaya, IMpu
11boMy AOOHEHT-11IeHTU(IKATOP 3000B’s13aHUN MPOiH(POPMYBATH KOPHUCTyBada Ipo
e (manpukian: «Yac nii cecii crus. [1oBTOPITH cripoOy abo0 3BepHITHC 10 baHky»,

TOIIIO).
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VY pasi ychiirHoro mpoxo/pkeHHs 0araroakTopHoi aBTeHTH(iKalli AOOHEHT-
imeHTudikaTop 30008’ s13aHU MpoiHGOPMYBaTH KOPUCTYBaya HAJICKHUM YUHOM PO
nepenik JaHuX, ki OyayTh mepenaHi AOOHEHTy—HaJaBauy HOCTyr/AOOHEHTY—
HaJIaBayy MOCIYT 31 CHeIiaIbHUM CTaTyCOM Ta OTPUMATH BiJ KOPUCTyBava J03BLI Ha
nepeiaBalHs Horo qaHux (JeraabHui onuc y Jlogarky 2) .

[Ticass oTpuMaHHS J03BOJy KOPUCTYyBad aBTOMAaTHMYHO IE€PEAPECOBYETHCS
yepe3 lleHTpasbHUMI By301 Ha MOpPTaJl MOCIYr JUIsl HPOAOBKEHHS MPOLELYpH
OTPUMAaHHSI TOCIYTH.

AOoHEHTChKHUIM BYy30J1 AOOHEHTa-1IeHTU(]iKaTopa 3IMCHIOE B3aEMOJII0 3
[{eHTpanbHUM BY3JIOM 3T1JIHO 3 II€I0 Crienu]iKali€eo.

Y pa3i  HeycmimHoi  OaratodakTtopHOoi  aBTeHTU(iKalli  AOOHEHT-
imeHTudikaTop 3000B’s3aHUN  1HGOPMYBATH  KOpUCTyBada Ha  BJIACHOMY
a0OHEHTCHKOMY BY3JIl IIOJI0 KOHKPETHOI MPUYMHHU BIAMOBU B aBTOpH3alli, HE
NEepecrpsMOBYBaTH HEaBTOPU30BaHUX KIieHTIB 10 lleHTpampHOrO By3nma Ta
1H(OpMYBaTH KIII€EHTa PO NoJaibll Ali (Hanpukian: «[lepeBuilieHo MakCuMaabHy
KUIBKICTh cipo0 BBeAeHHs mapouto. [IoBTopiTe cripoOy ado 3BepHIThCs A0 baHky»,
TOIIIO).
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2. TexHiuHa apXiTeKTypa cUCTeMH

B3aemomist IlentpanpHOro By3na 3 aOOHEHTCHKUMHU By3JiIaMu AOOHEHTIB
(Puc. 1) BimOyBaethcs Ha 06a3i mporokorny OAuth 2.0 3rigHO 3 BiANOBIAHOIO
cnerugikaIie (ommy0utikoBaHa 3a MTOCHJIAHHIM
https://datatracker.ietf.org/doc/html/rfc6749). PexomeHI0BaHO BHUKOPHCTOBYBATH
rOTOBI pimeHHs 3 BeOcaity https://oauth.net/2/ — posain “Code and Services”,
BapiaHTH MiJ] yC1 HOMyJISIpHI IJIaTGOpMH Ta MOBH IIPOTrpaMyBaHHS.

bararodakropna aBTeHTH(]iKaIliI KOpHCTyBada BiOYBaeThCcs 3acob0amMu
abOHEHTChKOTO0 By3ia AOoHeHTa-1eHTrd1KaTopa. Ha enekTpoHHy aHKeTy 3 TaHUMHU
KOPHUCTYyBaya, 110 MEePeAEThCsl, HAKIAJAEThCS KBaM(PiKOBaHA €JIEKTPOHHA TeYaTKa
banky 1 mudpyroThCs BIAMOBIIHO 10 BUMOT 3a3Ha4Y€HUX Y 11. 3.3.

Jlorika po6otu Cuctemu BankID HBY moGynoBana Ha opraHizailii 3BepHEHb
BiJl aDOHEHTCHKOTO By3/1a AOOHEHTa-HalaBaya nociayr/AOOHeHTa—Ha1aBava mociayr
31 CIIeiaIbHUM CTaTyCcOM 10 aDOHEHTCHKOT0 By3jia AOOHEHTa-1eHTH(iKaTopa uepes
€IUHUA 103, SKUM BucTynae LleHTpanbHUil By30i1. Yci aOOHEHTCHKI BY3JIH
AOOHEHTIB B3a€MOJIIOTh BUKJIFOUHO uepe3 LleHTpanpHuii By30.1.

ABtopwu3aiiisi Ha 6a3i npotokosry OAuth 2.0 BUKOHYEThCS y /IBa €TaIlU:

NIEpIINIA eTarm — OTPUMaHHs Koy aBTopu3aiii (authorization_code);

ApYTuil eran — OTPUMAaHHS KOy AOCTyIy (access_token) Ha mimcraBi Koy
aBTopu3allii (authorization_code).

2.1. Bzaemojisi a00HEHTCHKOT0 BY3J1a
AOOHeHTa-HaJaBa4a nocJayr/A0OHeHTa—HaJaBava MoCJayr 3i cnenialbHUM
cratycom 3 LleHTpajbHUM BY3JI0M

[Ipu migkmouenni g0 Cucremn BankID HBY  AGonenr-nagaBau
nocnyr/AGOHEHT—Ha/aBay MOCIYr 31 CIELiaJlbHUM CTaTyCOM Hajae Mapamerp
callback_url — anpeca, Ha sKy Oyae mepeHanpaBIsATHCh 3allUT KOPUCTyBaya Ta B
sKii Oyae HamaBaTHCh KoJ aBTopm3arii (authorization_code), y Bunaaky ycrmimnrHoi
OararodaktopHoi aBTeHTHdiKalii B banky. ¥ Biamosinb agminictpaTtop Cuctemu
BankID HBY nagae client_id Ta client_secret.

IHapameTtp ‘ Onmuc

client_id, VYHiKalbHI 1IeHTU(IKATOPH a00HEHTCHKOTO By3ja AOOHEHTa-
client_secret | magapaua mocnyr/AGoHeHTa—HaAaBa4a HOCIYT 3i CIICLiAIbHAM
CTaTyCOM.

callback_url Anpeca  abOHEHTCHKOTO  By3la  AOOHEHTa-HajIaBaya
nociayr/AOOHEHTa-HajaBadya  MOCIYyr 31 CHeHiaJbHUM
CTaTyCcoOM, Ha sIKy Oyjie BUKOHAHO 3aIlUT 3 KOJIOM aBTOPHU3aIlii

(authorization_code) ta  3gilicHeHa  mepeajpecarlis



https://datatracker.ietf.org/doc/html/rfc6749
https://oauth.net/2/
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KopHcTyBaua Opayzepom a0o iHIIUMHU 3acobamu 17t poOOTH 3
Beb6 (6payzepom/Webview) micis ycmimHoi 6araToakTopHOi
aBTeHTH(]iKaIlli Ha cTOpoH1 baHky.

Anpeca aOOHEHTCHKOTO By3Ja TOBHHHA MICTHTH JOMEH
opTaty OCITyT IILOTO AGoHeHTa-HaIaBaya
nocinyr/AGOHeHTa— HajgaBaya IOCIYyT 31  CIeliaJbHUM
cTaTycoMm, sIKkui 3a3HaueHuil y pimenni Paau Cucremu BankID
HBY (sxmo inme He Bkazane B pimeHHl Pagm Cucremu
BankID HEY).

2.1.1. 3anuT AOOHeHTa-HAJaBa4Ya MOCAYTI/AOOHEeHTa—HaJaBa4Ya MOCIYT 3i
crneniaJbHUM cTatycoMm a0 LlenTpansaoro By3ina merogom GET i orpumanns
Koay aBropu3auii (authorization_code) (mepmmii eram)

3anut QopMyeThCS TiJ Yac Mepeaapecaiii KopucTyBaya Micias HATUCKAHHS
KHOIIKM Ha siKiid 300paxkeno sorotun Cuctemu BankID HBY Ta sika moxe matu
nianuc “Cucrema BankID HBY” na nmopram nociyr.

3anuT MOBUHEH MICTUTH 00OB’SI3KOB1 MapaMeTpH:

https://id.bank.gov.ua/vl/bank/oauth2/authorize
?response_type=code
&client_id=client_id
&state=state
&dataset=dataset
&originator_url=https://example.gov.ua

Ta, 3a MOTPeOH, JOJIATKOBI ITApaMETPH:

&bank_id=name-id
&lang=en
&originator_id=12345678

[Ipuknan cTpykTypu 3amuTy BiJi aDOHEHTCHKOTO By3Jia AOOHEHTa-HajgaBaya
nocyr/AGOHEeHTa—HaaBavya MoCHyr 31 chemiaibHuM cTaTycoMm o llenTtpanbHOTro
By3Ja!

curl -X GET "https://id.bank.gov.ua/v1/bank/oauth2/authorize?
response_type=code&
client_id=client_id&
state=state&
dataset=11"

Bignogiae LlenTpanbHOro By3ma:
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HTTP/1.1 200 OK

ITepexin Ha BeOcTopiHKy lleHTpanpHOTO By3ia, Ha SKIM AOCTYITHHUM TEpertik
bankiB (a0OHEHTCHKUX BY3J11B AOOHEHTIB-11€HTU(IKATOPIB), 110 MiIKIIOYEH] 0
Cucremu BankID HBY.

IMapame
Y
response_type

Onuc

3HadeHHs MOBUHHO OyTH “code”.

client_id

InenTudikarop aboHeHTChKOro By3na AOOHEHTa-HajaBaya
nociyr/AGOHEeHTa—HajaBaya Mocayr 31 CHeliaIbHUM CTaTyCoM
OTpUMaHU# 1pu migKrodeHHi (m. 2.1.).

state

VYHikanpHU  imeHTH(diKaTOp cecii. 3Ha4YeHHsS mapaMeTpy
reHepyeThecsl 3 OOKY aDOHEHTCHKOIO By3sia AOOHEHTa-HajaBaya
nocayr/AGOHEeHTa—Ha/iaBavya MmocCIyT 3i CHEI[iaIbHUM CTaTyCOM,
ske Oyne noBepHyTO lleHTpanbHMM BY3JIOM B 3alMTI 3 KOJOM
aBTopm3arii (authorization_code).

3HadeHHs MapaMeTpy Ma€ BIAMOBIIATA TAKUM BUMOTAM:

- OyTH YHIKaJIbHUM [JIi KOJKHOIO OKpEMOIro 3aluTy Ha
11eHTU(iKaIliI0 KOPUCTYBAYa;

- TEHEPYBATUCh TICEBJIOBUMAAKOBOIO TMOCTIAOBHICTIO CUMBOJIIB
JIOBKMHOIO0, 110 3a0€3Meuye YHIKAIbHICTh 3HAaUCHHS (HaIlpUKJIIa/,
y dopmati GUID/UUID v4 abo Base64), ane He niepeBHUIIlyBaTH
100 3HaKiB;

- 30epiraTuch y BHYTPIIIHHOMY O€3MEYHOMY CXOBHII Pa3oM i3
KOHTEKCTOM 3amuTy Ha 1AeHTUdikaiio (Hampukiamg, 3a
nonomoror cecii/ cookie). Ilepiog 30epiranHst - 10 MOMEHTY
OTpUMAaHHS 3aMUTY 3 KOJOM aBTOpU3allii ajie He JoBIIe 24 TOIuH;
- TEepeBIpATHChL Ha  BIAMOBIIHICTE MDK 3alUTOM  Ha
1IeHTU(]IKAIII0 KOHKPETHOIO KOPUCTyBaua Ta 3HAYCHHSIM Y
3anuTi, Mo AOOHEHTHaIaBau Mociayr/AOOHEHT-HalaBayd MOCITyT
31 cnemiasbHUM ctatycoM oTpumye y GET 3anuti 3 komom
aBTOpU3AIlii.

dataset

HoMmep cranpapTuzoBaHOoro HaOOpy JaHMX, SKWUW BIJMOBigae
TOMY IE€PEeIIIKY KJIFOYiB, IKi HEOOX1HO 3aUTaTH A00OHEHTCHKOMY
By3;1y AOOHEHTa-HagaBava mocayr/AOoHeHTa—Ha aBaya mociayr
31 cremiadbHUM cTaTycoM y AOOHeHTa-ieHTHu(dikaropa Ta Ha
KUl AOOHEHT-HamaBau mociayr/AOOHEHT—HagaBa4y IMOCIyr 3i
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CHeIiaJbHUM CTaTyCOM Ma€ BiAmoBiaaui 103811 Pagu Cucremu
BankiID.
[lepenik crangapTU30BaHUX HA0OpIB JaHMX BKa3aHO Yy

[lonatky 1.

bank id

InenTudikarop a0OHEHTCHKOTO BYy3JIa AOGoHeHTa-
imeHTudikaropa.

[Tapamerp 0OOB’sI3KOBUH y BUNAAKY SKIIO AOOHEHT-
imeHTudikaTop obupaeThcs OE3MOCepeTHHO HA MOPTaJl MOCTYT.
3HaueHHs Mae OyTH 00paHo i3 Kirova «id» (IeTalbHUN ONHKC Y
n.2.4.).

B iHmmx Bumnajkax e napameTp HeoOOB’ SI3KOBUH.

originator _id

VYHikanbHUH i1eHTHIKAIIHHUNE HOMEp KOHTpareHTa AOOHEeHTa—
HajJaBaya TMOCIAYr 31 CHellaJbHUM CcTaTycoM B €IUHOMY
JIep>KaBHOMY PE€ECTpi MIAMPUEMCTB Ta Oprasizaiiii Ykpainu (koa
€JIPIIOY), skuii iH111r0€ 3anmuUT Ha 11eHTU(iKamio. He O6iabIme 8
uQp.

[TapameTp 00OB’SI3KOBUI /O 3allOBHEHHS Jisi a0OHEHTCHKOTO
By3Jia AOOHEHTa—HaJaBaya Mocayr 31 CeliaIbHUM CTaTyCcoOM J0
SKOTO MIJIKJIFOYEHO O1IbIlIe OJHOTO KOHTpareHTa (HAMpUKIIA,
“IuTerpoBaHa = cuUCT€Ma  €JIEKTPOHHOI  imeHTu(ikamii  —
ID.GOV.UA”).

originator_url

Agnpeca mopTaly TMOCIYr IOPUANYHOI OCOOM BiJl SKOTO
IHIIIIOETbCS  3amUT  Ha  iAeHTU(ikamito  (Hampukiaj,
https://mvs.gov.ua).

[TapameTp 00OB’SI3KOBUI /10 3allOBHEHHS Jisi a0OHEHTCHKOTO

By3Jla AOOHEHTa-HajaBaya TOCIyr Ta AOOHEHTa—HajaBaya
MOCIYT 31 CHEUiaIbHUM CTaTyCOM JI0 SIKOTO MIJKII0YEHO OlIblie
OJIHOTO KOHTpareHTa a0o TmopTally TMOCHYr (HampuKIa,
“IaTerpoBaHa  cucTeMa  CJICKTPOHHOI  imeHTH(IKaAImii  —
ID.GOV.UA”).

lang

MOBHUI IOKA3HUK.

Moxe MaTu 3Ha4eHHS “‘en” — aHTJIOMOBHHUM TEKCT.

[TapameTp HEOOOB’SI3KOBUIl, BUKOPUCTOBYETHCS a0OHEHTCHKUM
By3JIoM  AOOHEeHTa-HajaBada  mociayr/AOOHeHTa—HajaaBava
HOCIIYT 31 CIELIAJIbHUM CTaTyCOM Yy BUIIAJKY SIKIIO KOPUCTYBay
obupae Oe3nocepeHbO0 Ha HOro mopTaji MOCIyr aHIJTIOMOBHUIA
BeOiHTep(elic 3 METOI MOJANIBIIOTO CHPSMYBAHHS ILIBOTO
KOpHCTyBaua Ha aHIJIOMOBHY Bepciio (opmu aBTOpH3allii Ha
cTopoHi AbGoHeHTa-1eHTudiKaTopa.



https://mvs.gov.ua/
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SAxio 3 60Ky aOOHEHTCHKOTO By3i1a AOoHeHTa-imeHTu(iKaTopa
HEMa€e MIATPUMKKA MOBHHUX Bepcidd, ¢opMa aBTOpU3aIlii
KOpHCTyBaya, IO 3aMOBYYBAHHIO, MaTHUME  BHUKJIIOYHO
YKpalHOMOBHUU TEKCT.

VY pasi ycnimHoi 6aratodakTopHoi aBTeHTH}IKaIl KopucTyBaya AGOHEHTOM-
imenTudikaTopoM, AOOHEHT-ICHTU(DIKATOP BHKOHYE 3alUT 3 KOJOM aBTOpHU3aIlii
(authorization_code) ta mepeaapecoBye KOpHCTyBada 3 aOOHEHTCHKOTO By3ja 0
[lenTpansHOTO BYy37a, a LleHTpanpHMii By30s1 y cBoto yepry Bukonye GET-3amur Ta
nepeajpecallilo 3anuTy KopucTyBada 0 aOOHEHTCHKOro By3iia AOOHEHTa-HajaBaya
nocayr/AGOHeHTa—Ha/iaBaya Mmocayr 31 COEIlaIbHUM CTaTyCOM 13 KOJOM aBTOpHU3allii
(authorization_code) na 3apeectpoBanmii mapametp callback url.

[Ipuknan cTpykrypu 3anuty (mepeajpecariii) 3 KOJOM  aBTOpHU3aIlii
(authorization_code) Bix LlenTpaipHOTro By3Ja 10 aODOHEHTCHKOro By3i1a AOOHEHTa-
HajJaBaya nociayr/AOOHEeHTa—Ha aBayva Mociyr 31 CIEHIATbHUM CTaTyCOM:

curl -X GET "https://portal.example.com.ua/v1/bank/oauth2/callback/code?
code=authorization_code&
state=state"

Mapamerp ‘ Onuc

code Kox  amropumsamii  (authorization_code) — yHikanbHwMiA
imeHTudikaTop, skuii hopmyeThess Ha cTopoHi LlenTpansHOTO
By3J1a.

Yac aii koxy 90 cexynn. He Ounbiie 50 3HaKiB.

state 3HayeHHs TapaMeTpa InepefaHe aO0OHEHTCHKUM BY3JIOM
AOoHeHTa-HaaBada nociyr/AOOHEeHTa-HalaBaya TOCIyT 31
cnemiasibhuM  ctarycom y nepmomy GET 3anuti 1o
[{enTpasnbHOTO By3I1a.

AOGoHeHT-HaaBay mnociayr/AOOHEHT-HagaBad MOCIYr 31
CHeniaJbHUM CTaTyCcOM TIOBMHEH 3IIHCHUTH MEpEeBipKY
BIJIMOBIAHOCTI 3HAYEHb Y 3alUTI Ha 1IeHTU(IKAIIIO, 10 0YyJIO0
1HILIMOBAHO KOHKPETHUM KOPUCTYBayeM Ta y 3amluTi, IO
orpumano y GET 3anuTi 3 ko1oM aBTOpH3allii (Hanpukiam, 3a
JIOTTIOMOTOF0 cecii/Cookie).
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MoKJIUBI MOMUJIKH

Skio Ha TaHOMY eTari BUHUKAIOTh TTIOMIJIKH, TO MOJKJIMBI JIB1 CHTYAITii:

- a0oOHEHTChKMI By3071 AOOHEHTa-HajaBadya NOCIyr/AOOHEHTa-HaIaBaya
NOCIYr 31 CHEI[laJIbHUM CTaTycoM HE BJAajlocsd 11eHTU(IKYBaTH, 30KpeMa,
aOOHEHTCHKUI BY30Jl HE 3apeecTpoBaHUM Ha cTOpoHl lleHTpanmbHoro Bysia, abo
HEKOPEKTHO Mepe/laHo MapaMeTp Ta/ado WOro 3HaY€HHs B 3aluTi, a00 B3a€EMOJIIIO 3
UM a0OHEHTCHKUM BY3JIOM IPU3YIUHEHO. Y TaKOMY BHUIIAJIKy OMUC MOMUJIKU Oyze
B1JI0OpakeHo Ha BeOcTopiHIl LleHTpasibHOTrO By31a;

- KOpHUCTyBaya HE€ BJaJOCs aBTEHTU(]IKyBaTHU Ha CTOpoHI AOOHEHTa-
ineHTudikaTopa. Y TakoMy BUMNAJKy MNpPUYMHA TOMUJIKH Ma€ BigoOpakaTucs
KOpPHUCTYBauy Ha CTOpOoHI AOGOHeHTa-11eHTU(diIKaTOpA.

2.1.2. 3anuT AOOHeHTa-HAaBa4Ya MOCJayr/AOOHeHTa—HaaBa4Ya MoCayr 3i
crneniaJbHUM cTaTycoM 10 LleHTpasibHOro By3jia Ha OTPUMAHHS
koay noctymy (access_token) meromom POST (apyruii eram)

[Ticns orpumanHs kKoxy aBTopm3arii (authorization_code) aGoneHTCHKHI
By301 AOoOHEHTa-HajaBada MOCTyr/AOOHEHT-HalaBadya IOCIYT 31 CHEIliaIbHUM
CTaTyCcOM TMOBUHEH BUKOHATH 3aITUT Ha OTPUMAaHHS KOy JOCTyIry (access_token).

[Tpuknaa CTpyKTypu 3amuTy Bin aOOHEHTCHKOTO By3ina AOOHEHTa-HaJlaBaya
nocayr/AOoHeHTa-HagaBada MOCIYT 31 cremiaJbHUM craTycoM 1o LleHTpaipHOTO
By3J1a Ha KOJ[ IOCTYIIY:

curl -X POST "https://id.bank.gov.ua/v1l/bank/oauth2/token"
-H "Content-Type: application/x-www-form-urlencoded"
-d "grant_type=authorization_code&
client_id=client_id&
client_secret=client_secret&
code=authorization_code"

IHapameTtp Omnuc

grant_type 3HadeHHs MOBUHHO OyTH “authorization_code”.

client_id, Inentudikaropu abOHEHTCHKOTO By3/ia AOOHEHTa-HajaBava
client_secret | mocimyr/AGoHeHTa—HagaBayva MOCIYT 3i CIEIiaJbHIM CTaTyCcOM,
sIKi OyJIM OTpUMaHi 1pu migKIroYeHHi (. 2.1.).

code 3HavyeHHs Koay aBropu3aiiii (authorization code), orpumanoro
Bij [enTpansHOro By3ia Ha monepeaabomy kpoii (. 2.1.1.).
Otpumanmii kox goctymy (access_token) woxe Oyrtu
BUKOPHUCTAHUMN TITBKU OJIUH pas3.
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VY Bignosine LlenTpanpauii By3osn Hamae koa goctymy B Tini (body) 3amury y
Json-dpopmari. CtpykTypa Bianosiai LlentpansHoro By3na:

HTTP/1.1 200 OK
Content-Type: application/json

{
"token_type": "bearer",
"access_token": "access_token",
"expires_in": 180

¥

IMapamerp Onmuc

token_type 3HaueHHs TOBUHHO OyTH “bearer”.

access_token | 3nauenns xoxy mocrymny. He 6imbie 50 3HakiB.

expires_in Tepmin nii Koy HocTymy (3HaYEHHS B CEKYHJ1aX ), MATHUME
3Hauenus 180.

Mo:x1MBi NIOMHJIKH
VY pa3i BUHHKHEHHS TOMUJIOK TIPH OOPOOJEHHI 3alUTy PEKOMEHIYETHCS
opieHTyBaTHCs Ha criucok koaiB ctany HTTP. Takox y Tini (body) Bimmosiai y Json-
dbopmati MOXYTh TIepelaBaTHCS TapaMeTpU 13 3HAYCHHSAMH TOMHJIKH, IO
CIIPUYHMHHMIIA BiIMOBY.
[Tpuxan Tina (body) BianoBimi 3 MOMHIKOIO:

{
"error"; "invalid_grant",
“error_description": "Invalid authorizathion code",
"code™: "2d6f2318chb06cc2c97d948deb9799d608f1d5¢97"
}
ITapameTtp 101117 (¢
error OnuH 13 BU3HAYCHUX KOJIB MOMUJIKM 3TiAHO crerudikarii
OAuth 2.0 (https://tools.ietf.org/html/rfc6749#section-5.2).
3okpema:
invalid_client—y 3aIuTi HEKOPEKTHO BKa3aHi

imeHTudikaTopu aOOHEHTCHKOTO By3lia AOOHEHTa-HajJaBaua
nocnyr/AGOHEeHTa—HajaBaya MOCIYr 31  CHeliabHUM
cratrycom (client_id/client_secret);



https://tools.ietf.org/html/rfc6749#section-5.2
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invalid_request —y 3amuTi HeMae OOOB’S3KOBUX 3HAYCHB
OJTHOTO 200 JIEKUTPKOX MapaMeTpiB;

invalid_grant — HekopekTHuUI KOJI aBTOpHU3aIIil
(authorization_code) a6o Ttepmin nii Koay aBTOpH3aIlii
3aBepPINUBCS,

repeat_request — moBTOpHUM 3amUT HA KOJA JOCTYILY
(access_token);

Server_error —3amut Mo BKa3aHOMY KOJy aBTOpHU3allii He
3HaleHo a0o 1HIIA MOMHIIKA MpH 0OpoOLl 3aMuTy Ha KOJ

JIOCTYIIY.
error_description | TekcToBuii ormMc MOMIJIKH, ACTAII3aIlis TS PO3POOHHKIB.

code [leeHe  3HaueHHS  (HAOpUKIaA,  KOJX  aBTOpH3AIlil
(authorization code) abGo iHIIe TeXHIYHE 3HAYCHHS), SKE
MOJKE JIOTIOMOTI'TH BU3HAYMTH TIPUIUHY TOMHJIKH.

2.2. Bzaemojisi a00HeHTCHKOT0 By3J1a AGoHeHTa-iieHTHiKaTOpa
3 lleHTpaabLHUM BY3J10M

[Tpu mipkmouenni po Cucremu BankID HBY AGonenTt-ineHTudikaTop Hagae
BeOaapecu login_url, token_api_url Ta data_api_url. Y Bignosinp agmiricTpaTop
Cucremu BankID HBY nanae client_id ta client_secret.

IMapamerp ‘ Onuc

client id, VHikanbHiI 11eHTH(IKATOpH aOOHEHTChKOTO By3i1a AOOHEHTa-
client_secret | imentudikaTopa.

Bebanpeca  aboHEHTCBKOTO  By3/la, Ha Ky  Oyxe
nepeagpecoBaHo KOPUCTyBada JJIsl TOIaJIbIIIOTO MPOXOKCHHS
KOpUCTyBaueM OaratoakTopHOi aBTEHTU(IKAIli B CUCTEMI
AOoHeHTa-11eHTH(IKATOpA.

Anminictparopamu Cucremu BankID HBY BeGaapeca Oyne
JIOTIOBHEHA MapaMeTpaMM Ta 3HAYEHHSMU 3T1AHO HAJaHOTO y
n.2.2.1. npuknany CTpyKTypu 3anuty Bia LlenTpampHOTrO
By3J1a 10 a0OHEHTCHKOTO By37a AOOHEHTa-1/IeHTU(dIKaTOpa.

login_url

token_api_url | BebGaapeca aGoHeHTChKOTO By3i1a AOOHEHTa-imeHTHdiKaTopa,
Ha SIKy 3/IHCHIOBATUMETHCS 3allUT JJIsl OTPUMAHHSA KOIY
nocrymy (access_token).

data_api_url | Bebanpeca aboHeHTChKOTO By3sia AOOHEHTa-iIeHTH(diKaTopa,
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Ha Ky SHiﬁCHIOBaTHMeTBCSI 34T i1 OTPUMAHHA OaHUX
KOopucryBayia.

2.2.1. 3anuT 10 a00HEHTCHKOI0 BY3J1a
AOoHeHTa-inenTudikaTopa meronom GET
i oTpuMaHHsa Koay aBTopusauii (authorization code) (mepmmuii eramn)

3anut GopmyeThes LleHTpanbHUM BY37I0M i 4ac nmepeaapecaliii KopuctyBada
Bix LleHTpanpHOTO By3/a 10 aDOHEHTCHKOTO By3Jia AOOHEHTa-iAeHTH(IKaTOpA.
3anuT MOBUHEH MICTUTH 00O0B’SI3KOB1 TapaMeTpH:

https://id.bank.gov.ua/v1l/bank/oauth2/authorize
?response_type=code
&client_id=client_id
&state=state
&dataset=11
&units_name=unitName,abonentName

Ta, 3a l'IOTpC6I/I, I[OJ_IaTKOBi mapamMcCTpu:

&lang=en

[Ipuknan cTpykrypu 3anuty Bif LleHTpanbHOro By3ma 10 aOOHEHTCHKOTO
By3J1a AGOHEHTa-iIeHTH(diKaTOpa:

curl -X GET "https://bank.example.com.ua/v1/bank/oauth2/authorize?
response_type=code&
client_id=client_id&
state=state&
dataset=11&
units_name= unitName,abonentName"

BiamoBine AGoneHTa-iaeHTHdIKaTOpA:

HTTP/1.1 200 OK
[lepexin Ha BeOCTOPIHKY aDOHEHTCHKOTO By3Jla AOOHEHTa-1IeHTU(iKaTopa JIsl
nojaneoi 0aratoakTopHoi aBTeHTUdikauii kopucryBaya B Ib banky.

ITapame Onuc

p
response_typ | 3HadyeHHs MOBUHHO OyTH “code”.
€
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client_id

Inentudikarop a0OHEHTCHKOIO By3Ja AbGoneHra-
iIeHTH(IKaTOpa OTPUMAHHI TIPY TIAKIIOYeHHI (1. 2.2.).

state

VuikansHuil  ineHTHdiKaTOp cecii. [eHepyerbca 3 OOKy
[lenTpansHOTO By37a i Mae OyTH MOBEpPHYTHH aOOHEHTCHKUM
BY3JIOM Y 3aIIMTi 3 KoJoM aBTopu3aiiii (authorization_code). He
oinbie 50 3HaKiB.

dataset

Homep cranmaptu3oBanoro Ha®oOpy NaHUX, SKHI BiANOBiIa€
TOMYy  TIEpeNiKy  KJIIOYiB, SKIi  HEOOXIHO  3amuTaTh
a0OHEHTChKOMY BY31y AOOHEHTa-HaaaBava mociyr/AGoHeHTa—
HaJaBaya TMOCIyr 31 CHeliaJbHUM cTaTycoM y AOOHEHTa-
imenTrdikaTopa Ta Ha skuii AOOHEHT-HaqaBad mocyr/ AGOHEHT
—HaJlaBa4 IOCIYT 31 CIeIiaJbHUM CTaTyCOM Ma€ BiAMOBIIHUMN
no3Bu1 Pagu Cuctemu BankID.

[lepemixk cTaHmapTU30BaHUX HAOOpIB JaHUX BKa3aHO y

[lonatky 1.

units_name

Ha3Ba aboneHTchkoro By3na (unitName) Ta HallMeHyBaHHs
AOoHeHTa-HaaBaya mnochoyr/AOOHEHTa-HajjaBaya MOCIyr 31
cnemiagbHuM crarycom (abonentName) Bixg sikoro Oyso
HIIIOBAHO 3amuT Ta sKa BIJNOBiJAa€ Ha3Bl, 10 BKa3aHa Yy
pimenHi Pagu Cuctemu BankID HBY. Ilapametp nonmaerbcs
[lenTpansHuM By370M. TeKCT KUPWIMYHUMH CHMBOJIAMU
KoayeTbes 3a ponomororo metony encodeURI y ¢popmari UTF-
8 Ta pO3AUIAETHCA CUMBOJIOM «,).

AOOHEHT-1IeHTU(IKATOP TMOBUHEH OIpPAIIOBATH (JIEKOIyBaTH)
JTAHUHW TEKCT 1 TOBIIOMUTH (B1100pa3uTH) Ha3By aOOHEHTCHKOTO
By3JIa Ta HaliMEHyBaHHS AOoHeHTa-Ha1aBava
nociyr/AGOHEeHTa-Ha/iaBaya MoCIyT 31 CHEIialbHUM CTaTyCOM
BiJl KOTO OyJO 1HIIIHOBAHO 1eHTU(DIKAIII0 KOPUCTYBadyy Ha
CTOPOHI BeOCTOPIHKH/ILIATIXHOTO 3aCTOCYHKY baHky (mpukiian

HaBeneHo y Jlonatky 2).

lang

MOBHUI IOKA3HUK.

Moxxe MaTu 3Ha4eHHS “‘en” — aHTJIOMOBHHUH TEKCT.

[TapameTp HEOOOB’SI3KOBHI, BUKOPUCTOBYETHCS AOOHEHTCHKUM
By3JoM  AOOHeHTa-HajaBaya mociayr/AOOHeHTa—Ha aBayva
MOCITYT 31 CTeNialbHUM CTaTyCOM Y BHITJIKY SIKIIIO KOPUCTyBad
obupae Ge3nocepeHO0 HAa HOTO MOPTATi MOCITYT aHTJIOMOBHHMA
BeOiHTep(delic 3 METOI MOJANBIIOTO CIPSMYBAHHS ILHOTO
KOpHCTyBaya Ha aHTJIOMOBHY Bepciio (opMHU aBTOpH3allii Ha
cTopoHi AGoHeHTa-1neHTudIKaTopa.

Sxuio 3 60Ky aboOHEHTChKOTO By3lia AOOHEHTa-1AeHTUiKaTOpa
HEMa€e MIATPUMKA MOBHHUX Bepcid, ¢opMa aBTOpH3allil
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KOpUCTYBada, II0 3aMOBYYBAHHIO, MAaTUME€  BUKIIIOYHO
YKpalHOMOBHUU TEKCT.

VY pasi ycnimHoi 6ararodakTopHoi aBTeHTU(DIKaIli KOpUcTyBaua AOOHEHTOM-
imeHTudikaTopoM aOOHEHTCHKUH By301 AOOHEHTa-imeHTH(dikaTopa 3I1MCHIOE
nepeagpecaniro  KopuctyBada g0 lLleHTpanmpHOro By3na i3 KOJOM aBTOpH3aIlii
(authorization_code) na mapametp callback_url.

[Tpukian CTpyKTypH 3alMTy 3 KOAOM aBTOpm3alii (authorization_code) Big
a0OHEHTCHKOTO By3Jia AOOHEeHTa-11eHTrdIKaTopa 10 L{enTpanbHoro By3na:

curl -X GET "https://id.bank.gov.ua/v1/bank/oauth2/callback/code?
code=authorization_code&
state=state"

IHapameTtp \ Onuc

callback_url | Bebanpeca [{enTpamsHOTO BYy3J1a —
https://id.bank.gov.ua/vl/bank/oauth?/callback/code na sy
a0OHEHTCHKUN  By30s AOOHEHTa-iIeHTU(IKaTOpa MiCs

ycminHoi 6ararodakTopHoi aBTeHTHdIKAIT 3A1HCHIOBAaTUME
nepeagpecaliio  KOpUCTyBada 13 KOJOM  aBTOpH3arlii
(authorization_code).

code Kon  amropmsamii  (authorization_code) — yHnikanbHui
iaeHTudikaTop, SKkui (GOpPMYyeTbCS Ha CTOPOHI By3Ja
AoOoHeHTa-inenTudikatopa. Yac aii koay no 60 cexyna. He
oinbine 50 3HaKIB.

state byne BkaszaHO 3Ha4Ye€HHsS MapameTpy, SKE IepelaB

LenTpansauii By301 y nepmomy GET-3anuri.

MoxJIuBi MOMWIKHA
Ao Ha JaHOMY eTami KOpPHCTyBaya He BAAlocid aBTEHTU(IKYBATH Ha
cTopoHi AOoHEHTa-ieHTu(diIKaTopa ado cTajacs sKach iHIIA MOMUJIKA, TO TPUIUHA
MOMMJIKUA Ma€ BiAOOpaxkaThcs KOPUCTYBauy Ha CTOpOHI AOOHEeHTa-iIeHTudikaropa i
y TaKOMY pasi mepeaipecoByBaTH KoprcTyBada /10 L{eHTpaipHOro By3ia He MoTpiOHO.

2.2.2. 3anut LlenTpanabHoro By3ia ao
a00HEHTCHKOrO0 By3Jjia AOOHeHTa-ileHTH(iKkaTOpa HA OTPUMAHHS
Kkoay nocrymy (access_token) meromom POST (apyruii eram)

[Ticns orpumanHs koxy aBropm3amii (authorization_code) IlenTpambHuit
BY30JI BUKOHYE 3aITUT HAa OTPUMAaHHSI KOy TOCTyIy (access_token).


https://id.bank.gov.ua/v1/bank/oauth2/callback/code
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[Mpuxnan ctpykrypu 3amuty Bif LleHTpanbHOrO By3ia 10 abOOHEHTCHKOTO
By371a AGOHEHTa-1IeHTHu(diKaTopa:

curl -X POST "https://bank.example.com.ua/v1/bank/oauth2/token"
-H "Content-Type: application/x-www-form-urlencoded"
-d "grant_type=authorization_code&
client_id=client_id&
client_secret=client_secret&
code=authorization_code"

IHapametp Onmuc

grant_type 3HaudeHHs MOBUHHO OyTH “authorization_code”.

client_id, Inentudikatopu aOOHEHTCHKOTO By3J1a AGoHeHTa-
client_secret |ineHTudikaTopa oTpuMaHi NpH MmigKIFOUYeHH] (1. 2.2.).
code 3HaveHHs Koy aBTopu3aiiii (authorization code), orpumanoro
Bil AOoHeHTa-ineHTu(IKaTopa Ha MOMEPEeIHHOMY KpOIIl
(m.2.2.1.).

Otpumanuii  konx jgoctymy (access_token) woxe Oytu
BUKOPUCTAHHUN TiJIbKU OJTUH pa3.

VY BianoBiab a0OHEHTCHKUW BY3071 AOOHEHTa-ieHTHU(dIKATOpa HAIA€ KOJ
noctyny B Tim (body) 3anury y Json-gpopmari.

[lpuknang CTpyKTypw  BiAMOBiAI  aOOHEHTCHKOTO  By3na  AOOHEHTa-
1meHTrdIKaTOpa Ha 3aMUT KOy MOCTYyIy BiJ L{eHTpanbHOTrO By3a:

HTTP/1.1 200 OK
Content-Type: application/json

{ nm.on

"token_type": "bearer",

"access_token": "access token",
"expires_in": 120

}

ITapameTtp Omnuc

token_type 3HaueHHs MOBUHHO OyTH “bearer”.

access_token | 3nauenns koxy moctymy. He 6inbmre 50 3HaKiB.

expires_in TepMiH il koxy mocTyny (3Ha4eHHS B CeKyHIax ). [loBuHEH
Matu 3HaueHHs 120.
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MosxauBi NOMHIKH
Y pa3i BUHUKHEHHS TIOMHUJIOK OOpOOJEHHS 3amuTy PEKOMEHAYETHCS
opieHtyBatucs Ha criucok koaiB ctany HTTP. Takox y Tini (body) Binmosini y Json-
dopmati moTpiOHO TmTepedaBaTH MapaMeTpH 13 3HAYCHHSIMH TOMMIIKH, MIO
CHPUYHMHWIM BiTMOBY.
[Mpuknax tina (body) BiamoBiai 3 MOMUIKOIO:

{
"error"; "invalid_grant",
"error_description": "Invalid authorizathion code",
"code™: "2d6f2318cb06cc2c97d948deb9799d608f1d5¢c97*
¥
IMapamerp Onuc
error OnuH 13 BU3HAYCHWX KOJMIB MOMHWJIKM 3TiAHO crerudikarii
OAuth 2.0 (https://tools.ietf.org/html/rfc6749#section-5.2).
3okpema:
invalid_client—y 3aInTi HEKOPEKTHO BKa3aHi
11eHTUhIKaATOpU a0OHEHTCHKOTO BYy3JIa

(client_id/client_secret);

invalid_request — y 3aruTi Hemae 000B’I3KOBHX OJHOTO 200
JIEKUTBKOX TTapaMeTpiB;

invalid_grant — HekopekTHHI KOJT aBTOpH3AIlii
(authorization code) abo TepmiH nii KOAy aBTOpH3aIii
3aBEPIIUBCS;

repeat_request — moBTOpHHII 3anmUT Ha KOA JAOCTYIY
(access_token);

Server_error —3amurt 1mo BKa3aHOMY KOJy aBTOpHU3allii HE
3HaleHo a0o 1HIIa MOMMWIKAa MPU O0poOIl 3amUTy HA KOJ

JOCTYITy.
error_description | TekcTOBU OMUC MOMIJIKH, I€TaIi3allis AJIsl pO3POOHHKIB.

code IIeBHE 3HAYCHHS (Hampukia, KOJI aBTOpHU3aIlii
(authorization_code) a0o iHIIe TeXHIYHE 3HAYCHHS), SKE
MO’KE JIOMMOMOT'TH BU3HAYNTH IPUYUHY TTOMHIIKH.

2.3. IIpouenypa oTpuMaHHS JAHUX KOPHCTYBa4ya

Jlis oTpuMaHHS JaHUX KOpPHUCTyBaya aOOHEHTChKHM By301 AOOHEHTa-
HajaBayva nociayr/AOGoHeHTa—HaaaBava MoCayr 31 CIeliaJbHUM CTaTyCOM 3iHCHIOE
3anuT Ha jaHi a0 llentpansHoro Byszna (m. 2.3.1.). llenTpansHuii By30s1 311MCHIOE


https://tools.ietf.org/html/rfc6749#section-5.2
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3amuT Ha BeOampecy (data_api_url n.2.2.) aboHeHTChKOro By3Ja AOOHCHTA-

imerTudikatopa (n. 2.3.2.). Haganus gaHux kopucTyBada BiIOYBA€THCS Ha MiICTaBI

Koy moctymy (access_token) ra kBamidikoBaHoro ceprudikary mudpyBanHs (Cert).
Kox noctymy nepenaerbes B 3aronoBky (headers) 3amuTy Ha qaHi y BUTIISIIL

Authorization: "Bearer access_token"

Ceprudikar mmppyBanHs AOOHEHTa-HajaBada mociryr/AOOHEeHTa—Ha1aBava
MOCJIYT 31 CIEUIaIbHUM CTAaTycoM TiepenaeTbcs B Tull 3anuty (body) y 3HadeHHI
Kiroua ""cert”.

3nauenna/Kiaou Onuc

access_token Otpumane 3Ha4eHHs Koxy noctymy (. 2.1.2. Tamn. 2.2.2.).

cert Koy y 3HaueHHI SKOTO TepenaeTbest KBamigikoBaHUI
ceprudikar muppyBaHHS AOoHeHTa-Ha/1aBaya
nocinyr/AOOHEeHTa—HajgaBaya IOCAYyr 31  CIEHiaJbHUM
cratycoM. Ilepemaetrbcst y dopmati DER 3akomoBanoro B
BASEGA4.

2.3.1. 3anuT Ha nami
Bi/l a00HEHTCHKOI0 By3Jia AOOHEHTa-HAJaBa4ya NoCcJayr/AOOHeHTa—HaJaBay4a
MOCJIYT 3i ceniaJIbHUM CTATYCOM

[lepenik HEOOXiAHMX KIIIOUIB (JAaHUX) N0 KOpPUCTyBady (HOPMYETHCS
[{eHTpaapHUM BY3JI0M, Y BIAMOBITHOCTI O 3Ha4YeHHS mnapamerpa dataset, mpu
orpumanHi mepmoro GET-zamuty (m. 2.1.1.). Omxe, aOOHEHTCHKHI BY301
AOoHeHTa-HaiaBaya nociayr/ AGOHeHTa—HagaBava MmociyT 31 CHeIiaIbHUM CTaTyCOM
MOBUHEH TepefaTd B TUIl 3alMUTy Ha JaHl TUIbKU KBamidikoBaHUM cepTudikat
mUppyBaHHS.

[Tpuxnan 3anuTy Ha AaHi:

curl -X POST https://id.bank.gov.ua/vl/bank/resource/client
-H "Content-Type: application/json™ -H "Authorization: Bearer access_token"
-d '{ "cert":"Encode to base64 format" }'

2.3.2. 3anut Ha nami
10 a00HEHTCHKOI0 BY3/1a AOOHeHTa-ineHTHPiKaTOpa

3anuT Ha JaHi Big aOOHEHTCHKOro By3jda AOOHEHTa-HajgaBada mociayr/
AOoOHEHTa—Ha/aBaya TOCIYr 31 CHEIIaIbHUM CTaTycoM Oyne JIONOBHEHO
[leHTpaqbHUM BY3JI0M TEPEIIKOM KIIOYiB, SKi BIANOBIAAIOTH OOpaHOMY HOMEpY
HAOOPY JaHMX BIATOBIIHO 0 HOMEpPY CTaHAapTH30BaHOro Habopy (dataset), mio
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Oyno Bkazano B GET-3anwmri (1. 2.1.1.), kimrouamu 1 3HaueHHssMu memberld, sidBi
Ta OyJie HampaBJIeHO J0 a00OHEHTCHKOTO By3iia AOOHEHTa-11eHTudikaropa.

Tepmin ouikyBaHHs BiAmoBial LlenTpambHUM By3noM Big AOOHEHTa-
imeHTudikaTopa Ha 3anUT JaHUX cTaHOBUTUME 30 CEKYH]I.

[Ipuxnan 3anuTy Ha AaHi 10 AGOHEHTa-1AeHTH]IKaTOpa:

curl -X POST https://example.bank.com.ua/vl/bank/data
-H "Content-Type: application/json" -H "Authorization: Bearer access_token"
-d '{"type": "physical”,

"cert": "Encode to base64 format",
"sidBi": "someSessionGuid",
"memberld": "0212345678",
“fields": [
"firstName", "middleName", "lastName",
"phone”, "inn", "clld", "clldText", "dateOfBirth", "sex"

]

’addresses”: [
{"type": "factual", "fields":[

"country", "state", "area",

1}

documents": [

{"type": "passport”, "fields":[

"series", "number",

"Issue", "datelssue", "issueCountrylso2"

1}
]

city", "street", "houseNo", "flatNo"

]

y

2.3.3. Bumoru mo/0 nepeaadi AooHeHTOM-iieHTUIKATOPOM
JaHUX KOPUCTYBa4a, sik KiaieHTa banky

JlaHi kiieHTa, iepeaadi yepes LlenTpanbHuii By30J1 y BiAMOBII1 Bl AGOHEHTa-
i1eHTU(iKaTopa BBAKAKOTHCS TAKUMH, 110 BIAMOBIAAI0OTh BUMOTaM IIi€l crierudikarii
y BUMAIKY JOTPUMAHHS BHUMOT, BCTAHOBJIGHHX IUM MiANMyHKTOM Ta JlomaTtkom 1
Cnenudikarii.

VY pa3i He gorpuMaHHs AOOHEHTOM-1ICHTH(IKATOPOM BHUMOT, BHU3HAYEHUX
1M miamyHkToM Ta Jlomatkom 1 Crientnikariii B yacTrHiI 3a1T0BHEHHS 000B’ I3KOBUX
KJIIOYIB, 110 MICTATHCA B €JIEKTPOHHOMY 3alMTI Ha 1eHTU(IKALIIO0, €JIeKTPOHHE
NiATBEp/UKCHHS 11eHTudikamii Moxe OyTH ockapkeHe AOOHEHTOM-Ha/laBaueM
NOCIYr Ta BU3HAaHE TaKUM, IO HE miajsarae tapudikamii 3a MiKaOOHEHTCHKHUMHU
tapudamu. JlaHi KIi€HTa 3a KJIIOYaMU, SKI HE MO3HA4YeHI B MM crenudikarii sk
000B’S13KOBI JI0 3alIOBHEHHSI, HE MOXKYTh OYTH MPEAMETOM OCKap KEHHSI.
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AbGoneHT-11eHTU]iKaTOp 3000B’I3aHUI MepeaTH AaHl KIi€HTa 3a KI0YaMH,
IO MICTITBhCS B EJIEKTPOHHOMY 3alWTi Ha ideHTH]ikaniio AOOHEHTa-HajaBaya
TOCITYT.

Sxmo maHi Kie€HTa 3a KITF0YaMu BiICYTHI B AOOHEHTa-11eHTudikaropa, To BiH
3000B’s13aHMI TIEpelaTd 3HAUYCHHS «n/a» y CBOiM BIiAMOBIAI (3aCTOCOBYETHCS [0
KJIFOUIB B 3HAYEHHSX SIKUX J03BOJICHO TIEpE/IaBaTH «n/a).

AOGoHeHTy-17IeHTU(]IKaTOpy 3a00pPOHSETHCA TEpe/laBaTH JaHl TUX KIIEHTIB,
o0 sSKkux y AOGoHeHTa-11eHTudikaTopa € mijacTaBu JJIs 3A1MCHEHHS 3aXO0/IIB 11010
aktyamizamii iX gaHux. AOOHEHT-1IeHTHdIKATOp 3000B’sI3aHMM  31MCHIOBATH
poleypy aKTyati3alii TaHUX PO KIIEHTIB Y MOPSIIKY Ta CTPOKH, SIKI BCTAHOBJICHI
3aKOHOJJABCTBOM 3 IMHTaHb (DIHAHCOBOTO MOHITOPUHTY. Y pasi HeoOX1JHOCTI
3MIMCHEHHS aKTyami3zamii JnaHux, AOOHEHT-iAeHTU(IKaTOp Mae NpoiHGopMyBaTH
KOpPUCTyBaua IIOJAO0 TAaKOi HEOOXIAHOCTI BIJIMOBIAHUM IIOBIJIOMJICHHSIM TIiJT 4ac
3IICHEHHS poueAypHu 0araropakTOpHOi aBTEHTU(IKALI].

Skmo y ckianmi oOpaHoro AOOHEHTOM-HanaBadeM HOCTyr/AGOHEHTOM—
HaJlaBa4yeM IMOCYT 31 CHEeliaIbHUM CTaTyCOM HOMEp1 CTaHJapTU30BaHOTO HAbOpPy €
kimou  "documents", AOOHEHT-iIeHTHU(IKATOp 3000B’sI3aHUN TEpenaTd JaHl [0
KIJIIEHTY JIMIIE 32 aKTyaJlbHUM(M) TOKYMEHTOM(aMH1) Ta HE MEHIIE HIXK 3a OJTHUM 13
JOKYMEHTIB: TaclopT rpomajasHuHa Ykpainu (3paska 1994 poxy) (“passport™),
nacropt rpomansauHa Ykpainu (ID-kaprtka) (“IDcard"), macmopt rpomMajsHHHA
Ykpaiuu 171 Buizy 3a kopaoH (“ipassport"), iHIIHHA TOKYMEHT, 110 TOCBIIYYE 0CO0Y
Ta BIJMOBIAHO JO 3aKOHOJABCTBA YKpaiHU MOKe OyTH BUKOPUCTAHUN HA TEPUTOPIT
VYkpainu Ui yKIaJeHHS MPaBOYMHIB, B TOMY YHCII 1 HAI[IOHAJBHUWA TACHOpT
1HO3eMIle abo JoKyMmeHT, 1o Horo 3amidioe ("ident"). Imdopmamis Hagana
AOGOHEHTOM-1JIeHTU()IKATOPOM y BIAMOBIAHOCTI JJO IIUX BUMOT, BBOXKAETHCS TAKOIO,
110 HajJiaHa B TOBHOMY 0O0CsI31 BIANOBIAHO A0 BUMOT Li€i cnenudikamnii. AOOHEHTY-
11eHTU(IKaTOpy 3a00pOHSIETHCS TEpeaBaTH JaHl TUX KIIEHTIB, SKI OyJaud HHUM
11eHTH(1KOBaHI Ta Bepu(PiKOBaHI Ha MICTaBI1 JUIIE CBIAOLTBA PO HAPOIKEHHS.

Axmio BiAnoBiasr AGoHeHTa-1IeHTh(iKaTopa 3a KitoueM "documents" MICTUTH
OJTHOYACHO JIaHi 3a aKTyaJbHUM JIOKYMEHTOM Ta HEAaKTyaJlbHUM JIOKYMEHTOM, a0o
MICTHUTB JIUIIIE JJaH1 CBIIOIITBA PO HAPOKEHHS, TO TaKE CJICKTPOHHE IMIITBEPI>KCHHS
1meHTrdiKarii BBaXKaEThCS TAKKUM, 10 HE BIJMOBIa€ BUMOTaM ITi€i crierudikartii.

AOGoHeHTy-11eHTu(dIKATOpYy 3a00pOHSETHCS TEepenaBaTH JlaHI 3a 3alUuTOM
AboHeHTa-Ha1aBaua nociyr/ AOOHeHTa—HajaBava Mmociyr 3i ClelialbHUM CTaTyCOM
HAa OTPUMAaHHS JaHUX KJII€HTa 3a JIOKYMEHTOM 3 MAacHBY THIIIB JOKYMEHTIB Ta
PEKBI3UTIB, IO TNOCBIAYYIOTH 0co0y (kmou "documents") sKkmo Ha JeHBb
HAJIXOHKCHHS TaKOTO 3aMUTY Y IbOTO JOKYMEHTA 3aKIHUUBCS TEPMIH i, TOOTO JaTa
(TepMiH mii), sika Oyne 3a3HaueHa AOOHEHTOM-1JIEHTU(DIKATOPOM Yy 3HAUCHHI KJTF04a
"dateExpiration" He MOke OyTH MEHIIIO0 (OB PAHHBOIO), HIXK Ta, B Ky HAIIMIIIOB
CJICKTPOHHMIA 3amuT Bifi AOOHEeHTa-HagaBaya nociayr/AGoHeHTa-HaaaBaya MoCiyT 3i
CHellaJJbHUM CTaTycoM (HE 3aCTOCOBYETbCS JJisi BHUIAJKIB, BU3HAYEHUX
3aKOHOJABCTBOM 3 ITUTaHb (PIHAHCOBOIO MOHITOPUHTY Ha MEPi0J1 i1 BOEHHOTO CTaHY,
KOJIM BHUKOPUCTAHHSI JOKYMEHTIB, CTPOK [1i SIKMX 3aBEpIIMBCS, JT03BOJEHO IS
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HAJaHHA TIOCHYr Cy0’€KTaMH TEPBHUHHOTO (PIHAHCOBOTO MOHITOPUHTY Ta/abo
BCTAHOBJICHHS HUMH JI1JIOBUX BiJHOCHH).

Skmo y ckmami oOpaHoro AOOHEHTOM-HajgaBadeM 1ociryr/ AGOHEHTOM—
HaJ[aBa4eM IMOCIYT 31 CIEMiaIbHUM CTaTyCOM HOMEPI CTaHAapTHU30BAaHOTO HAOOPY €
ko4 "phone", AOoHEHT-ieHTH(IKaTOp 3000B’sI3aHUN MEpenaTd KOPEKTHUM
HOMep (M) KOHTAKTHOTO TeJle(POHY KIIIEHTA, III0 BUKOPUCTOBYETHCS OAHKOM, 30KpeMa,
3 METOIO ITPOBEJICHHS MOT0 aBTeHTHU]IKAIT].

AOoHeHTy-17IeHTUdiKaTopy 3a00pOHSETHCA TMeEpelaBaTH JaHl 3a 3aluTOM
AGoHeHTa-HataBava mocayr/ AGOHEeHTa—HaaBava MmoCayr 31 ClemiabHUM CTaTyCOM
Ha OTPMMAaHHS JIaHUX KJI€HTa-MaJIOIITHROI 0cOOU (IITH, SIKI HE JocsTiu 14 pokiB).

Skmo y ckiaami obpaHoro AOoHEHTOM-HagaBaueM MocCiIyr/AOOHESHTOM-
HaJlaBayeM IMOCIYT 31 CHeliaIbHUM CTaTyCOM HOMEpI CTaHAapTHU30BaHOrO HAOOPY €
ko4 "addresses", AOOHEHT-11eHTU(IKATOP 30008’ AI3aHUI IEpeJaTH 1aHl HE MEHILIE
HDXK 3a OJTHUM TUIIOM ajipecu: (hakTuyHa ajpeca (Mmicie nepedyBanHs) Ta/abo aapeca
peectpanii (Miclie MpoKUBaHHS)). SIKIIO y BiAmoBigl AOoHEHTa-11eHTU(IKATOpa
HaJaHo 1H(OpMAaLi0 32 OJTHUM TUIIOM aJpecH, TO Taka 1H(opmalis € HaJaHOIO B
MOBHOMY 00cs31 Ta He MoxXe OyTh ockapkeHa AOOHEHTOM-HajJaBayeM
nocayr/ AGOHEeHTa—Ha1aBava Mmociyr 31 CIeliaTbHAM CTaTyCOM.

3nauenns kmouiB “workPlace” Ta “position” 3amoBHIOIOTHCS AOOHEHTOM-
i7IeHTU(IKATOPOM BHKIIFOUHO Ha 3amuT OaHKiB, 3apeecTpoBanux y Cuctemi BankID
HBY y craryci AGoHeHTiB-HamaBauiB mnociayr/ AOOHEHTIB-HaJaBaviB MOCIYT 3i
CHeIliaJIbHUM CTaTyCOM Ta MOXYTh OyTH BHUKOpPUCTaHI TakuMu AOOHEHTaMH-
HaJaBayaMu TIOCIAYr BUKIIOUHO [IJIi HaJaHHs (IHAHCOBUX TOCIyr Oe3 mpasa
nepeaaBaHHs X TPETIM oco0aMm.

AOGoneHnT-inenTudikarop Ta AOGOHEHT-HaJaBay MOCIYT, IKUH € KOMEPI[iHHUM
AOoHeHTOM, 3000B’s13aH1 3a0e3neunTy 30epiraHHs B €JIEKTPOHHOMY BHUIJISIAI HE
MEHIIE T’SITU POKIB MICJA MPUIIMHEHHS JIUIOBUX BIJHOCHH 13 KOPHUCTyBayeM abo
3aBEpIICHHS pa30BOi oOmepallii/HalaHHsl TOCAyrd 0€3 BCTAaHOBJEHHS JIJIOBUX
BIJIHOCUH 13 KOPHUCTYBaueM, IIOJ0 AKOTro abOHEHTOM Oylio oTpuMaHe abo HajaHe
€JICKTPOHHE MIATBEPKEHHS 1AeHTU(IKALIIT, 111 MOKIIMBOCTI BUPIIIEHHS CIIOPIB MIXK
aboHeHTaMH Ta/ab0 a0OHEHTOM Ta KOPUCTYBAYEM WIOJI0 YCHIMIHUX EIEKTPOHHUX
I1ITBEPKCHB 11eHTU(DIKAITII:

1) enexTpoOHHUU 3amUT Ha 1MEHTU(]IKAIIID Ta EJIEKTPOHHE TMiATBEPKCHHS
1meHTUdIKaIii KopucTyBaua, 37iicHeHux 13 Bukopucranusam Cuctemu BankID HBY;

2) iudopmarii (TEXHIYHUX MMapaMeTpiB, sKI JAlOTh 3MOTY 17eHTHU(IKYBATH
CJICKTPOHHUIN 3aMUT Ha 1IeHTU(]IKaIi0/eJIeKTPOHHE MIATBEPKEHHS 11eHTU(IKAIIT
Ta QakT iX MPOXOKEHHS MK Cy0’€KTaMH) TpO MepejaBaHHs J0 Ta OTPUMAHHS BiJ
[lentpanmproro By3na Cucremu BankID HBY enexkrponnoro 3amuty Ha
171eHTU(PiKaIliI0 Ta eIEKTPOHHOTO MATBEPKEHHS 17IeHTU(IKAITii.

AOOHEHT-Ha/laBa4y TIOCAYr 31 CIeliaIbHUM CTaTyCOM Ta HEKOMEepLIMHUN
AOOHEHT-Ha/laBa4y MOCIYT 3000B’s3aH1 3a0e3MeunTH 30epiraHHs B €JIEKTPOHHOMY
BUIJISA/II 3HAUEHb Takux KitouiB Enextponnoi anket ([logarok 1), sk igeHTH(IKATOP
cecli Ta yHIKaJIbHUH 11eHTU(iKaTOp aboHeHTChKoro By3ia B Cuctemi BankID HBY,
Ta iHImoi 1HQopMarllii (TEeXHIYHUX MapaMeTpiB, sIKI JAAlOTh 3MOTY 11eHTU(IKYBaTH



28

CJICKTPOHHUN 3alHUT HA 11eHTU(IKAIIIO/EIeKTPOHHE MiATBEPAKEHHS 1eHTH (1K
Ta (aKT iX TPOXOHKEHHS MIKCYO €KTaMH) HE MEHINE ITSTH POKIB 13 JaTh
1HIIIFOBaHHSI €IEKTPOHHOTO 3aIMUTy Ha 1MeHTU(IKALII0/HAIXOHDKEHHS €IEKTPOHHOTO
MiATBEPKCHHS 11eHTU]iKaIii, mpo:

1) mepenaBaHHsl €JIEKTPOHHOIO 3alUTy HA IAEHTH(IKAIIIO [0 Ta OTPUMAHHS
CJIEKTPOHHOTO MiATBepKeHHs 1neHTudikamii Big LlenTpansHoro Bys3na Cucremu
BankID HBY;

2) OTpUMaHHsI €JIEKTPOHHOTrO 3aIlUTy Ha 1AeHTU(IKAII0 BiJl Ta MEpeaaBaHHS
CJICKTPOHHOTO MATBEP/DKCHHS 1IeHTH(IKAIlIT 10 KOHTpareHTiB AOOHEHTa-HaaBavya
MOCJIYT 31 CHEIliaTbHUM cTaTycoM (11711 AOOHEHTIB-HAa/1aBayiB MOCIYT 31 CHEIlaJIbHUM
CTaTyCcoM).

2.3.4. BinnoBiab 3 JTaHUMH KOpPUCTyBaya

AOOHEHT-1IeHTHU(PIKATOP 3000B’SI3aHUK MEPEBIPUTH YU BIANOBIAAE KOA
€IPIIOY, nananuii y cepTudikaTi 3amuTyBaya TOMY, LI0 3a3HAYEHUN Yy KIIIOUl
memberld (nmepmri 8-tudp). Y BUmMagKy HEBIAMOBIAHOCTI BiJJaBaTH MOMUJIKY Ha
3aITAT 3 OMKMCOM NMPUYMHHM (3HA4YeHHS noMuiaky “invalid_edrpou” — neranbpHiie y
MPUKIIAAaX MOXKIIUBUX TOMUIIOK).

Hani AGonenT-inentudikatop ¢opmye B cranmapti komyBanHs UTF-8 y
dbopmarti JSON-00’€KTy, HATTPUKIIA:

{
"type": "physical”,
"inn"; "112233445566",
"sex": "M",
"email": "geraschenko@gmail.com",
"dateOfBirth™: "20.01.1953",
"firstName": "I[IETPO",
"lastName": "T'EPAIIIEHKO",
"middleName": "IBAHOBH1Y",
"phone™: "380961234511",
"clid": "6299E05EC5D568733C14CCEF9C975DD3",
"clIdText": "Indopmariist Hanana 3 BukopuctanusiM Cucremu BankID HBY

25.12.2017 19:40",

n.n

"socStatus": "mencionep",
"“flagPEP": "0",
"“flagPersonTerror*: "1",
"flagRestriction™: "0",
“flagTopLevelRisk": "1",
"uaResident™: "1",
"identificationDate": "20.01.2025",
"addresses": [{

"type": "factual”,
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"country": "UA",
"state": "BOJINMHCBKA",
"city": "KiBepmi",
"street": "He3anexnocTi",
"houseNo": "62",
“flatNo": "12"

H

"documents™:[{
"type": "passport”,
"series": "AA",
"number": "222333",
"1ssue": "KiBepiiscbkum PO YMB/JT",

"datelssue": "15.03.1999"

3]

Bkazanuii  Json-00’€KT TIANUCYEThCS  KBaMi()IKOBAHOIO  E€JIEKTPOHHOIO
nevyaTkoro AOoHeHTa-ieHTrdIKaTopa 1 MUudPyeThCs 32 AITOPUTMOM BU3HAYEHUM Y
JCTY I'OCT 28147-2009. llludpyBaHHs MIAMMCAHUX TaHUX BiAOYBa€THCA 3T1THO 3
BUMOTramMu 110 (GopMaTriB KpUNTOrpaiyHUX TMOBIJOMIIEHb, BHU3HAUYCHUX HAKa30M
Anminictparii [epxaBHoi cimy>k0M cHeriaabHOTO 3B S3KY Ta 3aXHCTy iHdopmarii
VYkpainu BIJI 27.10.2020 No 687 (mam — Bumorn)
https://zakon.rada.gov.ua/laws/show/z1272-20#n8.  V3romkeHHs  KIIOYIB  3a
3aMOBYYBAHHSIM 3JIHCHIOETHCS 3 BUKOPHCTAHHSIM CTAaTHYHOTO MeXaHi3My. SIKIio
napaMeTpu KpuntorpaiuHoro ajJropuTMy CTaTHUYHOI KJIFOYOBOI Mapy BiANpPaBHUKA
HE €KBIBJICHTHI MapaMmeTpaM KpUNTOrpadiyHOro ajJropuTMy CTATUYHOI KIFOYOBOL
napu oJiep>KyBaua, TOBUHEH 3/I1MCHIOBATUCS TEPEX1JT 0 3aCTOCYBaHHS JUHAMIYHOTO
MEXaHI3My Y3TOJKEHHsI KJIIOUiB. 3acCO0M KpuUNTOrpadidHOro 3axucty iHdopmarlii
BIJIIPAaBHUKA Ta OJep>KyBada MOBMHHI MIATPUMYBATH KPUOTOrpadiyHi aaropuTMH,
BU3HaueHI BuMmoramu.

[linnucanuii Ta 3ammdpoBanuii 00’eKT HopmMyeTbes y BUTISAAI TU(PPOBOTO
KOHBepTa 3riHo 3 BuMoramu 1 mepenaerscs y BiAmoBiai Json-o0’ekTa B 3HAYCHHI
kiroda "customerCrypto”.

[Tpuknam BiamOBIII:

HTTP/1.1 200 OK
Content-Type: application/json
{
"state": "ok",
"cert™:
"MIIGUDCCBfigAWIBAgIUW2PYg3XZIBgEAAAALJOAALKVAAAWDQYL
KoYKAQEBAQEDAQEwgcMxFJAUBgNVBAOM (part of the base64 example)",
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"customerCrypto":
"MIldhwYJKoZIhveNAQcDolldeDCCHXQCAQIxggHtoYIB6QIBA6BOoUww
DwYLKoYKAQEBAQEDAQEFAAMS5AAQ2rSxwh/DU/XDVLIfRCrT5QwWOKUR
[IXRILPgnVBktnOUTXnadY QRUNV1IXT2BRRFY (part of the base64 example)"

}

Onuc

cert

KamidikoBanmii  ceptudikar mmdpyBanHs AOOHEHTa-
imeHTudikatopa.
[lepenaernes y hopmati DER 3akonoBanoro B BASE64.

customerCrypto

[MudpoBmii KOHBEpT, IO MICTUTh 3alIU(pPOBaHI JaHI
KOpHCTyBaya, Ha sKI HaKJIAJCHO KBaJi(iKOBaHy €IEKTPOHHY
nevyatky banky Ta 3akomoBano B BASEG4.

OtpumaHa BiAMOBiAb Bix abOHEHTCHKOTO By3lia AOOHEHTa-imeHTH(diIKaTopa
JOTIOBHIOEThCS LleHTpambHUM BY3JI0M Kiro4amu/3HadueHHsMu Memberld, sidBi i
IIepPEHAIPABIISIETHCS A00OHEHTCHKOMY BY31ly AOOHEHTa-HaaBava rmociryr/AOoOHeHTa—
HajlaBava MoCyT 31 CIEMiaIbHAM CTaTyCOM.

MoKJIUBI MOMUJIKH

Y pa3i BUHUKHEHHS TMOMWIOK OOpOOJICHHS 3alUTy PEKOMEHAYEThCS
opieHTyBaTucs Ha cnucok koniB crany HTTP. Skmo cran 3anuty gopiBaioe 200, To
HEOOX1THO MEePEeBIPSATH TUIO 3anmuTy (JIOT1YHA MOMUIIKA), B 1HIIIOMY BHUIIAJIKy — II€
TeXHIYHa moMuika. [lapamerpu 31 3HAYCHHSIMHU TOMUJIKH repeaaroThest B Tl (body)
3anuty y Json-popmari.

[Tpukian moMuIKu:

{

“error”: "invalid_must_key",
"error_description": "Ha saib, y Hac HemMa€e BCiX HEOOXITHUX JAHHUX I[bOTO
KJieHTa. BijncyTHs dakThuHa agpeca npokuBaHHS. ",

"code": "CL003"

}

Onuc

error

ITomunkw, 110 BU3HAYAIOTHCS AbOoHeHTaMu-
1meHTudikatopaMu:

invalid_request —y 3amuTi Ha OTpPHMaHHS [aHHX HEMae
000B’SI3KOBUX 3HAY€Hb OJHOTO ab0 MEKIIbKOX IapaMeTpiB
a00 HEKOPEKTHO 3a3HAYCHI KJIIOYl;
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invalid_token — HekopekTHHIT KoJ mocTymy (access_token)
a00 TepMiH /i1 KOy JIOCTYIy 3aBEpPIIUBCS;

invalid_cert — nmpoGiremu b qac 00poOIeHHS
kBaJi(pikoBaHOTO cepTUu(dikaTy, 30KpeMa HEKOPEKTHHIl abo
HeJICHUN cepTudikar, 1mo OyB HagaHUNW aOOHEHTCHKUM
By3J0M AOOHEHTa-HajaBada MocCiIyr/AOOHEHTa—Ha aBada
MOCHYT 31 CHEIIaIbHUM CTaTyCOM,

invalid_must_key —y AGonenTa-ineHTH(dikaropa BiICyTHS
iHboOpMaIlis Mpo KOpHCTyBadya 3a 00OB’SI3KOBUM(HM) KIIHOYEM
(kTrouamm);

invalid_acsk — BuHuK/Ia MOMHIIKA MPH B3aeMOIii AOOHEHTa-
imeHTudikatopa 3 CEepBEPOM aKPEAUTOBAHOIO IEHTPY
cepTudikalii KIrouiB,;

invalid_server — inmra momuiika npu o0po61 bankom 3anuty
Ha JaHi;

invalid_edrpou —xox  €IPIIOY  oTpuMyBavya  JaHHX
(oTpumaHoO 13 cepTu(ikaTy 3alUTy Ha JaHl) HE BIANOBIJIA€
VHIKQJIbBHOMY  17eHTU(dIKaTopy  aOOHEHTCHKOTO  BYy3Ja
AOoHeHTa-HamaBaya mociayr/AOoHeHTa-HagaBaya MOCIyr 3i
crieliajJbHUM CTaTycoM (3HaueHHs kiroda memberld).

[Tomuiiku, o BU3Ha4ar0ThCs LleHTpaibHUM BY3J10M:
invalid_request — HeKOpeKTHHI 3alUT Ha JIaHi;

invalid_token — BiacyTHi#i ab0 HEBIpHO 3a3HAYCHHH KOJ
noctymy (access_token) abo TtepmiH Al KOay dOCTYITy
3aBEPIIUBCS;

repeat_request — By3iom AOoHEHTa-Ha/TaBaya
nociayr/AGoHeHTa-HaZaBaya  MOCHYr 31  CHCHiaJbHUM
CTaTyCOM 3/IIICHEHO TTOBTOPHUI 3alUT Ha OTPUMAHHS IaHUX;
request_timeout — repmin BIJIIIOBITi AOoHeHTa-
imeHTrdIKaTopa Ha 3aNUT JaHUX 3aBEPIIUBCS;
invalid_response —y BignoBiai AOoHeHTa-i1eHTH(IKaTOpa
Ha 3alUT JaHUX HEKOPEKTHO 3a3HAa4YCHHH mapameTp (KoY
error ab6o error_description) momuiaku abo Hemae Tina
(body) a6o Ti0 BignoBial HE y JSON-opmari;

invalid_server —nmomunka mnpu 00poOIli  IEHTPAITEHUM
BY3JIOM 3alUTy Ha JaHi.

error_description

TekcToBUI ONUC MOMUJIKH IEP>KaBHOK MOBOIO.
Hanpuknan:
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«Ha xanp, y Hac Hemae BCIX HEOOXITHUX IaHHUX I[OTO
KITeHTa: **mepemk™®*y;

«BisicyTHIM 000B’I3KOBHM KITIOU/KTI0U1: **mepemik™*y;
«Ceprudikat HeINCHUID;

«Ceptudikar He HaICKUTh AOOHEHTY»;

«Bignosias Bix OCSP cepBepa He 0TpUMaHO. **Ha3Ba EHTPY
cepTuikarii**y;

«Bunukiia mommiika ipu B3aemonii 6anky 3 OCSP cepepom
aKpeOUTOBAaHOTO ILEHTPY cepTUudIKalli KIo4viB. **Ha3Ba
HEHTPY cepTUdIKALIi™* *);

«BuHuka momwika mpu B3aeMoiii 6aHky 3 TSP cepBepom
aKpeAUTOBAHOTO IEHTPY cepTudIKalii KiIo4viB. **Ha3Ba
HEHTPY cepTUdIKaALIi™* *);

«ITomunka mnpu mnepeBipui koay €JPIIOY 3anutysaua.
[Tomunka: xox €JIPIIOY 3anuTyBaya HEe BIANOBIIAE KOIY
a0OHEHTCHKOTO By3/1a AOOHEHTa-HamaBava nociayr/AGoHeHTa
—HajiaBaya Mociyr 31 CIeIaIbHUM CTaTyCOM.

code [leBHe 3HaAueHHS, SKE€ MOXE JOMOMOITH AOOHEHTY-
11eHTUdIKATOPY JUIS aHATI3Y MPUYHUHU TTOMUJIKH.

2.4. lonaTtkoBa TexHiuHa iHdopMmaIris

Y tecroBomy cepenouiti Cuctemu BankID HBY https://testid.bank.gov.ua
(Ha mepioA TeCTyBaHHS HEOOX1IHO BUKOPUCTOBYBATH CaMe 1€ IOMEHHE 1M, Y TOMY
yucali B 3amuTi 3 KojaoMm  aBropmsaiiii  (authorization_code)) Bzaemois
[lenTpanmbHOro By3J1a 13 aOOHEHTCHKUMH By3JaMU AOOHEHTIB 3JIHCHIOETHCS
BUKJIFOYHO 3 BUKOPUCTAaHHSM YHIKQJIbHUX 1leHTU(]IKATOpiB, HamaHUX AOOHEHTY
aaminictpatopom Cuctemu BankID HBY mist rectyBanHs.

v TPOMHCIIOBOMY cepenoBuini Cucremu BankID HBY https://id.bank.gov.ua
B3aemoxis lleHTpanbHOrO By371a 13 aAOOHEHTCHKMMHU By3jdamMu AOOHCHTIB
3IACHIOETHCS. BUKIIOYHO 3 BHKOPHMCTAHHSIM TMapaMeTpiB, ki BkaszaHi y JloroBopi
npueaHands Ta client_id, client_secret, mamanux agminictparopom Cucremu
BankID HBY.

Ilepenik a0oHeHTCbKHUX BY3J1iB AOOHeHTiB-ineHTHdikaTopiB y Cucremi
BankID HBY

[Tocunanus Ha repeltik aOOHEHTChKUX BY3/1iB AOOHEHTIB-ieHTH(iKaTopiB (Y
Json-opmari): https://id.bank.gov.ua/api/banks.
[Ipuknan cTpyKTypH 10 OJHOMY 13 By3i1iB AOOHEHTa-11eHTHdIKaTopa:
{

"id": "examplebank",
"name": "bank",
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"workable": true,
"memberld": "1234567891",

"logoUrl": "assets/images/banks/examplebank.png”,
"order": 15

Koiarou Onuc

id HazBa aboHeHTCchKOTO By3na AGoHeHTa-1neHTudikaropa. Moxe
MICTATHA JITepU JaTHHUIN, Imdpu Ta gedic. 3HaYCHHS
BUKODUCTOBYETbCA  JIMIIE  TOJI, KOJIM  Iepeajpecaiis
KOpHUCTyBaua BIAOYBa€TbCsl 4Yepe3 MpsMe IOCWIAHHA [0
KoHKpeTHOro banky, a He yepe3 BeOcTopiHKy LleHTpasibHOTO
By3Ja.

name Koporka  Ha3Ba  abOOHEHTCHKOTO  By3nma  AOOHEHTa-
ineaTudikaropa B Cucremi BankID HBY. Ha3pa moxe micTuTn
JTepy KUPWIHUL, JJATUHUIN, IU(PHU Ta CrieliaabHi 3HAKH.

workable Oznaka  pobotn  aboHeHTChKOro  By3la  AOOHEHTa-
inerTudikaTopa. 3HaueHHsa boolean:

true — abOHEHTCHKUI BY30J1 MPAILIIOE;
false — poboTy a0OHEHTCHKOTO By3J1a MPU3YITUHECHO.

memberld VYHikanbHUN 171eHTH(IKATOp a00OHEHTCHKOTO By3i1a AOOHEHTa-
inentudikaropa B Cucremi BankID HBY. Cxknanaerses 3 mudp:

nepuii 8 — kox €JIPITIOY;
OCTaHHI 2 — MOPSAAKOBUNA HOMEP a0OHEHTCHKOTO BY3JIa.

logoUrl BinnocHe mnocunaHHsS Ha JOTOTUN a0OHEHTCHKOTO BY3Ja
AOoHeHTa-11eHTUdIKaTOpa PO3MIIIEHOTO0 Ha  BEOCTOpPIHII
[lenTpanbHOro By3ia.

order [TopsinkoBuii  HOMEp aOOHEHTCHKOTO By3la AOOHEHTa-
imeHTrdikaTopa Ha BeOcTopiHill L{eHTpanpHOTO By3IIa.

Ilepeaik AdonenTiB y Cucremi BankID HBY

[Tocunanus Ha nepenik AOOHEHTIB (y Json-dopmari):
https://id.bank.gov.ua/v1/api/abonents.

[lpuknan 3anuty mno 3HaueHHio €JIPIIOY  AGonenTta, Hampukian:
https://id.bank.gov.ua/vl/api/abonents/?edrpou=37508596.

[Ipukian 3aMUTy 1o 3HAYEHHIO “memberld”:—
https://id.bank.gov.ua/v1/api/abonents/3750859601.

[Ipukmnan BianmoBiai Mo 0gHOMY 13 AOOHEHTIB:



https://id.bank.gov.ua/v1/api/abonents
https://id.bank.gov.ua/v1/api/abonents/?edrpou=37508596
https://id.bank.gov.ua/v1/api/abonents/3750859601
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"name": "YcranoBa Ykpainu",
"edrpou": "12345678",
"connectDate": "01.12.2016",
"type": 0,
"categoryCode": "05",
"categoryName": "JlepxaBHa ycTtaHoBa",
"units™: [{
"type": 0,
"name"': ""KomrmuiekcHa iHdopmariiifHa cuctema',
"host": " https://kkk.gov.ua",
"memberld": "1234567891"

H
}
name Hasa A6Gonenta B Cucremi BankID HBY. Moxe wmictutu
JTepy KUPWIHUL, JJATUHUII, IU(PHU Ta crieliaabHl 3HAKU.
edrpou Kox €/IPTIOVY.

connectDate JlaTa migkmroueHHs AGonenrta 1o Cuctemu BankID HBY.

type Cratyc Abonenra B Cucremi BankID HBY:

0 — AGoHeHT-HanaBau mociyr/AOOHEHT—HaAaBay MOCIyT 3i
CIeliaJIbHUM CTaTyCcoM;

1 — AGounenT-ineHTudikaTop;

2 — AGoHeHT-inenTu(dikaTop Ta/abo  AOOHEHT-HagaBa4
nocayr/ AOOHEHT—HaJaBayd MOCIYT 31 CHEI[iaIbHUM CTATyCOM.

categoryCode | Kox kareropii AbonenTa. Ckinamgaerbes 3 nudp. Hasa xomy
kareropii B categoryName.

categoryName | Ha3pa kateropii AGoneHnTta. CKIaAaeThes 3 JiTep KUPHIULIL.

disabledType | Po6ory abGonenta B Cucremi BankID HBY tumuacoBo
3YMUHEHO Yy CTaTYyCI:

0 — AGoneHTa-HaaBava nociayr/AGoHeHTa—Ha aBaya
MOCJIYT 31 CHeIiaJbHUM CTaTyCOM;

1 — AGonenTa-inenTudikaropa;

2 — AbGonenra-inenTudikatopa Ta/abo AOOHEHTa-HaJgaBava

nocinyr/ AGOHeHTa—HaJaBaya  IOCIYr 31 CIHeliaJbHUM
CTaTyCOM.

units AbGonenTchki By3iu AdoHenTa B Cuctemi BankID HBY.

units.type Tun aboHeHTChKOTO By3/1a AOOHEHTA:!
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0 — aGoHEHTCHKUH BYy30J y craryci AOOHEHTa-HajgaBaya
nocinyr/AGOHEHTa—Ha/aBaya  MOCIYyr 31  CIeHiaJbHUM

CTaTycoMm;
1 —aGoneHntchkmii  By3o1 y  craryci  AOOHeHTa-
1meHTudikaTopa.
units.name Ha3Ba abonentcbkoro Bysna Ab6onenta B Cucremi BankID
HBY.

units.memberld | Yuikanpamii iteHTHDIKATOP A00HEHTCHKOTO By3a AGOHEHTA B
Cucremi BankID HBY. CknagaeTbes 13 3HaKIB:

nepu § — kox €/IPITOY;

OCTaHHI 2 — MOPSJAKOBUII HOMEp aO0OHEHTCHKOTO BYy3Ja
AbGoneHTa.

[ndopmariiss s AGoHeHTiB-iieHTHdIKATOPIB, sKI0 AOOHEHT Oyze
BUKOPUCTOBYBaTH OararodakTOpHy aBTEHTH(IKAII0 KII€HTA 3a JOMOMOTOIO
MOOUIBHOTO 3aCTOCYHKY OaHKy, TO JJi1 KOPEKTHOI 1eHTH]iKalii B MOOUIbHOMY
3actocyHky “/I[5” JlepxxaBHoro nianpuemctsa “J15”, He0OX11HO BUKOPUCTOBYBATH
HAJIAIITYBaHHS BIIIIOBITHO bi () crieuudikaii
https://id.bank.gov.ua/assets/docs/specification_redirect Diia-2.pdf.

3. 3axuct indopmanii B Cuctremi BankID HBY

3.1. 3araJjibHi M0JI0:KeHHS TA BUMOT'H [0 )KYPHAJIIB ayUTYy

[TepenaBanus iHdopmarrii mix A6onentamu Cuctemu BankID HBY noBunHO
3MIMCHIOBATHCA 13 32a0€3MeUeHHSIM KOH(I1ISHIIIMHOCTI Ta KOHTPOJIIO IiJTICHOCTI.

AGoneHTCchbKI By31uM AOoHeHTIB Ta lleHTpanpHUil By307 3a0€3MEUyIOTh
imeHTudikamito Ta OararodakTopHy aBTEHTHU(IKaIiI y CBOiX 1H(OPMAIIIHHO-
TEJICKOMYHIKAIIMHIX CUCTEMAaX 13 BUKOPUCTAHHSIM KPUNTOTPadiuHOTO MPOTOKOITY
TLS (Transport Layer Security), BAMOTH JI0 SKOTO HaBEJCHO HIKYE.

VY aboHeHTChKUX BY37iB AOOHEHTIB Ta LleHTpasbHOTO By3na 311HCHIOETHCS
peecTpallis NoAild nuiIxoM (GOpMyBaHHS:

- KypHaJIB ayIUTy B TEKCTOBOMY (hopmaTi 3 KOJAYBAHHSIM, L0 MiITPUMYIOTh
CUMBOJIA KUPHJINIII,

- CJICKTPOHHUX 3BITIB KypHaAIIB ayuTy 3rigHo 3 Jlogatkom 4, 3 MOMKIMBICTIO
BUKOHAHHSI BUTATIB 332 HEOOX1AHUHN TIepio.

VYci 3anucu B )KypHajgax ayAuTy MOBHHHI MICTUTH ATy, 4yac MOJIii 1 MiTKY MO/Ii.
Mitky nozii noTpiOHO 3aMUCYBATH MiJ] Yac 3aMucy Mo/Aii Ha MOYaTKy psIKa.


https://id.bank.gov.ua/assets/docs/specification_redirect_Diia-2.pdf
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[Hdopmarris mpo yci noii 3anuTy Ha eIeKTPOHHY JUCTAHIIMHY 1AeHTH(IKAIIII0
NOBUHHA BigoOpakaTucsi (rpymyBaTuCsA) B OAHOMY psAKYy ENeKTpoHHOro 3BITY
KypHany ayauty (lonatok 4).

Mitka momii ckmamaetscs 3 mpedikca «MARKY, igenTudikatopa momii,
inentudikaTopis cecii sidBi 1 state, ski po3aiAOTHCs aedicoMm.

Inentudikarop cecii sidBi — 3a3HauaeThcs B yciX MITKax TMOAIH
a0OHEHTCHKUM BY3J10M AOOHEHTOM-iieHTH(dIKaTOpoM Ta lleHTpadbHUM BY3JIOM.
AOoOHEHTOM-Ha/laBadyeM ToCITyr/AOOHEHTOM-Ha/laBadyeM TOCIyT 31 CIelialbHUM
cTaTycoM 3a3Hadaetbcsa y wMiTii moali ResponsPOST13 micist oTpuMaHHS
11eHTr(IKaTOpa B €JIEKTPOHHOMY MIATBEPKEHHI 11eHTUDIKAIT].

Inentudikarop cecii state — 3a3HavaeTbcsl y BCIX MITKax MOJIM
aOOHEHTCHKUMHU  By3lamu  AOOHEHTaMHU-HajaBayamu  nociayr/AOGOHEHTaMU-
HaJaBayaMu MOCIYT 31 cnerianbHuM crarycoMm Ta 'y Mitii noaii GET1 Llentpansuum
BY3JIOM.

[Tpuknaau MITOK MOAIN:

* MARK - GET4 - sidBi=f0db3653-c0b2-4970-aa32-c599d02462e1
(>kypHaJI ayIuTy aDOHEHTCHKOTO By3ia AOOHEHTa-11eHTU(DIKATOpa);

* MARK - GET1 - state=dfad23a3e38023526d76bbae40ade73c576afb09
(CKypHAJI ayauTy aOOHEHTCHKOTO By3la AOOHEHTa-HajaBadya mociyr/AOoHeHTa-
HaJiaBaya MmocyayT 31 CrelialbHUM CTaTyCOM);

*« MARK - ResponsPOST13 -  sidBi=f0db3653-c0b2-4970-aa32-
c599d02462el - state=dfad23a3e38023526d76bbae40ade73c576afb09 (xypHan
aynuTy aOOHEHTChKOro By3ia AOOHEHTa-HajgaBada mociayr/AOOHEHTa-HagaBavya
HOCJIYT 31 CIEIiaIbHUM CTaTyCOM);

* MARK - GET1 - sidBi=f0db3653-c0b2-4970-aa32-c599d02462el -
state=dfad23a3e38023526d76bbaec40ade73c576afb09 (kypHan ayauTy
[lenTpasibHOTO BYy3I1a).

XKypnan aymuty abOHEHTCHKOTO By3i1a AOOHEeHTa-HamaBava mociryr/ AGoHeHTa
-Ha/laBaya MoCJIyT 31 CleHiaIbHUM CTaTyCOM MOBUHEH MICTUTH BIAOMOCTI IPO (aKTH
TIO1M:

- BIAMNPABIICHHS €JIEKTPOHHOIO 3amuTy Ha iAeHThdikamito LleHTpanbHOMY
BY3Jy, OTPUMaHHS €JIEKTPOHHOTO MiATBEPIKEeHHA 1neHTudikaiii Bif LlenrpansHOTO
By3Jla, PE3yNbTAT PO3MUQPPYBaHHS E€ICKTPOHHOTO MIATBEP/DKEHHS 1AeHTH(IKAIII],
pe3ynbTaT  MEpeBIpKM  KBaMi(PIKOBAHOTO  E€IEKTPOHHOTO  MIAMUCY/TIEYATKH,
HaKJIaJeHoro AGOHEHTOM-1eHTH(PIKATOPOM.

XKypnan aynuty aOOHEHTCHKOTO By3ia AOOHEHTa-1AeHTU(]iKaTOpa MOBUHEH
MICTUTH B1IOMOCTI PO (haKTU MOJIIN:

- 3BepHeHHs kopucTtyBaya Cucremu BankID HBY, pesynbrar ompairoBaHHs
3BepHeHHs kopucTyBada Cuctemu BankID HBY, dakT BinnpaBieHHs €1€KTPOHHOTO
MiATBEpKeHHS iaeHTudikaiii [{lenTpaarsHoMy By3iy.
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Kypnan aynuty LleHTpansHOro By3i1a MOBUHEH MICTUTH B1IOMOCTI PO (pakTH
TTO1M:

- MPOXOJKEHHS €JIEKTPOHHOTO 3aluTy Ha ineHTudikaiio Big AOOHEHTa-
HajaBada mociyr/AOOHEeHTa-HagaBa4a TOCIYT 31 CHEIalbHUM CTaTyCcOM 4epe3
[enTpanpHuii By30a 10 AGOHeHTa-11eHTUu(IKaTopa Ta MPOXOHKEHHS €EKTPOHHOTO
MiATBEp KeHHS ineHTudikamii Bix AbGoHeHTa-1neHTudikatopa yepes LlenTpansHuit
BY30J1 10 AOOHEeHTa-HaaaBa4da nociryr/ AOOHEeHTa-HalaBada MmociayT 3i CrelialbHIM
CTaTyCOM.

B  xypnami = ayaury  aOOHEHTCbKMM  By30oi  AOOHEHTa-HajaBaya
nocityr/AGOHeHTa-HajjaBaya MOCHYr 31 CIEHIaJbHUM CTaTycoM Ta aOOHEHTCHKHI
By301 AOoHeHTa-ieHTu(iKaTopa 3000B’s3aHI 3aMMCyBAaTH MITKH TOJIA 3TiIHO
imeHTudIikaTopiB oI, sKi Bka3zaHi y Jlomatky 3. AOOHEHTH, aJMIHICTpaTOpU
aOOHEHTChKUX BY3MiB, anMmiHicTpatopu Cucremu BankID HBY wmatote mnpaso
CaMOCTIITHO BHU3HAYATH JO0JATKOBI MOJII, IO (DIKCYIOTHCS Y BIAMOBIIHUX JKypHaJIax
ayauTy.

XKypHanu ayauTy NOBMHHI MaTH 3aXHCT BiJ HECAHKI[IOHOBAHOTO AOCTYIY,
MoauQikalii, 3HUIIEHHS (pyiiHyBaHHs) Ta 30epiraTucs He MeHie 90 KaneHIapHuX
JTHIB.

3.2. Bumoru 10 BUKopucTanHs kpunrorpadgiuaoro nporokoay TLS
Ta BiAMOBIHUX cepTU(IKATIB BiIKPUTHUX KJIIOYiB

AGoHeHTChKI By31u AOOHEeHTIB Ta LleHTpanbHUIl By30J IIJIi BCTAaHOBJICHHS
Oe3neyHoro 3’€AHaHHS MDK c00010 Ta 3 kopuctyBadamu Cucremu BankID HBY
MOBUHHI BUKOPUCTOBYBATH KpunTorpadgiuauii mpotokos TLS He Huxue Bepcii 1.2, a
TaKOX BIJIMTOBITHI OCOOMCTI KIIFOU1 Ta CEPTU(IKATA BIAKPUTHX KITFOUIB.

VY nporokoni TLS nomyckatoTbest pi3Hi kpuntorpadiuHi HabopH.

Kpunrorpadiunuii HaOip y3roJiKyeTbcsi Mk KIIEHTOM Ta CEPBEPOM IIiJl 4ac
BCTAHOBJICHHS1 3’e€HaHHsA. KUIleHT mnepenae cepBepy CHUCOK MIIATPUMYBaHUX
KpunrorpadiuHux HabOpiB, a cepBep 0OMpae OJUH 13 HUX JIJIS 3aXUCTY 1H(POpMAIlii.

CepBepu He TMOBHMHHI 3aCTOCOBYBAaTH KpumrorpadiuHi HaOOpH, sKI He
BUKOPHUCTOBYIOTh MHU(GPYBaHHS ab0 Koiu aisl mMU(PYBaHHS BUKOPHUCTOBYETHCS
anroput™m RC4 (y poni EncryptionAlg BcranoBneno NULL a6o RC4).

Jnst mmdpyBanHs iHGOpMAaIi MOBUHHI BHKOPHUCTOBYBATHUCA CUMETPHUYHI
KpunrorpadivHi anrTOPUTMH 3 JOBKHUHOIO KJIFOYa HE MEHIII 5K 128 OiT.

He pexomenyeTbes 3acTOCOBYBAaTH Kpurntorpadiuai Habopu, ki 11 0OMiHy
KJII0OYaMH BHUKOPHUCTOBYIOTh cTraTuuHuid RSA. JloBxuHa Biakputoro kimoua RSA
noBuHHAa Oyt He MeHmow HiK 2048 6it. 3a00pOHEHO 3aCTOCOBYBATH
KpunTorpadiuni HabopH, K1 BAKOPUCTOBYIOTh MONEPETHBO Y3TOKEHUI 3aradbHHA
cekpetHuil ko4 (PSK).
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J7is y3ro/I>KeHHsI CeaHCOBHUX KJIIOYiB BUKOPUCTOBYIOThCS npotokonu DHE Ta
ECDHE. [lomxuna BigkpuToro kimroda aias npoTtokory DH moBunHa OyTH He
meHmoo HiK 2048 6it. JomxuHa Biakputoro kimoda ans nportokoiny ECDHE
MOBUHHA OyTH HE MEHILIOI0 HiXK 256 OIT.

PekoMeHyeThCsl BUKOPUCTOBYBATH TakKi KpUnTorpadiuai Habopu:
TLS_DHE_RSA WITH_AES_ 128 GCM_SHAZ256;
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHAZ256;
TLS_DHE_RSA WITH_AES_256_GCM_SHA384;

TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384.

AOOHEHTaM pPEKOMEHIYEThCS BUKOPUCTOBYBATH CEPTU(DIKATH BIAKPHUTHX
kitouiB posmupenoi nepeBipku (Extended Validation Certificates, mami — EV SSL
ceprudikar) y popmati X.509 Bepcii 3, ane ne amkue OV (Organization Validation).

PekomeHy€eThCS BUKOPUCTOBYBATH Opay3epH MPOBIIHUX PO3POOHUKIB (TaKUX
sk Apple, Google Inc., Microsoft Corporation, Mozilla Foundation, Opera Software
ASA) ta orpumyBatu EV SSL-ceptudikatu BiJ ueHTpiB cepTU(IKalli KIHOYiB
(certificate authority/CA), moBipeHHX /IS BiAMIOBITHUX Opay3epiB.

EV SSL-ceprtudixar ne moBunen Matu tun Wildcard. Y posmmpenHi
“JlopaTtkoBi gani nignucysada’ ("subjectAlternativeName") EV SSL ceptudikara e
nomyckaetbesi Bukopuctanuss URL, skuit Bigpizusersea Binm URL, 3a3HadeHnoro B
“pexBizuTi mianucysada” ("commonName") mosst “Ilinmucysaua” ("subject").

3.3. Bumoru 10 3a6e3neyeHHst KoH}igeHiiTHOCTI Ta
KOHTPOJII0 HLTICHOCTI eJIEKTPOHHOI AHKETH

AGoHeHT-11eHTU]iKaTOp Nepe/l MepeaBaHHIM €JIEKTPOHHOTO MATBEPKEHHS
imeHTrdIKaIii 3 iHhpopMaIIi€ro Mpo KOpUCTyBayda 3 BUkopuctanusMm Cucremu BankID
HBY nocnioBHO BUKOHYE Taki oneparti:

- HAKJIa/Ia€ Ha EJIGKTPOHHE MiATBEpJKEHHS 11eHTU(diKalii KBai(ikoBaHy
CJIEKTPOHHY MEYaTKYy;

-mudpye MiANMCaHEe  ENEeKTPOHHE MIATBEPIKEHHA  1AeHTUdIKaImi 3
BUKOPUCTAaHHAM KBallipikoBaHOro ceprudikata mudpyBaHHs Toro AOOHEHTa-
HasaBaya nociayr/AOOHEHTa—HaaaBaya MOCIYT 3i CHEHiaJbHUM CTaTyCOM, SIKOMY
nepeae eJIeKTPOHHY aHKETY.

KBamidikoBanuit ceptudikat mmdpyBaHHs, SKHH OTpUMaHUN y Oyab-SKOTO
AIICK (KHEAIT) Vkpainu, mae Oytu Bumanuit Ha €J[PIIOY ycraHoBH, 3 SKOIO
yKi1azneHo norosip npueanannsa 10 Cucremu BankID HBY.

AOGoOHEHT-11eHTU(DIKATOP Ma€e MPaBO 3aMICTh KBall(PiKOBAHOI €IEKTPOHHOI
NEYaTKU HaKJIa/laTd Ha €NEKTPOHHE MiATBEPKEHHS 1eHTH(iKali KBami(hiKOBaHUN
CJIEKTPOHHUNA  MIJMUC  YNMOBHOBaXEeHOi ocoOu  AOoHeHTa-iaeHTudikaTopa
(xBamidikoBaHUM cepTU(IKAT Y TAKOMY BHUMAAKY MOBUHEH OyTH BUJIAHUHN (Pi3uuHii
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0co0i-npeicTaBHUKY AOOHEHTa-1IeHTH(IKAaTOpa 13 BHECEHHSIM BIAMOBITHUX JaHUX Y
noinisi ceptudikara, 3okpema, xkonxy €JPIIOY mporo AbGonenTa-ineHtudikaTopa).
AOGoHeHT-11eHTU(IKATOp HaKIaJa€e Ha EJCKTPOHHE MiITBEPIKEHHS 1AeHTU]IKaI]
CBOIO KBaJli(DiKOBaHY €JIEKTPOHHY MeuyaTKy (KBajiiKOBaHUU €IEKTPOHHUMN MiAMHC
— KEII, 3akon Ykpainu «IIpo enexTpoHHyY ieHTU(DIKAIIIO Ta eIEKTPOHHI JOBIpUl
nociyru» https://zakon.rada.gov.ua/laws/show/2155-19#Text) BiAIOBIIHO 10 BUMOT
«I[Ipo BCTaHOBJEHHS BHUMOI JO TEXHIYHUX 3aco0iB, MPOIECIB IX CTBOPEHHS,
BUKOPHUCTAaHHA Ta (YHKIIIOHYBaHHA Yy CKJIaJl iHGOpMaIliitHO-TeJIeKOMYHIKaIllHHUX
CHUCTEeM IIJI Yac HaJaHHSI KBam(IKOBAaHUX EJICKTPOHHUX JIOBIPUMX ITOCIYT»,
3aTBEP/KEHUX HakazoM MiHicTepcTBa 1udpoBoi TpaHchopmarllii YkpaiHu Ta
AJIMIHICTpAIII€I0 JEP’KaBHOI CITY»KOU CHEIiaIbHOTO 3B’ SI3Ky Ta 3aXHUCTy 1Hdopmarlii
B11 30.09.2020 Ne140/614 ta Bumor.

udpyBanHs/po3mndpyBaHHs €IEKTPOHHOTO MMIITBEPHKEHHS 11€HTUDIKAIT
B1IOYBAETHCS 3TIIHO 3 aNrOpUTMaMU Ta MpPAaBWIAMHM, SIKI BU3Ha4ueHI Bumoramu 1o
dbopmartiB KpunTorpapiyHUX MOBITOMIIEHb.
VY3romkeHHs KI04iB MU(PPYBAHHS 32 3aMOBUYBAaHHAM 31HCHIOETHCS 3
BUKOPHCTAHHSAM CTaTUYHOTO MEXaH13My. SKIo nmapameTpu KpunrorpagpiaHoro
QITOPUTMY CTATUYHOI KJIIFOUOBOI NApH BIANPABHUKA HE EKBIBAJIEHTHI ITapaMeTpam
KpUNTOrpaiuHOTO aNrOpuUTMY CTATUYHOI KIIFOUOBOI MapH OJiep»KyBaya, TOBUHEH
3MIIMCHIOBATUCS TIEPEX1 10 3aCTOCYBAHHS TMHAMIYHOTO MEXaHI3MY Y3TOJIKCHHS
KJTIOYIB.



https://zakon.rada.gov.ua/laws/show/2155-19#Text
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Honmatoxk 1
no Crienudikarii B3aemo/1ii aDOHEHTCHKOTO
By371a 3 eHTpabHUM By3s10M Cuctemu BankID
HamionansHoro 6anky Ykpainu

EnexTponna ankera (3 mepeJiikOM Ta ONMCOM JOIyCTUMUX KJIKYIB) Ta CTAHAAPTH30BAHI HA0OPH JAHMX

EnexTpoHHa aHkera

CranpaprusoBaHi HadopH 1aHUX

(mapametp dataset)

3HayeHHd **

Kaiou Onuc 1112 (13|14 |21 (22|23 |24 31|32 (41|42 |51 |61|71
(dpopmaTt Ta BUMOTH)
cert* ®opmar ceptudikary DER, Kgamigikosannit ceprudikar
3aKO0JIOBAHO 3a CTaH/AAPTOM muppyBaHHs.
BASEG4.
memberld XXXXXXXXNN — ze: VYHikanapHu# ineHTHdiKaTop
XXXXXXXX - a0OHEHTCHKOTO BY3JIa
inenTugikatop abonenra (kon | AbGonenra B Cucremi BankID
€JIPTIOY); NN — HBY.
TIOPAKOBHH HOMEP TexH1YHMI 00K KIIIOU1B
aboHEHTChKOTO By3na. Koy
Ta 3Ha4YEHHS J0/IAI0ThCs
IleHTpanbHUM BY3JIOM.
sidBi Kutrou ta 3HaueHHs Inentudikarop cecii.
noaatoTbes LlenTpansHum
BY3JIOM.
type physical 3HaueHHs ineHTHdIKaLii 0coOH.
Ha nanwii yac npuiimae TiTbKu
onHe 3HaueHHs — physical
fields | MacuB 3 xaHUMH MO 0CcOOI = | |= (& & |» |& |a |&u (& |= /& |& |= |&
lastName* HpigBHme [] [ [ [ [ [ [ [ [ [ [ [ [ [ [
firstName* Im’s . . . . . . . . . . . . . . .
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EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popMaTt Ta BUMOIH)

Onuc

11

12

13

14

21

22

23

24

31

32

41

42

51

61

71

middleName*

VY pa3i BiZICyTHOCTI 11O
0aThKOBI Y TOKYMEHTax
KOPUCTYBa4a, HEOOX1THO
nepeaaBaTi 3HAUCHHS
«n/ap®*E,

MOXJTHBI 3HAYCHHS:

'mo 6aTpKoBi' 200 'n/a’.

ITo 6arbKOBIi

phone*

Howmep Tenedony Moxe MaTu
TITBKH ONU(GPOBE 3HAYCHHS Ta
BigMOBigaTH popmary
CCNDCSN, e CC —xox
kpaiau, NDC - HamioHaIbHHMA
KoJ mpu3HadeHHs, SN -
HOMEp KOPHCTyBaya.

Skuio y kopucryBaua
JIeKiJIbKa HOMepiB

KOHTaKTHOTO Tesie()OHy, TO
3HAUEHHS PO3ILIAIOTHCS
3HAKOM KOMH «,», TIPH [[bOMY
nepiuM 000B’SI3KOBO
BKa3y€eThCs HOMED, 110
BUKOPHCTOBYETHCSI OAHKOM
JUTS aBTCHTU(IKATTIT
KOpHCTYBaya.

Hanpuknan: 380501234567,
380971234567

Howmep (1) KoHTaKTHOTO
Teneony

inn*

MokITHBI 3HAYEHHS:
KXXXXXXXXX' —
PHOKIIII, ne X Moke MaTu
nuire nudpoBe 3HAUYSHHS;
NNXXXXXX'" - nacnopr,
ne NN — cepis;, XXXXXX —

Jns pe3unenTa - peecTpariitauit
HOMeEp 00JIIKOBOT KapTKH
IJIATHHUKA MOAATKIB a00 HOMEp
(Ta 3a HasIBHOCTI - cepist)
1acropTa, B IKOMy
MPOCTABIIEHO BiMITKY PO
BiJ]MOBY BiJl IPUAHATTS
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EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX

(mapametp dataset)

3HavyeHns **

Koiou Onuc 11112 |13 |14 |21 |22 |23 |24 |31 |32 |41 |42 |51 (61|71
(popMaTt Ta BUMOIH)
dpoBe 3HaUCHHS HOMEPY peecTpauniifHoro Homepa
nacrhopra; 00J1iKOBOT KapTKH IJIATHUKA
XXXXXXXXX' — MOJIaTKIB 200 HOMEp Macmopra
HoMep id KapTku, ae X MOXKe | i3 3aMUCOM MpPO BiIMOBY Bil
Maru Jime nudpose NPUIHATTS peeCTpaLiiftHOrO
3HAYCHHS; HOMepa 00JTiKOBOT KapTKH
abo 'n/a’. TUTATHUKA TTO/IaTKIB B
CIICKTPOHHOMY 0E3KOHTAKTHOMY
HOCII.
Jnst HepesuneHTa —
peecTpauiiiHuii HoMep
00J1iKOBOT KapTKH IJIATHUKA
nojatkis abo 'n/a’
clid VYHikajapHU# ineHTHdIKaTOP = = |
ocobu (kiieHTa) B 0aHKy. Y
BHIIAJIKY SIKIIO OaHK HE Ma€e
TaKoro ifeHTU(iKaTOpPA,
MOXKJIMBO BKa3aTH 3HAUCHHS
KITfo4a inn abo cepiro i Homep
nacopTa.
clldText “Iadopmariist HagaHa 3 CraTHyHHUI TEKCT 3 .
BUKOpHUCTAaHHSIM CHCTeMU iH(OopMaIIi€l0 TIPO HA/IaHI TaHi
BankID HBY dd.mm.yyyy AbGoHeHTOM-1IeHTH(IKaTOpOM
hh.mm” 00 0co0u, Aara i yac
HaJlaHHS
dateOfBirth* dd.mm.yyyy Jlata HapOKeHHS! . . . « |=s = |&
SIKII0 JOKYMEHT 0coOu He Micrie HapoKeHHS (3a - - -
placeOfBirth* nependavyae HasIBHOCTI HasiBHOCTI)
BiJJOMOcCTe#l Impo micie
HapOJKEHHSI, HEOOXiTHO
nepenaBaTi 3HaYeHHs 'N/a’.
MO>KITUBI 3HAYCHHS:
'micrie HapoukeHHs' abo 'n/a’.
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EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX
(mapametp dataset)

3HavyeHns **

Karou Onuc 11|12 (13|14 |21 |22 |23 |24 31|32 (41|42 |51 |61|71
(popMaTt Ta BUMOIH)
nationality* Moskiusi 3Hagenns: 'UA'/ I'poMansHCTBO Hepe3ujcHTa . . = | .
'UKR' abo iHmmwii JliTepHAit (1 pe3nIeHTIB 3aIIOBHIOETHCS
KOJI KpaiHM 3a CTaHJapTOM 3a HasBHOCTI)
1ISO_3166-1 (alfa-2/alfa-3)
abo 'n/a’.
sex™ MoJTHBI 3HAYCHHS: Cratb . . . . .
JaTUHCBKA JliTepa M —
goJioBiya abo F — kiHoda
email* SIKII0 y KOpHCTYBayua Anpeca enekTpoHHOT NOIITH (32 = = | = | s |
BIZICYTHSI afjpeca eIeKTPOHHOI | HasBHOCTI)
IIOIITH, HEOOX1THO
nepenaBaTi 3Ha4eHHs N/a’.
MoOITHBI 3HAYCHHS:
'azpeca eJIeKTPOHHOT MOIITH'
abo 'n/a’.
socStatus Hampukman: “ctyneHt”, CorrianpHuiA CTaTyC .
“neHcioHep”, “TUMYacoBO
6e3pobiTHHI”,
“Impalrornii”,
“HeperyIsipHa 3aHHATICTE .
workPlace Micie po6otu. .
(3arOBHIOETHCS JUTS
COLIIAJIbHOTO CTaTyCy
«IIpaLroYni» abo
«HeperyJsipHa 3aiHATICTHY)
position ITocana .
(3aroBHIOETHCS LTS
COITIAJTEHOTO CTAaTyCy
«TIpaIounii» ado
«HEpETYJISIpHA 3alHATICTDY)
flagPEP Mo>JIMBI 3HAYCHHSI: O3Haka, ui BU3HaYeHa 0coba .
1 - Tak, 0 — Hi. MOBipeHOI0 AOOHEHTOM-
iIeHTH(IKATOPOM TAKOIO, IO
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EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popMaTt Ta BUMOIH)

Onuc

11

12

13

14

21

22

23

24

31

32

41

42

51

61

71

HaJIeKUTH /10 Kateropii PEP
(nmyGuivHO 3HaUyLIi 0cOOH,
YJIeHH CiM’1, TTOB’s13aHi)
BIIMOBITHO JI0 32aKOHOJJABCTBA

flagPersonTerror

MOo>KIMBI 3HAYEHHS:
1 - Tak, 0 — Hi.

O3Haka, Yd BU3HA4YeHa 0coba
MOBIpEHOI0 AOOHEHTOM-
IICHTU(IKATOPOM TaKOIO, IO
BKITIOUCHA JIO TIEPETIiKy 0cio,
OB’ A3aHUX 31 3M1MCHEHHIM
TEPOPUCTHYHOI AiSITHHOCTI 200
MO0 SIKUX 3aCTOCOBAHO
MIXKHAPOJIHI CaHKITIT

flagRestriction

MOo>KIIMBi 3HAYEHHS:
1 - Tak, 0 — Hi.

O3Haka, yu BU3HAUYeHa 0coda
MOBIpeHOI0 AOOHEHTOM-
ineHTH(IKATOPOM TaKOI0, 110
BKJIIOYEHA JI0 MEPEIiKy 0cio,
1010 SAKUX 3aCTOCOBaHI
MEPCOHANbHI, CIICIlaIbHI
€KOHOMIYHI Ta iHII1
00MeXyBaIlbHI 3aX0I1
(cankii), cankiii PHBOY

flagTopLevelRisk

MOo3KIIHMBI 3HAYEHHS:
1 - rak, 0 — Hi.

O3Haka, 9 MPUCBOEHO 0CO01
MOBIpEHOI0 AOOHEHTOM-
11eHTH(IKATOPOM BUCOKHH
(HeTIpUITHATHO BUCOKHUI) PIBCHB
pusuky [IBK/®T

3MiHU (iHAHCOBOTO HOMEPY

uaResident MoOKIINBI 3HAYEHHS: O3Haka, Y4 BU3HAa4YeHa 0coba .
1 —rax, 0 — Hi. MoBipeHOI0 AOOHEHTOM-
iIeHTH(IKaTOPOM TAKOIO, IO €
pe3uIeHTOM YKpaiHu
phoneNumberChange | dd.mm.yyyy Jara BcraHOBIeHHS abo nara .
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EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popMaTt Ta BUMOIH)

Onuc

11

12

13

14

2122 |23 |24 |31|32|41] 42

51

61

71

TeneoHy B CUCTEMaxX
AGoHeHTa-11eHTH]IKaTOpa

identificationDate*

dd.mm.yyyy

Jlata npoxomKeHHs
inenTHdikarii/mepeineHTHiKaI]
1i(3 mepeBipkoro
ineHTH(IKAIIIHOTO TIOKYMEHTY)
0c00010

clarificationDate

dd.mm.yyyy

JlaTa OCTaHHBOTO YTOYHECHHS
iH(popMarii mpo ocody

addresses

MacuB TUIiB ajpec Ta aJpecHUX JAHUX 0CO0H

type*

Mo>KIUBI 3HAYEHHS:
factual.

Tun anpecu NpoKUBaHHSA:
factual — dakruuna agpeca
MPpO>KUBaHHS (Miciie
nepeOyBaHHS).

fields

MacuB aipecHUX JaHUX 0COOH

country*

Moskiusi 3Hauenns: 'UA'/
'UKR' abo iHmwii JliTepHuit
KOJ| KpaiHU 3a CTaHAapTOM
ISO_3166-1 (alfa-2/alfa-3).

Kpaina npoxuBaHHA

index

KXXXX'— e X Mmoxe
MpUAMATH TUTEKH TTH(pOBE
3HAYCHHS

[TomrroBuii iHIEKC

state*

Slkmio ampeca koprcTyBaya He
nepeabavae HaIBHOCTI
o0JacTi, HeoOXiaHO
nepenaBaTi 3HaYeHHs 'N/a’.
MOosKUBi 3HAYCHHST:

'Ha3Ba obuacti' abo 'n/a’.

O0iacThb

area*

Slkuio aapeca kopuctyBaua He
nependadae HasIBHOCTI

Paiion
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EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popMaTt Ta BUMOIH)

Onuc

11

12

13

14

21

22

23

24

31

32

41

42

51

61

71

paiioHy, He0OXiHO
nepenaBaTy 3HaYeHHs 'N/a’.
MoITHBI 3HAYCHHS:
'Ha3Ba paiiony' abo 'n/a'.

city*

Ha3Ba HaceneHOro nmyHKTy

street*

SIkmo axpeca KOpUCTyBada He
nepenbavae HaSIBHOCTI THITY
BYJUII (HATIPUKIIAM: BYJIHIIS,
y3BIi3, IPOCTIEKT i T1) Ta ii
Ha3BH, HEOOXIHO MepenaBaTu
3Ha4YeHHs 'n/a'. MoxJiuBi
3HAYEHHS: 'TUN BYJULI Ta i1
Ha3Ba' abo 'n/a'.

Tun Bymui (HanmpuKTaz;
BYJIMILIS, Y3Bi3, IPOCIIEKT 1 TXT) Ta
ii Ha3Ba

houseNo*

SIkio ajpeca KOpUCTyBava He
nepenbadae HaIBHOCTI
HOMepy OyIWHKY, HEOOXiTHO
nepenaBaTi 3Ha4eHHs 'N/a’.
Mo>kIuBi 3HAYEHHS:

'HoMep OyauHKY' abo 'n/a’.

Howmep Oynusky (i 32 HAsIBHOCTI
niTepa OyIUHKY Ta/abo HOMEp
KOpITyCy/ONOKY/CeKIIiT)

flatNo*

Skio agpeca KOpUCTyBava He
nepenbadae HaIBHOCTI
HOMEPY KBapTUPHU, HEOOX1THO
nepenaBaTy 3HaYeHHs 'N/a’.
Mo>KInBI 3HAYEHHS:

'HoMep KBapTupH' abo 'n/a’.

Howmep xBapTupu (i 32
HasBHOCTI JIiTepa KBapTHPH)

type*

Mo>KInBI 3HAYEHHS:
juridical.

Tun angpecu NpoKUBaHHSA:
juridical — agpeca peecrparii
(Micue npoKUBaHHSA)

fields

Macup aapecHHX JaHUX 0cO0H

country*

Mosxnusi 3Hauenss: 'UA'/
'UKR' abo inmmii JlitepHuit

Kpaina peecrparii
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EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popMaTt Ta BUMOIH)

Onuc

11

12

13

14

2122 |23 |24 |31|32|41] 42

51

61

71

KO Kpa-fHH 3a CTaHAapTOM
ISO_3166-1 (alfa-2/alfa-3).

index

XXXXX'— ne X moxe
MpUAMAaTH TUTBKH TH(PPOBE
3HAYCHHS

ITowrroBuii iHAEKC

state*

SIkio ajpeca KOpUCTyBava He
nepeabdavae HasBHOCTI
o0iacTi, He0OX1THO
nepenaBaTy 3Ha4eHHs N/a’.
Mo>kIuBI 3HAYEHHS:

'Ha3Ba oOiacTi' a6o 'nfa’.

Oo0nacth

area*

Skio axpeca KOpUCTyBava He
nepenbadae HaIBHOCTI
paiioHy, He0OXiTHO
nepenaBaTv 3Ha4eHHs 'N/a’.
MoIMBi 3HAYEHHS

'Ha3Ba paiiony' abo 'n/a’.

Paiion

city*

Ha3Ba HaceneHOro myHKTy

street*

SIkmo axpeca KOpUcTyBaya He
nepeabdavae HaIBHOCTI THITY
BYJIUII (HATIPUKIIAM: BYJIHIIS,
y3Bi3, IPOCIIEKT 1 T/) Ta ii
Ha3BH, HEOOXiTHO TIepeaaBaTh
3Ha4YeHHs 'n/a'. MoximBi
3HAYeHHS: 'THII BYJIUII Ta ii
Ha3Ba' abo 'n/a'.

Tun Bymui (HanmpuKiIaz:

BYJIMILIS, Y3Bi3, TPOCTIEKT 1 TXT) Ta

i Ha3Ba

houseNo*

Slkuio aapeca kopucryBaua He
nependadae HaAsIBHOCTI
HOMepy OyAWHKY, HEOOXiTHO
nepenaBaTy 3Ha4eHHs 'N/a’.
Mo>xHBi 3HAYCHHS:

'HoMep OyauHKY' abo 'n/a’.

Howmep OynunKy (i 32 HAIBHOCTI
niTepa OyauHKY Ta/abo HOMED
KOpIyCy/0J0Ky/CeKIrii)




47

EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popMaTt Ta BUMOIH)

Onuc

11

12

13

14

21

22

23

24

31

32

41

42

51

61

71

flatNo*

Skuo axpeca KopucTyBada He
nepeadavae HassBHOCTI
HOMEPY KBapTUPH, HEOOX1THO
nepenaBaTy 3Ha4eHHs 'N/a’.
MoITHBI 3HAYCHHS:

'HoMep KBapTupu' abo 'n/a'.

Howmep xBapTupu (i 32
HasIBHOCTI JIiTepa KBAPTHPH)

documents | MacuB THNIB JOKYMEHTIB Ta PEKBi3UTH JOKYMEHTIB, 1110 MOCBITYyIOTH 0CO0Y . . . . . . .
type* Mo>XIUBi 3HAYCHHS: Tun JOKyMeHTy: . . . . = | |
passport passport — macmopt
rpoMajsiHMHA YKpaiHu (3pa3ka
1994 poxky)
fields | MacuB peKkBi3UTiB T0KYMEHTY, L0 MOCBITYYIOTH 0CO0Y . . . . LI
series* Mo>x1uB1 3HAYEHHS: Cepis 1oKyMeHTa . . . . = | |
‘NN', 1e N — moxxe matu
TITBKH JITEPH .
number* MoO>XITUBi 3HAYCHHS: Homep nokymeHTa . . . . = . |
XXXXXX, ne X — Moxke
MaTH TUTbKY U(pOBeE
3HAYCHHS.
issue* Opras, 0 BUIaB TOKYMEHT » . . » .
datelssue* dd.mm.yyyy [lara Bunadi JOKyMeHTY . . L T

issueCountrylso2

Mosknusi 3Hagenns: 'UA
'UKR' abo iHmmit miTepHUit
KOJ| KpaiHU 3a CTaHAapTOM
ISO_3166-1 (alfa-2/alfa-3).

Kpaina Bumadi roxymeHra
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EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX

(mapametp dataset)

Kamiou Suatenns ** Onnc 11|12 |13 |14 |21 |22 | 23|24 |31 |32 41|42 |51 6171
(popMaTt Ta BUMOIH)
type* Mo>kJIMBi 3HaYCHHS: Tun noxymeHry: . . . . . . .
IDcard IDcard — macmopt
rpomaasauHa Ykpainu (ID-
KapTKa)
fields | MacuB peKBi3UTiB TOKYMEHTY, L0 MOCBITYYIOTH 0CO0Y . . . . = s |
number* Mo>XIUBi 3HAYCHHS: Homep nokymenTa . . . . = = |
XXXXXXXXX, ne X — Moxke
MAaTH TUTbKH ITU(PPOBE
3HA4YCHHS
issue* Mo>JIMBi 3HAYCHHS: Kon oprany, mo BugaB - ] ] - ]
udpore ado 1udpoBo- JIOKYMEHT
JITepHE 3HAYCHHS JI0 11 SITH
CHMBOJIIB
datelssue* dd.mm.yyyy Jata Buavi TOKYMEHTY . . = |« |
dateExpiration* Mo>XIUBi 3HAYCHHS: [ara 3aKiHYeHHs CTPOKY Aii . . = | |
‘dd.mm.yyyy'
recordEDDR* Mo>xHBi 3HAYCHHS: VYHiKaIEHUI HOMEp 3aI1ucy B . . = |- .
KXXXXXXX-XXXXX"' — €IMHOMY AepKaBHOMY
Jie X MoKe IpUiMaTH JIHIIe nemorpagiqHOMy peecTpi
1uQpoBe 3HAYCHHS
issueCountrylso2 MosknuBi 3aagenns: "UA'/ Kpaina Buiadi jokymenra . . = s |
'UKR' abo iHmmit miTepHUii
KOJ| KpaiHHU 3a CTaHAapTOM
ISO_3166-1 (alfa-2/alfa-3).
type* Mo>nHBi 3HaYEHHS: Tun nokymeHry: . . . . . . .
ipassport ipassport — nacropt
rpomMaasHuHA YKpaiHu Ajis
BHI3/ly 338 KOpJOH
fields | MacuB peKBi3UTiB T0KYMEHTY, 10 MOCBITYYIOTH 0CO0Y . . . . = = |
series* MoJInBi 3HaUEHHS: Cepist ToKyMeHTa - - - ] . . .
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EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popMaTt Ta BUMOIH)

Onuc

11

12

13

14

21

22

23

24

31

32

41

42

51

61

71

'NN', ne N — Mo>xe MaTu
TIJIBKH JIITEPU

number*

Mo>kMBi 3HAYEHHS:
XXXXXX, ne X — MOXe MaTu
TLIBKU 1IM(POBE 3HAYCHHSI.

Howmep noxymeHnra

issue*

Mo>KIMBi 3HAYEHHS:
udpore ado 1udpoBo-
JiTEepHE 3HAYCHHS 0 I’ SITH
CHMBOJIIB

Kon oprany, mo Bugas
JIOKYMEHT

datelssue*

dd.mm.yyyy

[lata Bumadi JOKyMEHTY

dateExpiration*

MOo>KIIMBi 3HAYEHHS:

'dd.mm.yyyy'

Jlata 3aKkiH4€HHS CTPOKY il

recordEDDR*

3aIo0BHIOETHCS BiAIIOBIIHO 10
BUMOT 3aKOHOJABCTBA
VYkpainu.

Mo>KJIUBI 3HAYEHHS:
XXXXXXXX-XXXXX' —
Koz, Ae X MOxe npuilmaru
yine nudpoBe 3HAYCHHS

VYHiKaJbHUI HOMEp 3aI1ucy B
€IMHOMY AEpPKaBHOMY
nemorpagiqHOMy peecTpi

issueCountrylso2

MooxiuBi 3nauenns: 'UA'/
'UKR' abo iHmmit mitepHuii
KOJI KpaiHM 3a CTaHIapTOM
ISO_3166-1 (alfa-2/alfa-3).

Kpaina Bumadi mokymeHTa

type*

MO)KJ'II/IBi 3HAUYCHHSI.
ident

Tun nokymeHrty:

ident — iHmmit JoKyMeHT, 10
MOCBiUy€e 0cO0y Ta BiJMOBIIHO
J10 3aKOHOJABCTBa YKpaiHU
MOJKe OyTH BUKOPHUCTAHUM Ha
Teputopii Ykpainu mis
YKJIaJICHHS IPABOYHHIB, B TOMY
YHC 1 HAIlIOHATBHUHA MACIIOPT
iHO3eMIIs 200 TOKYMEHT, IO
HOro 3aMiHIOE
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EnexTponHa ankera

CrangapTu3oBaHi HAOOPH TaHUX
(mapametp dataset)

Kiarou

3HayeHHs **
(popMaTt Ta BUMOIH)

Onuc

11

12

13

14

21

22

23

24

31

32

41

42

51

61

71

fields

MacuB peKBi3UTIB JOKYMEHTY, 110 HOCBITYYIOTh 0c00y

series*

MOKIMBi 3HAYEHHS:
'cepist’ abo 'nfa’.

Cepis moxymerTa (s ocib -
HEPE3UICHTIB 3aIIOBHIOETHCS 32
HasIBHOCTI cepii B ix
JIOKYMEHTax).

SIKIIO TOKYMEHT 0co0u He
nependavae HasIBHOCTI cepii
JIOKYMEHTY, HEOOX1HO
nepeiaBaTi 3Ha4eHHs 'N/a’

number*

Homep noxymeHnTa

issue*

SkuM opraHoM BUAAHO
JIOKYMEHT

datelssue*

dd.mm.yyyy

Jlata Buaadi JOKyMeHTY

dateExpiration*

SIKII0 JOKYMEHT 0co0u He
nepeadavae HaSIBHOCTI JaTH
3aKiHYCHHS CTPOKY Jii,
HEOOXiHO TepeaBaTh
3HaueHHs 'n/a’.

MoOKITUBI 3HAYEHHS:

‘dd.mm.yyyy' a6o 'n/a’

JlaTa 3akiHYeHHS CTPOKY Jii

recordEDDR*

BHUMOT 3aKOHO/IaBCTBA
Ykpainu.

SIKmo 1oKyMeHT ocobu He
nependadae HaAsIBHOCTI

B €1MHOMY JIep)KaBHOMY
JeMorpagidHOMy peecTpi,
HEeoOXiJTHO TepeaaBaTH
3Ha4YeHHs 'n/a’.

3anoBHIOCTLCS BIAMOBIIHO 40

VHIKaJIbHOTO HOMEPY 3aInuCy

YHiKanbHUH HOMEp 3aIHCy B
€IMHOMY AepKaBHOMY
nemMorpadigHOMY peecTpi
(3armOBHIOETHCS 32 HASTBHOCTI
iH(popMamii y TOKyMeHTax
ocobmn)




o1

CrangapTu3oBaHi HAOOPH TaHUX

EnexTponHa ankera
(mapametp dataset)
*%
Kumiou Suasenis Onnc 1112 (13 |14 |21 |22 |23 |24 |31 |32 |41 |42
(popMaTt Ta BUMOIH)

Mo>kJIMBi 3HaYCHHS:
KXXXXXXX-XXXXX' —
KoJl, ne X MOKe mpuilMaTu
nuure 1 poBe 3HaUeHHS ab0
'nfa’

[ ] [ ]

Moskiugi 3Hauenns: 'UA'/ Kpaina Buiaui jokymenra
'UKR' abo iHmImi# JiTepHAi
KOJI KpaiHH 3a CTaHIapTOM

issueCountrylso2

ISO_3166-1 (alfa-2/alfa-3).
* — 000B’A3KOBI KJIIOU1 JIJIsl 3aI0BHEHHSI AOOHEHTOM-11eHTH(IKATOPOM.
** — BCl 3HAQUEHHS KJIIOY1B MalOTh CUMBOJIBHUM THII.

*** _ y Cuctemi BankID HBY ckopoueHHs 'n/a' BHKOPHUCTOBYETHCS B 3HAUCHHI HE 3aCTOCOBYEThCS (aHTJI. not applicable).



o1

JlomaTok 2

1o Cnerudikariii B3aemo1ii aDOHEHTCHKOTO
By3J1a 3 IIEHTpabHUM By310M Cuctemu BankID
HarmionansHoro 6anky Ykpainu

Onuc 1aHuX CTAaHAAPTU30BAHUX HAOOpiB (dataset)

3 Meroro i1HPOPMYBaHHA KOPHCTyBaua MpO TMEPeNiK JaHuX, sAKi OyayTh
nepenani AGOHEHTY-HajaBayy nociyr/AOOHEHT-HaJaBady MOCIYT 31 CHelialbHIUM
cTtaTycoM AOOHEHT-1IeHTU(]IKATOp MICIS OTPUMaHHS B €JIEKTPOHHOMY 3aIlvTi Ha
inenTudikaiito (11.2.2.1) HOMepy CTaHIaPTU30BAHOI'O HA0OPY JIaHUX BUKOPUCTOBYE
1H(}OopMaIrito, o HaBeJAeHa Y TaOJIHIIL:

Howmep
CTaHIaPTU30BAHOTO Indopmaris s kopuctyBada
Ha0Opy JaHUX

[IB,

11 . .
JlaHi momao miciig nepedyBaHHS a00 MPOKUBAHHS
[IB,

12 - o
Jani igeaTudikaitHoro T0KyMeHTy

13 [IB,
PHOKIIII
ITIb,

14
JlaTta HapoKEHHS
ITIB,

21 JlaHi moao miciig rnepedyBaHHS a00 MPOKUBAHHS
Howmep xoHTakTHOTO Tenedony,
AJlpeca eIeKTPOHHOI MOIITH
[IE,

99 Jani ineHTHdIKAIIfHOTO TOKYMEHTY,
Howmep xonTakTHOTO Tenedony,
AJipeca eJIeKTPOHHOT OIITH
I1IB,
PHOKIIII,

23
Homep koHTakTHOTO TENneony,
AJipeca eJIeKTpOHHOT OIITH
1B,

24 JlaTa Hapo KEeHHS,
PHOKIIII
I1IB,

31 PHOKIIII,
JlaHi i1eHTudIKaIifHOro TOKYMEHTY




52

32

115,

PHOKTIIII,

JlaTta HApOIKEHHH,
I'pomansHCTBO,
Cratb

41

115,

PHOKITIII,

Jani i1eHTudIKaIifHOro TOKYMEHTY,
Homep KoHTakTHOTO TeNe(OHY,
AJipeca eIeKTPOHHOI ITOIITH

42

1B,

PHOKIIII,

JlaTta HApOIKEHHH,
I'pomansHCTBO,

Cratp,

Homep koHTakTHOTO Tenedony,
AJipeca eJIeKTPOHHO1 MOIITH

o1

I1IB,

PHOKIIII,

Jlani moao mici epedyBaHHs a00 MPOKUBAHHS,
JlaHi i1eHTrdIKaIifHOTO JOKYMEHTY,

JlaTa HapoOmKEHHS,

I'pomansHCTBO,

Cratb

61

ITIB,

PHOKIIII,

Jani moao0 Micis nepeOyBaHHs a00 MPOKUBAHHS,
Jani ineHTudIiKaIifHoro 10KyMeHTY,

Jlata HapoKEHHS,

I'pomansucTBO,

Cratp,

Howmep xoHTakTHOTO TEne(ony,

AJipeca eJIeKTPOHHO1 OIITH
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[1Ib,

PHOKTIII,

JlaHi moao Miciys nepedyBaHHs a00 MPOKUBAHHS,
Jani i1eHTU}1KaiiHOro T0KYMEHTY,

Jlata HapoIKEHHS,

I'pomansHCTBO,

Crartp,

Howmep xonTakTHOTO Tenedony,

Anpeca eeKTpOHHOI MOLITH,

CormianpHul CTaTyC, B T.4. MiCIle poOOTH Ta TIocaa
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[Hdopmartis mpo myOmivHO BiTOMY 0CO0Y, 3aCTOCYBaHHS
CaHKIIIH Ta iH.

[Ipuknan BimoOpakeHHS Ha3BH a0OHEHTCHKOTO By3jJa Ta HalWMEHYBaHHS
AOoHeHTa-Ha/aBaya rnociyr/AGoHeHTa-HaaBava MoCIyT 31 CHeIiaIbHUM CTaTyCoOM
Bl AKOTO Oyj0 1HIIIHOBAHO 3amUT Ta TEeKCTy 3 iH(opmaiiero mo 11 Homepy
CTaHIapTHU30BaHOT0 HA0OPY JaHUX:

byzne nepenano HacTyIHI JaHi:

1B,

Jlau1 mo0 Miciis nepedyBaHHs a00 MTPOKUBAHHS

10: Ha3Ba AOOHEHTCHKOTO By3Jia, Ha3Ba AOOHEHTa-Ha aBaya nociayr/AOOHEHTa-
HaJlaBaya Mmociyr 31 CreliaIbHUM CTaTyCOM.
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JlomaTok 3

1o Cnerudikarrii B3aemMo/1ii aDOHEHTCHKOTO
By3J1a 3 IIEHTpabHUM By310M Cuctemu BankID
HarmionansHoro 6anky Ykpainu

InenTudikaropu noxii

Inentudikaro BinmpaBHUK Ta OTpuMyBad
a b p Jup puMy Omuc nomii
noii 3aMuTy
3amut AOOHEHTa-HalaBaya IMmociIyr 0
AGOHCHT-HaIaBad oGy > LlenTpansHOro By3na METOZOM GET Ha
GET1 N OTPUMAaHHS KOy aBTOpHU3aIlii
I{eHTpansHUM By301 o N
(authorization_code) (nepuiuii erar)
n.2.1.1
3anut 10 aOOHEHTCHKOTO
. By31a AOoHeHTa-ineHTudikaropa
IlenTpansHuii By30i --> Y raia ® p
GET4 . . MeronoM GET 1 orpumanHs kony
AOGoHeHT-11eHTHhIKATOP o
aBTopm3aii (authorization_code)
(mepmuii eram) n.2.2.1
[Tepeaapecariist KoprcTyBaua y pasi iloro
. . crinrHoi 6ararogakTopHOT
AGoHeHT-iieHTHiKaTOp--> Y o ¢ P
GET6 o aBTeHTH(iKkawli AGOHEHTOM-
I{eHTpansHUM By30I1 . ;
i1eHTU(IKaTOPOM 3 a0OHEHTCHKOTO
By3Jsa 110 LlenTpanbHoro By3na m.2.1.1
3anut L{enTpansHOrO By31a 10
. aOOHEHTCHKOTr0 By3Jia AOOHEHTa-
I{enTpansHuii By30i --> . .
POSTS8 . . i1eHTH(iKaTOpa HA OTPUMAHHS KOAY
AGoHeHT-11eHTuiKaTop
noctymy (access_token) merogom POST
(tpyruit eramn) 11.2.2.2
AbGoHeHT-i1eHTudikaTop--> Binnosigs AGoHeHTa-ineHTH(IKaTOpa HA
ResponsPOST8 A fp P ATOBIA A ¢ p
I{enTpansHuil By3071 POST81m.2.2.2
V pasi ycmniniHoi 6ararogakTopHoi
aBTeHTH(iKalli KoprcTyBaua AGOHEHTOM-
inenTudikatopom, LlenTpanbuuii By3on
. BHUKOHYE TE€peagpecallito 3anuT
[{enTpanpHUil By301 --> ye fiepealipecatl Y
GET10 KOpHCTyBa4a 0 a0OHEHTCHKOTO BYy3J1a
AOoHEHT-HaaBav MOCITYT .
AOGoHeHTa-HalaBava MOCIyT i3 KOJAOM
aBTopwm3ailii (authorization_code) na
3apeectpoBanuii mapametp callback _url
n2.1.1
3anut AOOHEHTa-HaaBava mociIyr 0
SHTPAJILHOTO BY3J1a Ha
AOoHEHT-HaAaBay MOCIyT --> Hentp Y
POST11 . OTpUMaHHS KOAY AOCTYITY
[{enTpasibHUM BY3011 .
(access_token) metogom POST (apyrwuii
eran) m.2.1.2
EHTpaJIbHUI BY30] --> BinmoBigps MeHTpaNbHOTO By3Jia Ha
ResponsPOST11 |  HeHTP Y ATOBII, IICHTD y

AOOHEHT-HaaBay MOCIyT POST111m.2.1.2
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AOOHEHT-Ha1aBay MOCIyT -->

3anuT Ha 1aHi BiJg aDOHEHTCHKOTO BY3JIa

POST13 IlenTpabHmii Byson AOoHEHTa-Ha/1aBaya mociyr J10
p Y IlenTpasnibHoro By3na 1.2.3.1
. 3amut Ha gaHi Bin LleHTpanbHOTO By3a
-->
POST15 Henrp AIBITHH BYSOIT 110 a0OHEHTCHKOTO By3i1a AOOHEHTa-
AOoHeHT-171eHTHhIKATOP g .
inenTudikaropa 1n.2.3.2
AOGoHeHT-11eHTHIKaTOP--> BiamoBine AboHeHTa-ineHTH(diIKaTOpa Ha

ResponsPOSTLS IleHTpanpHuil By3071 POST151n.2.3.2
ResponsPOST13 enTpanbHuii By3041 --> Biamosiae LlenTpansHoro Bysna Ha

AOOHEHT-HaJaBayd MOCIyT

POST13 n.2.3.1
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EnexkTpoHHUIl 3BIT :KypHALY ayAUTy

Jlomatox 4

1o Cnerudikarrii B3aemMo/1ii aDOHEHTCHKOTO
By3J1a 3 IIEHTpabHUM By310M Cuctemu BankID
HarmionansHoro 6anky Ykpainu

AOOHEHTCHKOr0 By3J1a AOoHeHTa-ineHTHiKaTOpa (A-I)

Hazga Hazpa | Imentudikarop | GET4 3amur POST8 POST15 [Homep
By3I1a By3Ia cecii sidBi Ha 3aIiT Ha A-I ne A-I ne 3amutT  [Habopy
A-HII, A-, imeHTHdiKaIio KOZI 3anoenioe | 3anoemioe Ha JaHi |ma"Hux
JOCTYITy
B no
A-l
1 3 4 5 6 7 8 9
Jlata Ta yac JlaTa Ta Jlata Ta
qac qac
sidBi Kon ETII
JOCTYILY ycminae/
HEyCIIiIIHEe

AOOHEHTCHKOI0 By3Ji1a a00HEeHTA-HAlaBa4ya MocJayr/A0OHeHTa—HaaBa4a
nmocJjyr 3i cneniagbuuMm crarycom (A-HIT)

HazBa | HasBa | Imenrudikarop GET1 3anur GET10 POST11 | POST13 [Homep
BYy3l1a BY3I1a cecii state Ha A-HII ne 3aMuT BiX 3aIUT 3anuT Ha  [Habopy)|
A-HII, A-l, iIeHTUQIKAI0 | 3anoeHioe B mo Ha KOJI IaHi TaHUX
AHII 3 JoCTyny
KOJIOM no 1IB
aBTOpH3aMii
1B
1 2 3 4 5 6 7 8 9
JHara ta yac Jarta tavac | [lata ta [Hara ta
qac qac
state Kon
aBTOpHU3AIlil Kon EIII
Jocryny | ycmimme/
HEYCIHiIIHe
HenTpasasHoro By3Ja (LIB)
HasBa | Hasa | Inentudikaropu | GET1 3anur POST8 GET10 POST11 | POST13 |Homep
By3Ja | By3la cecil: Ha 3aIuT Ha 3aITMT Bif 3anur 3amur  [Habopy
A-HIT, | A-l, e IIB sidBi ineHTUdIKAIIIIO KOJI 1B A-HIT Ha JaHi | maHmX
e AHII state nocryny B [ no AHII no 1IB
1o A-1 3 KOAOM Ha KOJ
aBTOpH3aNii | IocTyiy
11B
1 2 3 4 5 6 7 8 9




sidBi

state

Jara Ta gac
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Jara ta yac

Kong
JOCTYITY

[ara Ta yac

Kon
aBTOpH3amii

Jlata Ta
yac

Kon
JOCTYILY

JlaTa Ta
yac

EIIL
ycminae/
HEYCIIIIH
e




