[TPOEKT

Ipasainusa HanionanbHoro 0aHky YKpainu

IIOCTAHOBA

M. Knuis Ne

[Ipo BHECEHHS 3MiH
1o [IpaBuit opranizariii 3aXucTy eIeKTPOHHUX
0aHKIBCHKUX JOKYMEHTIB 3 BUKOPHUCTAHHAM 3aC001B
3axucty iHpopmarlii HaionansHoro 6anky Ykpainu

Bignosigno no crareit 7, 15 ta 56 3akony Ykpainu “IIpo Hanionanbauii 6aHk
VYkpainu”, 3 METOI BJIOCKOHAJICHHS MPOIIECIB BUKOPUCTAHHS 3acO0IB 3aXUCTy
iH(popmanii HamionansHoro ©Oanky Ykpainu IlpaBminas HarionaibHoro OaHKyY
YKpaiHu OCTAHOBJIAE:

1. Yuectu 3miau g0 IlpaBun opranizaiii 3aXUCTy €JIEKTPOHHUX OaHKIBCHKUX
JIOKYMEHTIB 3 BHUKOPHUCTAHHSIM 3ac00iB 3axucTy iH@opmMaiiii HamionanbHOro 6aHky
VYkpainu, 3aTBeppkeHnX noctanoBoto [Ipasminas HamonansHoro 0anky YkpaiHu Bij
26 nmuctomnana 2015 poxy Ne 829 (nami — [IpaBuna), BUKIIaBIIM X y HOBIH pelaKilii, mio
JOJTAETHCSL.

2. lenapramenty Oesniekun  (CxomapoBchkuid O. A.) micisg  odimiiiHOTO
OIMyOJIIKyBaHHS JIOBECTH JI0 BijloMa OaHKIB YKpaiHM Ta IHIIMX YCTaHOB, SKi
BUKOPUCTOBYIOTh 3aco0M 3axucTy 1H(opmanii HamionaneHoro OaHky Ykpainw,

1H(pOpMaIIiIO TPO NPUUHATTS L1€T TOCTAHOBH.

3. KonTtponb 3a BHUKOHAaHHSM I[i€l TIOCTAHOBM TMOKJIAacTd Ha [oyioBYy
HauionansHoro 6anky Ykpainu Cmomnis . B.

4. TloctanoBa Habupae ynHHOCTI 3 01 ciuns 2019 poky.
["osoBa 4. B. Cmomii

Iam. 56



[TPOEKT
3ATBEP/I2KEHO
[Tocranosa IIpaBiinus
HamionanpHoro 6anky Ykpainu
26 mucronaga 2015 poky Ne 829
(y penaxkii moctanoBu [IpaBiiHHs
HamionanpHoro 6anky Ykpainu

)

[IpaBuna
oprasizailii 3aXUCTy €JIeKTPOHHUX OaHKIBChKHUX JOKYMEHTIB 3 BUKOPHUCTAHHAM
3aco0iB 3axucty iHpopmarlii HarionansHoro 6auky Ykpainu

I. 3aranbpH1 MOJIOKEHHS

1.1 IIpaBunma po3pobneni BiANOBIAHO [0 3akoHy Ykpainu “IIpo
HauionansHuit 6ank Ykpainu”, ctarti 66 3akony Ykpainu “IIpo 6aHku 1 0aHKIBCbKY
JispHICTE, 3akoHIB Ykpainu “TIpo mnaTixkHI cUCTeMH Ta TEpeKa3 KOIITIB B
VYkpaini”, "[Ipo 3axuct iHdopMmaiiii B iHhopMaIifHO-TEIEKOMYHIKAIIHHUX cUcTeMax’
1 HOPMAaTHBHO-TIpaBOBUX akTiB HamionanpHOoro ©Oanky VYkpainu Yy cdepi
1H(pOopMaIiiHOT Oe3MeKH.

2. Y nux IlpaBmiax TepMiHU Ta CKOPOUYCHHS BKUBAIOTHCS B TAKOMY 3HAYEHHI:

1) APM IIMI'K — aBtomaTtu3oBaHe poOOdYe Miclie Oprasizaiii, Ha SKOMY
BUKOHY€ETHCS YIPABIiHHS KIOYOBUMHU AaHUMHU 3acobamu [IMI'K;

2) enextponnuii xypHan [IMI'K (mami — sxxypuan [IMI'K ) — 3axurienuii Bix
Moaudikaiii npotokos podotu APM IIMI'K, y sikomy QikcyroTbes 13 3a3HaYEHHSIM
JIlaTH Ta Yacy BCI MOJ1i yIpaBJiHHs KJIIOUOBUMH JaHUMHU OpTaHi3allii;

3) 3axumienuit Hociit TK — npuctpiii, npusHadenuit 1yis 30epirands TK, sikuit
Mae BOyZI0BaHI armapaTHO-MIPOTpaMHi 3ac00H, 1110 3a0€3MeUyI0Th 3aXUCT 3alMUCaHuX Ha
HBOTO JaHUX BiJ HECAHKIIOHOBAHOTO JOCTYIy Ta BiJ 0O€3MmocepeIHboro
O3HaloMJIeHHs 13 3HaueHHAM napameTtpiB TK.

[HIIIT TepMiHM Ta CKOpPOYEHHS, IO BXHMBAaIOThC B 1ux llpaBunax,
BUKOPHCTOBYIOTHCSI B 3HAUEHHSX, BU3HAUCHUX 3aKkoHOM Ykpainu «lIpo emexkTponHi
NoBipyl mocayruy, [1om0keHHsAM PO 3aXUCT €NEKTPOHHUX OAHKIBCHKUX JOKYMEHTIB
3 BUKOpHUCTaHHSAIM 3aco0iB 3axucty iH(popmanii HarionanpHoro 6anky Yxkpainu,
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3aTBepKeHUM TocTtaHoBow [lIpaBiinas HamionampHOro OaHkKy Ykpainu Bimg 26
muctomana 2015 poky Ne 829 (31 3minamm) (mami — IlomoskeHHS Tpo 3aXwuCT),
[HCTpYKITiErO TTPO MIXKOAHKIBCHKHIA TIEPEKa3 KOMITIB B YKpaiHi B HAIlIOHAIBHIN BAIIIOTI,
3aTBepkeHo0 moctaHoBoto [Ipasminna HarionansHoro Ganky Ykpainu Big 16
cepmast 2006 poky Ne 320, 3apeectpoBaHoro B MiHicTepcTBi rocTuilii Yipainu 06
BepecHss 2006 poky 3a Ne 1035/12909 (3i 3minamm) (mami — IHCTpyKMIis mpo
MiKOaHKIBCHKHI TIepeKa3 KOIIITIB).

3. 1li IlpaBuiia pernamMeHTYIOTh NOPSAIOK BUKOpUCTaHHA Ta o0miky 331
opraHizamisMu, ki orpuManu 1mi 331 BiamoBigHO A0 IlosOXKEHHS TIPO 3aXHCT.
HamionansHuit 6ank Ykpainu (nan — HarionansHuil 6aHK) Mae mpaBo 3/A1HMCHIOBATH
nepeBipKy BUKOHaHHA ux [IpaBu.

II. Tlpu3HaueHHs BIAMOBIIAbHUX 0C10 3a podoty 13 331

4. Opranizamiss  3000B’s3aHa  MPU3HAYUTU  BHYTPIIHIM  JIOKYMEHTOM
BIJIOBIJIAJIbHUX 0Ci0 3a 30epiraHHd Ta BuUkKopucTaHHs 331 (mami — BiamoBigaidbHa
0co0a) 3 ypaxyBaHHSAM OCOOIMBOCTEN MISIIBHOCTI OpraHizariii:

1) anminHicTpaTopa iH(pOpMAIliHOT Oe3MeKH;
2) anminictpatopa APM-CEII,

3) anminictparopa APM-HBY-iud;

4) onepatopa APM Oyxrantepa CAB;

5) rexuonora CAB;

6) onepartionicra CAB;

7) orieparopiB pobounx i TexHosoriyHux micib CAbB Ta iHpopmaniiHux 3a1ay.

Opranizaifiss Mae TpaBO MpPU3HAYATH PE3EPBHUX BIANMOBIAAIBHUX 0CIO, SKi
BUKOHYBaTUMYTh OOOB’SI3KH BIAMOBIAATIHUX OCI0 Yy pa3il iX BIACYTHOCTI.

[Tpusnauenns BignosiganbHux ocid0 B APM-CEII ta CAb crTocyeThecs TUTbKH
6e3nocepennix yyacuukis CEIL

5. BuyTpimHiii JOKyMEHT OpraHi3allli mpo Mpu3HaYeHHs BiIMOBITATBLHUX OCI0
Ma€ MICTUTH TMOcCaay, 1HILIaAM, Tpi3Buile mpamiBHUKa, Ha3By 33[, tun TK 3
11eHTU(iKaTopoM Kiroya.

Opranizaiiss  3000B’s3aHa TmojaBatv 10 HailioHambHOro OaHKy KOO
JOKyMeHTa a00 BHUIIMCKY 3 HBOTO B EJEKTPOHHIM abo mamepoBiid (opmi mpo
MoKJIagaHHsd OOOB’A3KIB/3BIJIBHEHHS BiJ BHUKOHAHHSA BIAIMOBIAHUX OOOB’SI3KIB
aaMiHICTpaTtopiB  1HQopmarliiiiHoi  Oesneku,  aamiHictparopiB  APM-CEII,
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aaminictparopiB APM-HBY-ind, onepatopis APM 6yxrantepa CAbB npotsrom Tprox
po0OOYMX AHIB 13 HACTYITHOTO JHS 3a JATOO 1X MPU3HAYCHHS/3BUILHCHHSI.

6. BiamoBimanbHi 0coOu 3000B’s13aHI1 MiAMKCAaTH 30008’ 13aHHS (J0/1aTOK).

7. Aaminictpatop 1H(popmamiiftHOT Oe3neku 3000B’s3aHHM  3a0€3MeunTH
re"eparito kiatouoBoi napu (TK ta BK) BianosinanapHiit 0oco0i 32 HasBHOCTI:

1) BHYTpIIIHBOTO JOKYMEHTa OpraHisamii mpo MpH3HAYEHHs BiIMOBIAaIbHOT
ocoou;

2) MiAMMCAHOTO MPALiBHUKOM BiIIMOBIIHOTO 3000B’A3aHHS.
8. Oprani3zaiiii 3a00pOHEHO:

1) mpu3Hadati angMmiHicTparopa iHpoOpMamiiHOT OE3MeKH BiAMOBIIATHHOIO
0co0010 3a 30epiraHHs Ta BUKOpUCTaHHs Oyab-sikoro TK;

2) mpusHavatu aaminictparopa APM-CEIl BiamoBigampHOIO 0co00K0 3a
30epiranHs Ta BukopuctanHsi TK omepatopa APM Oyxrantepa CABb a6o TK
oneparrionicra CAb.

AnminictpaTtopy iHpopMamiitHoi  Oe3neku, aaminictpatopy APM-CEII
3a00pOHEHO MaTW TOBHOBAXEHHA 3  PO3pOOJIEHHS abo0  CYNpPOBOKECHHS
(amminictpyBanns) CAD.

I11. O60B’s13kM BIANOBIJATBHUX OCIO

9. AaminicTpartop iHpopMaliiiHoi Oe3mexku 30008’ I3aHUH!

1)Bectu oOmik 331 mig uwac orpumanHs, 3amiHu Ta moBepHeHHS 331 10
HanionansHoro 6anky B skypHaii o0niky 331, sikuif MOBUHEH MICTUTH B1IOMOCTI PO
Ha3By 331 Ta fioro 3aBoACHKUI HOMEp, ATy OTpuMaHHs/moBepHeHHs 331, mpi3Buile,
iHiman ocobu, sika otpumana 331 (marta, mianuc), BiAMITKY Tpo moBepHeHHs 331
(mara, miammc);

2)3a0e3neuyBartu 30epiranns 331 ta xxypuaiy oomiky 33I;

3)3aiiicHioBatH TectyBanHs [IMIK;

4)3a0e3neuyBaTH TEXHOJOTIYHY AUCIHMILIIHY i yac podotu APM IIMI'K;

5)3a0e3neuyBaTi HanamTyBaHHS Komii'totepa 3 APM IIMI'K BignosimHo 10
eKCIUTyaTallliHOT JOKYMEHTallli, BUMOT Ta pekomeHaiii HarioHansHOTO OaHKY;
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6)3a0e3neuyBat ymoBu renepaii kimodoux mnap (TK ta BK) na APM IIMI'K
JUIS BIIIOBIAaJbHUX 0Ci0;

7)3abe3neuyBaty BianpaBicHHS Ha ceptudikaiiro 10 HarionamsHOro 0aHky
BK, 1o notpebyroth cepTudikartii;

8)3mificHIOBaTH pe3epBHE KOMilOBaHHS enekTpoHHoro >xypHany [IMIK y
BCTAHOBJIICHOMY ITOPSIKY:;

9)snilicHioBaTH TiepenaBanHs BK omepaiioHicTiB 10 apXiBy oprasizaiii B
YCTaHOBJICHOMY TOPSAJIKY;

10)3nificHioBaTH KOHTpOJb 3a HanamtyBaHHsM APM-CEIl, APM-HBVY-iud
BIIMOBIAHO /IO eKCIUIyaTalliiHOi JIOKyYMEHTallli, BHMOI Ta pPEKOMEH/allii

HanionansHoro 0aHky;

11)3mifiCHIOBATH KOHTPOJIb 3a JOTPUMAHHSAM BiJIIOBIAAILHUMH OCOOAMH ITUX
[IpaBun, BHYTpIIIHBOrO NopsAKY 30epiranHs TK;

12)3nilicHIOBATH MIATPUMKY aKTyaJTbHOCTI KITFOUOBHX JIaHUX OPTaHi3allii;
13)3nificHIOBaTH KOHTPOJIb 3a cTpokoM jii TK BiAmoBigaasHUX 0Ci0;

14)inopMyBaTH KepiBHHKA OpraHi3aliii mpo 3arpo3u i BUMa KA KOMITPOMETaIlii
331 ta ipo Buxin 331 3 many.

10. Anminictparop APM-CEII, amminictpatrop APM-HBY-ind, omepatop
APM oyxrantepa CAB, onepauionict CAbB, texnonor CAB, oneparop pobouoro,

TexHoJioriunoro micuga CAb, oneparop iHpopMaliifHOi 3a1a4i, 3000B’s13aHi:

1) 3abes3nevyBaTH TEXHOJOTIYHY IUCIMIUIIHY B poOOTI 3 MpPOTrpaMHUM
3a0€3IeueHHsIM POO0YOTro MICIIS;

2) ocobucto 3mificHoBatH reHepariito kmougoBoi mapu (TK ta BK) (3
ypaxyBaHHSAM 4acy Ha cepTudikaiiito) i 3aumenns TK (komiit — 3a HasBHICTIO);

3) BHKOHYBaTH ITpaBHJIa BUKOPHCTaHHS 1 30epiranus 331;

4) indpopmyBaTu aamiHicTparopa iH(OpMaIiiiHOI Oe3neKku Mpo 3arposu i
Bunaaku kommnpometairii 331 ta npo Buxin 331 3 nany.

11. Anminictpatop APM-CEII, anminicrparop APM-HBY-iH} 300608’ s13aHi:
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1) 3abesnevyBaTH HajamTyBaHHS Kowmi totepa 3 APM-CEII, komm’torepa 3
APM-HBVY-in¢ BianmoBiiHO [0 eKCIUIyaTalliifHOI JOKyMEHTallii, BHMOI Ta
pexomenanii HarionansHoro 6aHKy;

2) y pa3i mepemaBanHs 331 MK CO0OI0 BECTH XYpPHAIU MPHIAMAaHHSI-
nepenaBans 331 agminicTparopiB BianoBigHux APMiB (mani — xypHan npuitmMaHHs-
nepenaBanus 331), 1110 MOBUHEH MICTUTH BiAOMOCTI Ipo Ha3By 331 Ta ioro 3aBOACHKUN
HOMED, JaTy oTpuMaHHs/moBepHeHHs 331, mpi3Buie, iHiian 0codu, 0 OTpUMalia
331 (mara, mignuc), BiAMITKY npo noBepHeHHs 331 (narta, miamuc).

12. Opranizariiss 3000B’s3aHa JOTPUMYBATUCS TaKOTO TIOPS/IKY JIOIYCKY
BiIMOBiAanbHUX 0c¢i6 10 331:

1) nomyck no pobotu 3 [IMI'K mae anminicTpaTop iHGopMaIliiiHOi Oe3MeKH;

2) nomyck mo poootu 3 AK3I, CK, TK APM-CEII mae agminictpatop APM-
CEII;

3) momyck gm0 podotm 3 TK APM-HBY-iud wmae anmiHicTpaTop
APM-HBVY-iug;

4) nmonyck mo poboru 3 TK pobGoumx i1 TexHosmoriunumx wmicis CAB Ta
1HpopMaIiiHUX 3a/1a4 Ma€ BiAMOBIaIbpHa 0c0o0a 1 TUTbKH 110 BiaacHoro TK;

5) BiamoBigagbHI 0COOM BUKOHYIOTH reHepairito kitouoBoi mapu (TK ta BK) 3a
nonomororo [IMI'K y mpucytHocTi aaminictpaTopa iHdopmartiiinoi 6e3neku;

6) amgminicTparop iH(oOpMamiiHOI Oe3mekr BUKOHYE (YHKI[T KOHTPOIIIO Ha
APM-CEIl, APM-HBVY-iu¢p y mnpucyrHocti aaminictpatopa APM-CEII,
aaminictpatopa APM-HBVY-iu.

IV. Iopsiaok pob6otu 3 AK3I

13. Bumoru 1p0T0 pO3MiTYy NOMMPIOIOTHCS TUIBKKM Ha OpraHizailii, siKi €
oe3nocepennimMu yuacHukamu CEIL

14. AnminicTpatop iHbopMmarliitHoi Oe3neku 3000B’sA3aHUN TICIAS OTPUMAHHS
AK3I ta CK 3po0Outu BiNoBiqHUN 3amucC y xypHami oomiky 331.

15. AnMminicTpatop i1H(opMmartiitHoi Oe3neku 3000B’s3anuil nepenatu AK3I
aaminictparopy APM-CEII 1 3po6utu 3anuc y xxypHaii o6miky 331.
Anminictpatop APM-CEII 30608’ s3anuit otpumatu AK3I.
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Anminictpatop APM-CEII 30008B’s3anuii yctaHoButu AK3I Ta 3a6e3neuntu
MOCTIMHE T MIIKITIOYEHHS 10 KOMITIOTepa, Ha SIKOMY (YHKIIIOHYE MPOTPaMHO-
anapatHuid komriekc APM-CEIL

16. Anminictparop APM-CEII 30608’ s13anuii nepes ysenenusm AK3I B poboty
3a0e3MeYNTH BUKOHAHHS BCIX BHUMOT J0 TeXHIYHUX yMOB ekciuryartarii AK3I, ski
HaBEJCHI B IOKyMEHTAIlli Ha Hei.

17. Anminictpatrop APM-CEII 30608’ s13aHuii 3renepyBaTu kitouoBy napy (TK
ta BK) s AK3I 3a nonomoroto nporpamuo-texuiunoro komiiekcy APM-CEIT qis
BBeneHHs AK3I B excryararito 1 3anucaru komito TK AK3I na npyry (pesepshy)
CK mig yac renepaunii kiroyoBux nap (TK ta BK).

AnminictpaTop iHpopMariitHoi 0e3neku Hajacuiaae BK AK3I na ceprudikaiiro
no HarionanesHoro 6aHky.

Anminictpatop APM-CEII yBoauts AK3I B ekcrutyararito miciisi OTpUMaHHS
ceptudikara BK ta 3aificHenHs BianoBiaHux HanamtyBanb APM-CEIL.

Anminictpatop APM-CEII 3000B’s13aH1il 3A11CHIOBaTH CBOE€YACHY T'€HEPALIIIO
ximouoBoi napu (TK ta BK) nia AK3I y 3B7s13Ky 13 3akiHueHHsAM cTpoky 1ii TK.

18. Anminictpatopu APM-CEII 30008’s3ani nepemaBat AK3I i CK wmix
co00I0 13 YHECEHHSM 3amucy J0 JKypHaly mnpuiimMaHHs-iepeaaBanus 331
Anminictparopu APM-CEII nin wac nepenaBanns 331 Ta micist 3aKiHYEHHS POOOTH
MaroTh npaBo He Bijkmouatu AK3I Bix koM toTepa.

Anminictpatop APM-CEII 30608’ s3anuit 30epiratn CK y HepoGounii yac 1 B
poOoumii yac, K0 BOHU HE BUKOPUCTOBYIOTHCSI B pOOOTI, y CHOCIO, SKUH BUKITIOYAE
MOXJIMBICTh HECAHKITIOHOBaHOTO JocTyny j10 CK.

19. Anminictparop APM-CEII 30608’ s13anuii 3aiiicanTn 3aminy AK3I pa3om i3
CK y pa3i Buxoay 3 many AK3I min yac ekcrutyaranii, nomkomxkenHs AK3I abo
rojorpagiynoi Hakieiiku, Brpatu AK3I, Ha Bumory HaitionansHoro 6aHky.
Anminictpatop APM-CEII oprani3zaiii 30008’ i3aHUi:

1) moBimomuTH agMiHICTpaTOpa iHPOPMALIHHOT OE3MEKH PO MPUYUHY BUXOTY
3 nany AK3I ta/ab6o CK 1 y3roautn 3axoau 1ist 3aminn AK3I ta/abo CK;

2) [isTH BiANOBiaHO 10 [HCTPYKIIIT Mpo Mi>KOaHKIBCHKHUiT IepeKa3 KOIITIB.

20. Aaminictpatop iHdopmMariitaoi Oesnexku qns 3amian AK3I  Ta/abo
CK 3000B’s3aHMii:

1) mpotsrom TphOX poOouMxX [HIB moBimomMuTH HamioHanbHHI OaHK PO
nepexig Ha Bukopuctanus nporpamaux 331 APM-CEIT;
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2) 3abesneuntu noctaBky 331 (3a BUHATKOM BTpaueHHMX) 10 HarioHaibHOTO
OaHKy;

3) 3pobutm BigMmiTKy Tipo moBepHeHHS AK3I Ta/abo CK, mo BuBeacHI 3
eKCIUTyaTallii, y >kypHaii o0miky 331;

4) mpoBecTH BIAMOBITHE CIIY)KO0OBE PO3CIiTyBaHHA B pa3i momkomkeHHss AK3I,
CK, ronorpadiunoi naxneiiku, Brpatu AK3I a6o CK, BHCHOBKHM 3a pe3yibTaTaMu

saKxoro nogaTtu A0 HarionansHOTO OaHKY;

5) orpumatu 331 Ha 3amMiHy Ta 3pOOWUTH BiTIOBITHHIA 3aIKC Y KypHATi 00JIKY
33I;

6) Bumatu aaminicrparopy APM-CEII otpumani 331 BianoBigHO 10 MyHKTIB
15— 17 po3zainy IV uux Ilpasumn;

7) TPOTATOM TPHOX POOOYMX IHIB mMOBimoMuUTH HamioHanekHUI OaHK IPO
nepexig Ha podoty 3 AK3I.

21. Aaminictpatop APM-CEII 30008’ s13aHui IepeiTi Ha poOOTY 3 PE3EPBHOIO
CK 'y pa3si Buxony 3 naay CK.

V. lMopsmok pobotn 3 [IMI'K 1 TK

22. Aaminictpatop iH(opmariinoi Oesneku micns  otpumanHs [IMI'K
3000B’ I3aHU:

1) 3poOuTH BiaNOBITHUIA 3amuC Y KypHaIi 00Ky 331;
2) 3nidcHUTH 3aMiHy oyaTkoBoro mapos [IMI'K;

3) 3milicauTH niepeBipky ¢yHkmionyBanHs [IMIK nuisxom npoOHOT reHepariii
kiouoBoi napu (TK ta BK).

23. Aaminictpatop iH(opmariinoi Oesmeku, skmo I[IMI'K nHe mparroe,
3000B’s13aHUI MTOBIIOMUTH Mpo 11 Harionanbamii 0aHK.

24. Aaminictpatop iHpopmarliiiHoi 6e3nexku 30008’ s13anuii 30epiratu [IMI'K y
HepoOouMii yac i B poOOUNi yac, SKIIO BiH HE BUKOPUCTOBYETHCS B pOOOTI, y CIOCiO,
KWW BUKIIIOYA€ MOXKJIMBICTh HECaHKIIIOHOBaHOTO aoctyny a0 [IMI'K.

25. Anminictpatop iHdopmaniiiHoi Oe3neku, sikimo [IMI'K He mpairoe a6o
[IMT'K nomkomkeHu#t 3 BUHU TIEpCOHATY OpraHizailii, 3000B’3aHHUA:
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1) mpotsrom TphOX pobOoUMX AHIB HoBimoMuTH HamioHanbHuM OaHK MPO 1€ 1
3amoBuTH HOBUM IIMI'K;

2) otpumartu HoBui [IMI'K BiAImoBigHO 7O BCTAHOBIJIGHOTO MOPSIKY 1 HaIaTi
B)KMBATH 3aXO0JIiB, 0 TiepeadadueHi B MyHKTax 22 — 24 posainy V nux I[pasu.

26. AnMminictpatop iHpopmariiiHoi 0e3neku B pasi Brpatu [IMI'K aGo BrpaTu
KOHTpOITIO 3a Mictie3HaxopkeHHsIM [IMI'K 30008’ s13aHui:

1) mpotsrom oaHoro pobodoro aHs mHoBimomuTd HamioHanbHHI OaHK PO
TaKUil BUNIAJ0K 13 3a3HAYEHHIM cepiitHoro Homepa BTpadeHoro [IMI'K;

2) 3amoutH HOoBHI [IMI'K;

3) mpoBectu cimyx)00Be PO3CIiTyBaHHS, BHCHOBKH 3a PE3yJIbTaTaMH SIKOTO
noaatu 10 HarionaneHOro 6aHky;

4) otpumatu HoBui [IMI'K BiamoBiIHO 10 BCTAHOBJICHOTO MOPSAKY 1 Hamasi
B)KMBATH 3aXO0/IiB, 10 TiepeadadueHi B MyHKTax 22 — 24 posainy V nux Ipasum.

27. Opranizaiiss 3000B’s3aHa 3a0e3neuntu 3MiHy mnapoiiB o [IMIK y pasi
3BUTBHEHHS BIAMOBIIAIbHOT 0coOU BiJ 0OOB’SI3KIB aaMiHicTpaTopa iHGOpMaIliitHoi
Oe3nexu.

28. BinnosigansHa ocoba 3000B’s13aHa reHepyBatu kirodoBy mapy (TK ta BK)
Ha APM [IMI'K y npucyTHOCTI anMiHicTpaTopa iHpOpMaIiifHOi Oe3MmeKu.

VYeci cnipodu renepaunii kirodooi napu (TK ta BK), y Tomy uucni i HeBnanmi,
¢ikcyroThes B xkypHail [IMI'K B aBToMaTHYHOMY PEKHUMI.

BK micns ix renepaunii (3a BunstkoM BK omnepauionictiB CAB) mignsrarots
000B’s13K0BI cepTudikallii B HanioHanbHOMY OaHKY.

29. Opranizaniss 3000B’d3aHa BUKOPHUCTOBYBAaTH Juile 3axuineHi Hocii TK.
HamionanpHuit 0aHK Ma€e TpaBO BCTAHOBIIOBATH BUMOTH J10 3axuiiieHux HocliB TK, ski
BUKOPHCTOBYIOTBCSI OpTaHi3alli€ro.

HamionanpHuii 0aHK Hajgae BIAMOBIIHI KPUMTOOIOMIOTEKH IIATPUMKH HOCIIB
TK, pexkomeHpamii 1moAo0 HamamTyBaHHS noctyny ngo TK mporpamHoi yactunu
CUCTEMU 3aXUCTY 1H(pOpMaIIii.

30. BignoBinansHa ocoba mae mpaBo ctBopuTH komii TK (3a Bunstkom TK
oneparrionictiB CAB) mis 3anob6iranss 3ynuHeHHto podotu opranizaiiii B CEII Tra/a6o
B IH(pOpMaIlIHHUX 3a/1adax y pasi ncyBaHHs Hocis TK 3a yMOBHM HasiBHOCT1 IOKYMEHTa
oprasizariii, skuii Bu3Hayae ctBopeHHs komiil TK Ta BiamoBigagbHUX 3a iX 30epiraHHs
ocio0.
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Ha xomii TK mommproroThcst BCi BAMOTH IIOA0 30€piraHHs Ta BUKOPUCTAHHS, K
1 Ha ocHOoBHI TK.

31. BiamoBimanesHa ocob6a 3000B’si3aHa BCTAHOBUTH Tapodib 1y Hocis TK.
BiamosinaneHil 0c061 3a00pOHEHO PO3TOJIONTYBATH Mapojh Ta mepeaaBaTu Hociit TK
(kpiM BUTAAKIB, SKIIO mepemdadeHo mnepenaBands TK pobodoro Micis iHIIIN
BIIMOBIAaNbHINA 0C001).

32. Oprani3ailig 3000B’s13aHa 3aTBEPAUTH BHYTPIIIHINA nopsiaok 30epiranus TK
3aJIe)KHO BiJl KOHKPETHHX YMOB ii (pyHKIIOHYyBaHHS, 3a0€3MEUMBIIN JAOTPHUMAHHS
BuMor 1ux [Ipasui.

Opranizairis Mae IpaBo BUKOpUCTOBYBaTH 3axuliieH1 Hocii TK nmst po3B’si3aHHs
IHITUX 3aBJaHb OpraHizailii (0OMeXeHHS JOCTYIY O KOMIT I0TEPiB, IPUMIIICHB ).

33. Anminictpatop APM-CEII, anminictpatop APM-HBVY-ind 30008's13aH1
nepenasatu TK Biamosigaux APMie (APM-CEII, APM-HBVY-ind) (i 3a HeoOXigHOCTI
iX Komii) MK cOOOI0 13 3[IICHEHHSIM 3alUCy B )KypHaJi IpuiiMaHHa-niepegaBanns 331.

34. Oprani3artis 3000B’s13aHa BecTr apxiB BK omneparrioHicTiB Ta apXiB )KypHaITy
[IMI'K npoTsiroM ychbOro CTpoOKy 30epiraHHsi apXiBIB €JIEKTPOHHUX OaHKIBCHKHX
JIOKYMCHTIB.

35. Anminictpatop iHopMaIiiiHOI Oe3neku 3000B’si3aHUN  31HCHIOBATH
KOHTPOJIb 3a CTPOKOM [ii KJIIOYiB, 3a0e3MedyBaTh CBOE€YACHY 1X TEHEpallilo
BIIMOBIAaTbHUMH 0coOamH 1 BianpasieHHs BK Ha cepTudikaliiro 3 METOI0 YHUKHCHHS
HEBUIIPAB/IaHOT 3yMTUHKHU POOOTH OpraHizaiiii.

36. BignoBimansHa ocoba 3000B’s3aHa 3HMIyBathu TK (Ta ix Komii) micis
3aKIHYEHHS CTPOKY Aii.
TK He BHOCATBCS 10 OyAb-SIKOTO €JIEKTPOHHOIO apXiBY OpraHi3allii.

37. BignosinanbHa ocoba B pasi kommpomeTarllii TK 3000B’s13aHa NPUNTMHUTH
BUKOpUCTaHHA Takoro TK 1 moBiIOMUTH 0poO TakKy TMOJIK0 aaMiHICTpaTopa

1H(DOopMaIiiHoT 6e3MeKH.

38. AnminictpaTop iHGopmariitHoi Oe3neku B pasi  kommpomeramii TK
3000B’ I3aHU:

1) moBimomutn HamioHampHuii OaHK CHCTEMOIO CIIGKTPOHHOI  TOIITH
HamionanpHoro 6anky, sikio e 0yB TK APM-CEIT abo APM 6yxranrepa CABb;

2) 3abe3neunTd BUIy4YeHHS BiamosigHoro BK y BcraHOBIEHOMY MOPS/IKY;
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3) 3abesmeuntn TeHeparlito HoBoi kiarodoBoi mapu (TK ta BK) 1 mamami
BJKHMBATH 3aX0/11B I110JI0 BBeAeHH B 1it0 TK;

4) mpoBecTH CIIy>)KOOBE PO3CIiAyBaHHS, BUCHOBKM 33 Pe3yJbTaTaMU SKOTO
noaatu 0 HarionansHOTO OaHKY.

39. Anminictpatop iH(MopmariiiHoi Oe3neku 3000B’s3aHUI  3a0€3MEUUTH
BUJIy4YCHHS 3 pobOotu BiamoBimamx BK y BCTaHOBICHOMY TMOPSAKY, SKIIO
BIIMOBiaTIbHA 0c00a, sika Mae TK 1151 Oy1b-sIKOro po60o4oro MicIis, 3BIILHIETHCS BiJl
BUKOHAHHS BIJMIOBIIHUX (DYHKIIIOHAJIBHUX 00O0B’SI3KIB.

VI. Iopsinok Bukopuctanus 1 30epirans 331 B pa3i BUHUKHEHHS
HaJ[3BUYAHHUX CUTYyaIllIH

40. Opranizaiiis 3000B’A3aHa BXKUTH 3aXO0/1B JIsl yCYHEHHs 3arpo3u BTpatu 331
y pa3i BAHUKHEHHS HaJI3BUYaHOI CUTYaIIii.

41. Opranizanis Ma€ MpaBoO BUBHAYUTH TUMYACOBHI MOPSAAOK BUKOPUCTAHHS Ta
30epirannss 331 (3a momepenHiM y3roJKeHHsSM 3 HarlioHanmbHMM OaHKOM 1
JOTPUMaHHSIM BUMOT 1ux [IpaBuit) 3a HEOOX1THOCTI:

1) poGOTH MPOTATOM OJHOTO POOOYOro JIHSA B MPUMIIIICHHI 1HIIIOT OpraHi3ailii B
pa3i BUHUKHEHHS aBapiifHOi CUTYyaIlil (HampuKiIaa, BIIKIIOYCHHS €IeKTPOKUBICHHS,
MOIIKOKEHHS JIiHIH 3B’ S13KY);

2) mnepeseneHass APM-CEIl, APM-HBY-iup, APMIIMIK B iHmie
NPUMILICHHS;

3) MpOBEICHHS PEMOHTHUX POOIT.
Opranizailiss B TaKOMy BHUIAJKy 3000B’si3aHa 3aTBEPJIUTH LI€H MOPSAIOK 1 HOTO
KOIIIIO B ManepoBiit ado enekTpoHHil Gopmi Haaicnatu HanionansHOMY OaHKY.

VII. Bumoru no po3mimienns ta HanamryBanuss APM-CEIL, APM-HBVY-iudg,
APM IIMI'K

42. Opranizamis 30008’ s13ana po3mictutu APM-CEIl, APM-HBVY-iadp, APM
[IMI'K B okpeMux IpUMIIICHHSIX.

Opranizariis mae npaBo po3mintyBata APM-CEIl ta APM-HBVY-ind B onHOMY
OpUMIIIEHHI B pa3l cywmimeHHs o0oB’s3kiB  aamiHictpatopa APM-CEIl Ta
aaminictparopa APM-HBVY-iud.

43. Oprani3zaiiisi 3000B’s13aHa BHUKJIIOUUTH MOXJIMBICTh HECAHKIIIOHOBAHOTO
noctyny 1o npumiiiens 3 APM-CEIL, APM-HBY-iu¢d ta APM IIMTI'K.
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44. 3a6opounserses po3MinryBatd APM-CEIL, APM 6Gyxranrepa CAb ta APM
[IMI'K B ogHOMY mpuMitieHHi (y OyIb-IKHX KOMOIHAIIISIX).

45. lozBonsietbest po3minryBatu APM-CEIIL, APM-HBVY-iud y cepBepHOomy
OPUMIIIEHH], fAKIIO Takli MpOrpamMHO-amapaTHl KOMIUIEKCH TMpalOTh B
ABTOMAaTUYHOMY PEXKHMI.

Anminictpatop APM-CEII y pa3i Takoro po3miiieHHs 3000B’13aHHUI pearyBaTu
Ha 1H(opMaIliiiHi MoBiAOMIICHHS, K1 HaacwiatoTbest Ha APM-CEIL.

46. o3somnserbest po3MiiryBati APM-CEIl ta APM-HBY-ind na oaHoMmy
KOMIT FOTepl.

47. Opranizaiist 3000B’s13aHa MPU3HAYUTH MPALIBHUKIB, SKI MAIOTh JIOMYCK J10
npuminieHs 3 APM-CEIl, APM-HBY-iud, APM IIMI'K, BHYTpilIHIM JOKyMEHTOM.

48. Opranizamiss 3000B’si3aHa  3a0e3meunt  HamamTyBaHHs APM-CEII,
APM-HBVY-1u¢, APM IIMI'K BianoBiiHO 10 eKCILTyaTaliiiHOI JOKYMEHTAlli1, BUMOT
Ta pekomenAaiil HamionaibHOro 0aHky.

49, Opranizaris 3000B’s3aHa ToBigoMIATH HamioHansHUN OaHK TPO 3MiHU
CBOTI'0 MicIIe3HaxokeHHs a00 3MiHM Mictie3HaxokeHHs APM-CEIL, APM-HBVY-iud,
APM TIMI'K mpoTsirom TpboX poOOYMX JHIB 13 HACTYITHOTO JIHS 32 JATOK HACTaHHS
TaKuX 3MIH.

Hupexrtop JlenaprameHTy Oe3reKku O. A. CxomMapoBCbKUI



JlonaTok

no [IpaBun opranizaliii 3aXUCTy €IEKTPOHHUX
OaHKIBCHKUX JOKYMEHTIB 3 BUKOPUCTAHHSAM
3aco01B 3axucTy 1HPopMarii

HamionanpHOro 6anky Ykpainu

(y penakii moctanoBu [IpaBmiHHs
HarmionanpHoro 6anky Ykpainu

(myHKT 6 po3aity II)
3000B’s13aHHS
s, , SAKAW TPU3HAYCHUU
(mocana, mpi3Buiie, iM's, MO0 OATHKOBI)
3T1JTHO 3 BHYTPIIIHIM JIOKYMEHTOM
(HaliMeHyBaHHS Oprasizariii)
Big " " 20 p. Ne BIJIMOBIAQIBHOIO 0CO00I0 3a 30epiraHHs Ta

BUKOPHUCTAHHS TaKUX 3ac001B 3axucty iHdopmarlii HaionansHoro 6auky Ykpainu

(mas3Ba 331, Tun TK 3 ineHTH(iIKaTOPOM KITFOUA)

o3naiomsiennii 3 I[lpaBuiamu oprasizaiii 3axucCTy EJIEKTPOHHUX OaHKIBCHKUX
JIOKYMEHTIB 3 BUKOPUCTaHHSM 3ac001B 3axucTy iH(dopmartii HarionanpHoro 6anky
VYkpainu, 3atBepxeHuMHU octaHoBoro [Ipasninnas HarionansHoro 6anky Ykpainu
Bix 26 muctomnana 2015 poky Ne 829 (mami — [IpaBuiia), 1 3060B’a3yrocs:

1. BuxkonyBatu Bumoru [Ipasun.
2. He nepenaBaru inmmm ocodam Hocii TK.

3. He po3srosomyBaTd mapoji BXOAy JO CHUCTEMHM aBTOMarTu3allii OaHKY,
APMiB HanionansHOro 6aHky, IHIIUX TPOrPaAMHO-TEXHIYHUX KOMIUIEKCIB, MapoJi
no Binacaux TK Ta mapomi g0 HociiB TK.

4. Y pa3t 3arpo3m abo kommpomeraiii 3aco0iB 3axucty iHpopmarlii
HamionansHoro Oanky YKpaiHM HEraitHO TOBIJOMHTH TIPO 1€ aJMIHICTpaTtopa
iH(pOopMaIiitHo1 6e3neKkn opraHizailii abo KepiBHUKA OpraHizallii.

5.V pa3i 3BUTbHEHHS 3 poOOTH a00 3BUILHEHHS BiJ BUKOHAHHS BIJIOBIIHUX
00O0B’sI3KIB B OpraHizailii He Mi3HIIIe OCTaHHBOIO JHS POOOTH B OpraHizarii
MOBEPHYTU aAMIHICTpaTopy iH(MopMaIiiiHoi Oe3mekn opradizaiii abo KEepiIBHHKY
oprasizaiii Bci OoTpuMaHi 3aco0u 3axucty iHpopmauii HamionanbHoro 6aHKy
VYkpainu ta 3a0e3neunTy 3HUIIEHHs BiacHux TK.



A, :

(mpi3Buie, imM's1, Mo 6GaTbKOBI)

MOTEepPEKEHUI PO Te, IO BCl €JIEKTPOHHI JOKYMEHTH, Kl MAlOTh €JIEKTPOHHUIN
mianuc, 3poOieHuil 3 BukopucTanHAM Moro TK, yBaxkaroTbcs MiITBEpIKEHUMH
MHOI0, & €JIEKTPOHHUHN MiAMUC — HAKJIAZJCHUM MHOIO.

(mara, mmignuc)



